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Supplemental Documentation for the NetBackup 6.0 MP3 Bare Metal Restore (BMR) Fast Windows Restore Feature.
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Feature Description

Fast Windows Restores 

Using the new bootable CD/DVD image that is provided with NetBackup 6.0 MP3, a Windows system can be restored using the Bare Metal Restore (BMR) option in about 20 minutes. This new restore process requires only one reboot, and is fully compatible with all NetBackup 6.0 clients and servers.  The following standard BMR functionality is supported with this new fast restore feature: 
· Restoration using the standard NetBackup backups

· Restoration to completely different hardware

· Restoration to a different number, size and type of disks

· Restoration to any Point-in-Time that has a full or incremental backup

· Running user-written External Procedures during the restore process

· Full BMR configuration editing

· Management of most functionality using the NetBackup administration console

· Full restoration of Windows dynamic disk (logical disk manager) disk layouts
· Restoration to and from Virtual Systems

Please refer to the NetBackup-BMR 6.0 System Administrators Guide for a detailed description of these standard BMR features.

Refer to the “Limitations” section in this document for a description of the BMR functionality that is not supported by this feature.
To use this new fast Windows restore feature, you must upgrade at least one NetBackup-BMR Boot Server to NetBackup 6.0 MP3. Because NetBackup-BMR requires that Boot Servers be at the same maintenance pack (MP) level as the Master Server, this feature requires the Master Server be updated to MP3 also.

Once an ISO image has been created on any MP3 Boot Server, the resulting boot CD/DVD can be used in any NetBackup 6.0 environment.  An important note for this feature is that nothing is required to be installed on the NetBackup clients, and a new client backup is not required.   In addition to performance improvements, this feature also simplifies the Dissimilar System Restore (DSR) process by eliminating the need to add Windows Hotfixes to the client’s configuration. 
Low Infrastructure Mode 

A secondary aspect of the Fast Windows restore feature is its ability to (optionally) restore a system without the use of a Windows Boot Server, Shared Resource Tree (SRT), or a Prepare to Restore operation. 
As described earlier, a Windows Boot Server is required to create the bootable ISO image, but it is not required to perform a restore using that image.  When booting the new CD/DVD image, the administrator may select from any Windows client which has a valid backup and BMR information collected.    
Because older systems may not meet the requirements necessary for booting the Fast Recovery CD/DVD image (see the requirements section that follows), it is recommended to identify systems that are not able to boot from the Fast Restore image and create SRTs for those systems. 

Requirements

To use the Fast Restore option, systems must meet the following requirements:
· At least 512 MB RAM
· At least NetBackup 6.0 on the client to be restored

· At least NetBackup 6.0 on the Master server

· A backup of the client with the “Collect Bare Metal Restore Information” policy option checked

· A DNS server that can resolve the NBU Client,  Master, and Media servers 
· A device driver for the client’s Mass Storage (disk) and network device must be present on the Fast Boot image.   This recovery image contains all of the device drivers found in the Windows 2003 SP1 image, plus additional drivers for most devices.    
Limitations

Because of its speed and ease of use, it is expected that this Fast Restore mechanism will become the norm for Windows system restores.    Due to the requirements listed in the previous section and the limitations defined here, the existing DOS based restore mechanism is expected to be maintained at least through the major NetBackup release.    

The following are limitations of the Fast Restore feature.  All of these limitations will not apply in the NetBackup 6.5 release.

· Systems that were using Veritas Storage Foundation for Windows (SFW), at the time of their backup may not be restored with this Fast Restore feature.  These systems should be restored using the existing BMR mechanism. 

· This feature does not support Veritas Security Services (VxSS). To restore a system using VxSS, you should use either the existing BMR restore mechanism, or you should disable the Security Services from the Master server during the restore.

· Additional disk and network device drivers may not be added to the CD/DVD image.
· Only CD and DVD booting is supported. 

· All restores using the CD/DVD image will prompt the user for minimal information; fully automated restores are not supported.

· No automatic hardware discovery and reporting.
· The recovery CD/DVD, the new ISO creation Wizard, and the final cleanup utility will display in English only.  All non-English operating systems can be correctly restored by this Fast Restore process, but the restore process itself will display in English.

Usage Guide

Installing MP3 on a Windows Boot Server

Although use of the boot CD/DVD does not require a Boot Server, initial creation of the image does. Please refer to the NetBackup 6.0 MP3 installation instructions 
Creating a Bootable CD/DVD Image

All NetBackup 6.0 BMR Boot Servers contain a Start Menu item for the Boot Server Assistant (Figure 1).  This utility launches the Wizards which manage functionality on the Boot Server.  This feature adds a new wizard to the Boot Server Assistant to help in creation of the Fast Restore CD/DVD ISO image (See Figure 2).
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Figure 1 Launching the Boot Server Assistant
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Figure 2 New Wizard on the Boot Server Assistant
Figures 3 through 6 show the screens of the new Fast Windows Restore CD/DVD Creation Wizard. A user must provide a directory with at least 300MB of free disk space in which the bootable ISO image is created. 
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Figure 3 Welcome Screen from the new Wizard
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Figure 4 New Wizard: Selecting a target location
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Figure 5 New Wizard: Creating the ISO image
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Figure 6 New Wizard: Completion Screen
After creating an ISO (named BMR_FastBoot.iso) in the target directory, you can use any CD or DVD burning software to write the image to a disc.   
Restoring with the CD/DVD

To begin a Fast Windows restore, simply boot the CD/DVD.  After a couple minutes of loading, an End User License Agreement is shown (Figure 7). After accepting the EULA, a five second timeout box is shown (Figure 8).  If no action is taken, the BMR restore process begins (Figure 9.)    If a key is pressed on the timeout box, a Recovery Disk graphical menu is displayed.  In future releases, the Recovery Disk Menu system will contain additional functionality for end users; in the initial release (MP3), the menu system contains only items useful for debugging. 
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Figure 7 New EULA when booting the ISO Image
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Figure 8 Recovery Disk Auto-timeout box
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Figure 9 Main Menu on the Recovery Disk

From the Restore tab of the Recovery Disk Menu, the Generic BMR Restore item will launch the BMR restore process (Figure 10).  This is the same process that is started automatically if no key was pressed from the timeout box.
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Figure 10 Providing basic IP information
The first step in the restore process, contacting the Master server, requires you to provide basic networking information.  The three components to this step:

1. A dropdown list specifies the network interface to use.   To aid in the selection of the correct NIC, the MAC address is included with the name.   In the unlikely case that the recovery CD/DVD does not contain a device driver for a NIC in the system, the device will not appear in the list.  

2. IP information for the initial conversation with the Master server.  Once you have selected a client configuration to be restored, the IP information for all NICs will be reset to what is specified in the configuration.  If the restoring network contains a DHCP server, that dynamic information can be used at this stage.  If it is necessary to perform a restore using completely different IP information from what the original system contained, the client configuration can easily be edited from the Bare Metal Restore Node on the NetBackup Administration console.

3. You must supply the IP address of the Master server. 
After filling in the network information and pressing Contact Master Severs, BMR will retrieve a list of BMR Clients that are available to be restored. (Figure 11).  
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Figure 11 Selecting the Client to Restore
By default, the only client configuration combinations that are shown in the drop-down list are the ones for which a Prepare to Restore operation has been performed on from the Administration console. 

By checking the “Show all configurations” box, the drop-down list repopulates with all of the Windows client configurations combinations from the Master server.   Since the Prepare to Restore operation requires an SRT, which requires a Boot Server, skipping this operation allows BMR to operate in a low infrastructure mode.    This can be extremely useful in site disaster recovery scenarios where the Boot Server is not failed over, or in environments where it is not desirable to maintain a Boot Server.

By skipping the Prepare to Restore operation, some functionality is lost.  Specifically, External Procedures will not be invoked, and “System Only” restores will not work.  Both of these features are triggered from the Prepare to Restore dialog box.  

After selecting a client configuration to restore and clicking the “Restore Client” button, the main BMR restore engine is invoked, and the restore process screen (Figure 12) is displayed.
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Figure 12 The Restore progress screen
In a restore onto the same hardware, there is no additional user intervention that is usually required, and the restore progress GUI will show all the steps the restore engine is taking, including the final reboot.  In these cases, the restore is finalized when the administrator logs in to trigger the BMR cleanup utility.  (See Figure 15).
In cases where the disks of the target system do not match the disks that were present during the backup, the BMR restore engine invokes the disk mapping utility (Figure 13).  This utility is the same as the one that is invoked during a DOS-based restore, except for the fact that the Fast Restore version will allow the System Root to be unmapped and remapped.
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Figure 13 The disk mapping utility
To map a volume or partition to a disk with this utility, simply navigate (from the right mouse button menu) to Volumes > Windows Disk Management > Volumes, select the “Disk View” tab, and select “Map Volume…”.  Figure 14 shows the mapping wizard that steps the user through a volume/partition map.
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Figure 14 Mapping a partition to a new disk during the restore
Note 1 – The Fast Restore feature makes a best guess as to which disk should be used for the Widows System root (normally the C: drive). This partition is automatically mapped by the utility. In some conditions the disk selected for the System Root is not the desired disk. In these rare cases, it is necessary to unmap the partition and remap it to the desired disk.  

Note 2 – Promoting the system disk from a Basic Disk to a Dynamic Disk during a restore onto different hardware (Dissimilar System Restore), can lead to system instability. 
Note 3 – Any disk left blank in the GUI will be created as a blank disk, meaning existing partitions will be removed.   In order to instruct BMR to leave a disk untouched (so as to retain all existing partitions), it is necessary to right-click the disk and select ‘Restrict’.    
First Login Cleanup

After the BMR restore engine runs to completion, it will reboot the system to the freshly restored hard drive.   In that state, the original (restored) operating system boots, but the restore is not complete; if the restore was onto dissimilar hardware, the network adapters will not yet be enabled.  A login by a local administrator triggers the BMR Cleanup utility (Figure 15) to complete the restore process.  
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Figure 15 Finishing the restore upon first login

Looking Forward: NetBackup 6.5 Plans 

As exciting as the Fast Windows restore feature is, the next major version of NetBackup (6.5) will contain additional enhancements to the feature. The plans for that release include:

· Network (PXE) booting of the restore environment

· Automatic PXE Server setup and management

· Adding Mass Storage Drivers (MSDs) and Network Interface Card (NIC) drivers to the restore image

· Hardware Discovery Boots for Windows hardware

· Fully Automated System Restores

· Additional performance enhancements  

· Storage Foundation for Windows (SFW) support

· Veritas Security Services (VxSS) support
· Localized versions of all components of the Fast Restore process.

Troubleshooting

Logging

The Fast Restore CD/DVD image is configured to transmit logging information back to Master Server.  The Master Server creates a per-client log file with the information under the folder <INSTALLDIR>/Netbackup/logs/bmrrst/<clientname>/<date>.log   Logging begins when the main BMR restore engine starts (Figure 12). 

Restarting a Restore
If a failure occurs in the BMR Restore environment, the BMR Restore Engine displays an error message then a ‘retry’ dialog (Figure 16).  For some class of errors that are caused off host-- such as network problems or Master/Media server problems--it is often possible to resume the restore process from an earlier point.   You can restart the entire restore process by clicking the Stop button, then the Exit button, then the OK button, and finally the Generic BMR Restore item.
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Figure 16 BMR Restore Time "Retry" dialog

Missing Driver Dialog
When performing a restore onto different hardware (Dissimilar System Restore), it is possible to see a warning popup near the end of the restore process that contains a message like:

"Could not find the drivers for the following devices 

PCI\VEN_100&DEV_0030&SUBSYS_10401028&REV_XX (xxxxx)". 

This is caused by a mass storage driver missing from the BMR client configuration. The BMR Restore Engine does not have access to a device driver to insert into the restore system.   If this is a non-critical device, the restore may be continued, and the device driver installed at a later time.  If this is a critical device (for example. the MSD for the boot disk), edit the client configuration from the NetBackup Administration console and restart the restore.  If the device driver is not in the BMR database, it may be necessary to add it via the “Create Package Wizard” from any Windows Boot Server.

Running the command findstr /i <Plug-n-Play ID> on a Windows Server 2003 system may provide a user-friendly name for the device.
No Configurations Found

After supplying network information (Figure 10), the following message may appear:
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Figure 17 Error talking to the Master Server

This error dialog box is the result of a failure to contact the Master Server. Some common causes for this error are: 
· The selected network interface was not the correct interface for contacting the Master Server.

· An incorrectly entered IP address, netmask, or gateway.
· The Master Server is down, or the BMR Service (bmrd) is not running on the Master Server.

No Disks 

In some rare cases, the disk mapping utility (Figure 13) will be displayed, but will show no target disks.  This happens in cases where the Fast Restore CD/DVD image does not contain a device driver for the Mass Storage Controller, causing a failure of the BMR Restore Engine to detect the disks.  With the release of NetBackup 6.5, BMR will be able to automatically add device drivers to the restore image.  Until that time, it is necessary to restore these type systems with the original BMR DOS based process.

Disk Mapping Utility Launches Unexpectedly 

Even when the disks have not changed at all, the disk mapping utility (Figure 13) may frequently launch.  This unexpected behavior occurs when WinPE reports different disk locations than an installed version of Windows.  In these cases, you must manually map the original volumes to the discovered disk locations.
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