Data Insight Self Paced Lab

Objective:

This lab is designed to introduce the high-level use cases within the Data Insight
GUI. The Workspace provides an interactive view of the current environment. The
reporting engine offers a variety of report packages designed to provide summary and
detail data globally over various time periods.

There are no lab modules offered around the alerting section as this data required
ongoing audit activity. This area offers event alerting and anomaly detection capabilities
based on statistical deviance from calculated baselines.

About the environment:

VM Server Name
Matrix

Credentials
Username:

Administrator
Password:

password
Domain:

matrix

Once the desktop has loaded, the Data Insight console can be accessed through Internet
Explorer, or Chrome. The credentials to log in are the administrator credentials used for
VM login. To Log In, Click on the Data Insight Console icon on the desktop or open a
browser and navigate to htts://localhost. If login is not working, ensure that cookies are
enabled.
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Data Insight Use Case Test Scenarios

Listing of main Data Insight Use Cases, and methods to validate data and show
functionality.

Data Ownership

Identify users, notify them, and clean up exposed data

Questions:

Who is the inferred or calculated owner of a file or folder?

Who else is using the same resources?

What types of operations are being performed on this resource?
How confident are we in the ownership calculation?

Where are the most accesses occurring that impact this calculation?

The main idea of this use case is to be able to illustrate the person who is the most likely
data owner based on usage and usage patterns.

Navigate to workspace / folders

Select a registered filer and drill down in the tree.

Pick a file or folder of interest. (Must have activity; pick something higher in the tree to
increase odds of meaningful access history)

A good target folder for this lab is \\Singularity\DataNTAPCIFS. Click the + sign next to
singularity, and the click on the DataNTAPCIFS folder. The overview should load in the
main portion of the screen.

Note folder overview. This shows basic data on size, and access information. Also lists files
in the parent folder


file:\\Singularity\DataNTAPCIFS
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Next click on User Activity

This screen gives you an activity overview with top users, and the inferred data owner.
This screen also illustrates if there's a high confidence in the inferred data owner based on
the large proportions of accesses by the user.

Also note the balance between reads and writes indicating interactivity with this file.
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Next select Active Users sub tab.



This gives you a larger user list with a quick glance of access proportions in relation to the

total count, and by reads and writes.
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Next click on Folder Activity, then select by subfolders and files.

Read Count

Write Count &

This screen gives you a breakdown by subfolder. You can get a sense of what data is
dispersed in this directory, and how the accesses are spread across.
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Now that we have gotten more data about the owner, we can go back to the user activity
screen and right click on the Data Owner’s name.

We are given the option of getting an overview, global activity, global permissions, and raw
access history from the audit logs.

[ | Finance 2

j Overview ?E, User Activity L=l Folder Activity &v, Permissions

Summary Active Users Inactive Users

Time Filter From: |2010-01-20 [3 To: 2010-07-20 [ ¥ Read ™ w
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Clicking on overview will give you details on the Data Owner including security groups, and
any custom AD attributes that have been configured to be gathered.

This info is useful in determining some details about any such as dept, job function, etc.
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You can also click on the Activity tab to get a view of global activity; as a time series, or by
folder.
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Stale Data Use Cases

Listing of main Data Insight Use Cases, and methods to validate data and show
functionality.

Stale Data
Evaluate age of data and understand potential areas for remediation. Improve storage
utilization through file management.

Questions
e How old are all the files or folders owned by a certain user or group?
e How much can be saved with stale file remediation techniques?

The main idea of this use case is to try to get an overview of the age of your data, to identify
stale files and folders for remediation.

Navigate to reports / Inactivity Reports

Select "Inactive Data by Owner" report

Choose Create Report

Here you can choose the output of the report, when it’s run, and what areas of the NAS
environment it looks at. To ensure data in the report, select an entire NAS device and
set the "Inactive Time Period" to "1 Month" and

"Limit Number of Records" to 25
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Show files which are inactive for morg than
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Limit Number of Records

Select number of records to|be displayed in the details section for each selected path
25 v

Select "Save and Run" to see the new report listed.
After successful completion, open the report in the preferred format (CSV, HTML, PDF)
ﬁ-—j Report: Inactive Data by Owner

Uze this report to get a summary of space used by files or folders, =c

Sample OQutputs: ﬂHTML IE_IKLS .EIF’DF

List of Reports

7h Create Report (%) Refresh [ | Auto Refresh

W A
Report Name Last Successfu... Last Run Status

test LA E @ N PROGRESS

The top area of the report calls out all owners of files considered stale based on your report
settings. The number of files as well as what % of all files owned by the user are
considered stale.

User User Account Size (MB) % of Size Flle Count BU Name Custodian
Administrators Administrators _ 8273.391 7.87 2303
Total 9273.31 2393

The remainder of the report calls out individual files, locations, and dates of modification
and access.

user Data Owner  |File Server Share Name File (Path) Size (MB) Last Modified Last Accessed
Paollcy
Administrators (Administrators)
Parent Owner  [singularity AppleBackup Visingularity\AppleBackup\Data Insight Use Case 1.90(0ct 25, 2010 12:54 [Nov 12, 2010 6:13
Test Scenarios.docx AM PM
Parent Owner singularity DataNTAPCIFS \singularity\DataNTAPCIFS\vms\Datalnsight=64Y 1024.00(Oct 26, 2010 2:23 |Now 12, 2010 12:
DatalInsightx64.vmem PM 08 PM
Parent Owner singularity DataNTAPCIFS Wsingularity\DataNTAPCIFS\vms\Datalnsightx64Y 19.71|0Oct 26, 2010 2:31 |Nov 12, 2010 12:
Datalnsightx6s.vmss M 42 M
Farent Owner  [singularity SoftwareNTAPCIFS \\singularity\SoftwareNTAPCIFS\Windows ISOs), 2857.97|Feb 1, 2010 11:27 |Apr 11, 2010 2:13
SW_DVD5_Windows_Svr_DC_EE_SE_Web_2D08R] ] AM

-bit_English_X15-59754.1S0



Chargeback Enablement Use Cases

Listing of main Data Insight Use Cases, and methods to validate data and show
functionality.

Enable Chargeback
Evaluated size of files owned by particular users and groups. Improve storage utilization
through accountability

Questions
e What users and groups are using the most storage for unstructured data?
e How much could each user or group pay for access to that storage?

The main idea of this use case is to try to get an overview of the sizes of your unstructured
data files, and assign ownership for accountability and chargeback

Navigate to reports / Utilization Reports

Select "Storage by file group and owner" report

Choose Create Report

Here you can choose the output of the report, when it’s run, and what areas of the NAS
environment it looks at.

To ensure data in the report, select an entire NAS device and

"Specify duration” to the length of time Datalnsight has been running.

"Limit Number of Records" to 25
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Limit Number of Records

Select number of recorfls to be displayed in the details section for each selected path
25 b

Select "Save and Run" to see the new report listed.
After successful completion, open the report in the preferred format (CSV, HTML, PDF)

ﬁj Report: Storage by File Group and Owner

Use this report to get a summary of space used by owners of files, sor

Sample Qutputs: ﬁ-]HTML IEJKLS IE|F“IZ:IF

List of Reports

I:E:I Create Report .’.-gj;. Refresh [] Aute Refresh

.,

Report Name La=st Successfu... Last Run Status
Singularity Files s T E) IN PROGRESS

The report can be broken down by user, filetype, and any Active Directory attributes like
Business Unit:



User User File Group |Space Used File Count |BU Name Custodian

Account Type (MB)
John Dodds  |john_deodds@ All Files 108488.35 937(SAMG
hrocclab.local
Administrator Administrator all Files 7734.18 2300
5 5
Ryan ryan_jancaiti |All Files 0.43 3 SAMG
Jancaitis s@hrocclab.l
ocal
Creator Creator All Files 0.01 1
Owner Owner
John D'Alto john_dalto@h All Files 0.01 3(5AMG

rocclab.local

Tom Harwood  tom_harwood |All Files 0.01 2|SAMG
@hrocclab.lo
cal

File usage by user and type of file:

User Type Data Owner  File Server File (Path) Size (MB) Access Count
Policy

John Dodds (john_dodds@hrocclab.

local)

VMWare Server  |Read+Write singularity \\singularity\DataNTAPCIFS \wms\Enforcedemo_V11\ 3096.00 28
Files Count Enforcedemo_V11-Snapshot1.vmem

VMWare Server  |Read+Write singularity \\singularity\DataNTAPCIFS \vms\Enforcedemo_V11\ 135.78 2
Files Count Enforcedemo_V11-SnapshotZ.vmsn

VMWare Server  |Read+Write singularity \\singularity\DataNTAPCIFS \wms\Enforcedemo_V11\ 134.35 2
Files Count Enforcedemo_V11-Snapshotl.vmsn

VMWare Server  |Read+Write singularity \\singularity\DataNTAPCIFS \vms'\Enforcedemo_V11\ 0.01, 1
Files Count Enforcedemo_v1l.vmx

VMWare Server  |Read+Write singularity W\singularity\DataNTAPCIFS \wvms\Netapp_Filer (v11)\ 0.0, 3
Files Count Netapp_Filer (v11).vmx

Exporting and manipulating this data through spreadsheets allows complete flexibility in
chargeback reports.

ILM Use Cases

Listing of main Data Insight Use Cases, and methods to validate data and show
functionality.

ILM: Data Aging
Evaluated age of files owned by particular users and groups. Improve storage utilization
through accountability

Questions
e What users and groups are using the most storage for unstructured data?
e Are the proper users and groups keeping the right files for extended periods of
time?

The main idea of this use case is to try to get an overview of the age of your unstructured
data files, and assign ownership for remediation.

Navigate to reports / Inactivity Reports



Select "Data Aging" report
Choose Create Report

Here you can choose the output of the report, when it’s run, and what areas of the NAS
environment it looks at.

To ensure data in the report, select an entire NAS device and
"Limit Number of Records" to 25

Select the files and folders by dragging them from left pane to the right pane. Double click on :

folder
@ Filer Hierarchy © DFS Hierarchy Selected resources
Search Shares... £ =3 singularity
2 ﬁEnt&rpri&e '531
=+ gsingulﬂrﬂy
=& superiuminal. hrocclab.local
=
=
==
<
Fitter filers L

ld 4 |Dana 1 A S Y R |

Limit Number of Records

Select number of records to be displiyed in the details section for each selected path
25 =

Select "Save and Run" to see the new report listed.
After successful completion, open the report in the preferred format (CSV, HTML, PDF)

ij-j Report: Data Aging

Use this report to get a summary of space used by files or folders

Sample COutputs: ﬂHTML IE_'TKLS PDF

List of Reports

I:,']:I Create Report :';Tl Refresh [C] Auto Refresh

Report Name Last Successfu... Last Run Status
Sample Data Aging 5 & IM PROGRESS

This report is broken down into aging "buckets" of last access to quickly identify count and
size of all files.
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Data (Count) Aging by last access date

0-3 Maonths

Older than 12 Months
|- 9-12 Months

|~ 6-9 Months

= 3-6 Months

Data (Size) Aging by last access date

0-3 Manths —

3-6 Months =

Age File Count Percent Age Size (MB)
0-3 Months 2472 97.13 0-3 Months 5252.80
3-6 Months o 0.00 3-6 Months 0.00

6-9 Months 2 0.08 6-9 Months 2989.17
9-12 Months o 0.00 9-12 Months 0.00
Older than 12 Months 71 2.79 Older than 12 Months 0.01

— Older than 12 Months
= 9-12 Months

-9 Months

63.73
0.00
36.27
0.00
0.00

This is broken down further into NAS device, share, and eventually file.

Overview of aging per NAS device.

Age File Server
0-3 Menths
singularity
superluminal.hrocclab.local
6-9 Months
singularity
Older than 12 Months.
sinqularity

superluminal. hrocclab.local

Overview of aging per NAS Share and device

Age File Server
0-3 Months
singularity
singularity

superluminal.hrocclab.local
6-9 Months
singularity
oOlder than 12 Months
singularity
singularity
superluminal.hrocclab.local

Size (MB)
3714.10
1538.70
2989.17
0.01
0.00)
Share Name Size (MB)
SoftwareNTAPCIFS
DataNTAPCIFS
SuperluminsiShare
SoftwareNTAPCIFS
HOME
DataNTAPCIFS
SuperluminalShare
File (Path)

Overview of aging per share and file

Age Filer Name Share Name
Older than 12 Months

singularity DataNTAPCIFS
singularity DataNTAPCIFS
singularity DataNTAPCIFS

Data Forensics Use Cases

‘isingularity\DataNTAPCIFS\DILoad\ORDERS(PROC) 2007 \Febl
orders_20.txt

File Count
2327
145
2|
17
54
File Count
3710.71] 2134
3.39 193
1538.70 145
2989.17 2|
0.01 1
0.00 16
0.00 54
Space Used (MB) Last Accessed

\singularity\DataNTAPCIFS\DILoad\CLAIMS$42008\ClaimsJanZ_17.

txt

\\singularity\DataNTAPCIFS\DILcad\CLAIMS$42008\ClaimsJanZ_18.

txt

0.00{Jan 1, 1970 12:00 AM

0.00{Jan 1, 1970 12:00 AM

0.00{Jan 1, 1970 12:00 AM

Listing of main Data Insight Use Cases, and methods to validate data and show

functionality.

Data Forensics

Investigate and solve data breaches; monitor sensitive data usage

13



Questions
e Who as been touching sensitive files?
e How did this person get access to a file?

e Who wrote to a file and potential was responsible for the inclusion of sensitive
information?

e What has a person been up to lately?
e What time an ip has a person of interest been using to get to a file?

The main idea of this use case is to try to get a root cause for the introduction of sensitive
data, or the scope of a potential data leak.

Navigate to workspace / folders
Select a registered filer and drill down in the tree.
Pick a file or folder of interest. (Must have activity; pick something higher in the tree to

increase odds of meaningful access history)

You can continue to use the same \\Singularity\ DataNTAPCIFS share that was used for the
previous Data Ownership lab module.

Overview shows the last people to access and modify the target file.

[ Folder | § users | 8 Groups \\Acmefiler\Acmeshare\Legal\Patent\Patent-1802929329.pdf
® Filer Hierarchy

| Patent-18028 *
Search Shares... L

@ &3 10.209.89.3 7] overview &5 User Activity [E File Activity &, Permissions i] Audit Logs
= = 10.209.89.4
= & Acmefiler Details
= {=] Acmeshare Size: 0 bytes
# 7 Engineering Created on: 2009-07-31
H 7| Executives
H [ Finance
H [ HR Access Information
=[] Legal Last Accessed by: 8 pamela Taylor
= ) 2008 Last Accessed on: 2010-03-10
(#2009 Last Modified by: 8 ann white
=[5 IDF Last Modified on: 2010-03-09
=" Patent
H 7] Marketing
[ Sales

Click on user activity to see the top users of this file as well as the inferred data owner. The
inferred data owner would be the primary contact for remediation, or the best person to
notify if there's a suspected issue, or incident created on this file.

You can use this screen to also potentially identify any users that have a suspiciously large
amount of file accesses, or people that possibly should be using this resource at a high level.

14


file:\\Singularity\DataNTAPCIFS

] Patent-18029 *

[F] overview |&y User Activity |[= File Activity |8 Permissions  |L] Audit Logs

Summary Active Users Inactive Users

Time Filter From: 2010-01-20 (8 To: |2010-07-20 [5 #Read ™ write |coO|
Folder Information
Created by: 3And',r Murray on 2009-07-31 Last Modified by: 8 Ann White on 2010-03-09

Inferred Data Owner
Name : 3Andy Murray Last Access: 2010-03-09 Access counts: Read: 21 | Write: 22 | Total: 43

0 Graphical View Tabular View

Access data for top 5 users

(Am:\,f Murray, 43

Keith Burt, 14 - \ . —Shane Rose, 11

Alfred C, 13~ ““Amalia David, 11

Click on active users to get more detail on usage, as well as an overview of the file's most
active writers.
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| Patent-18029 *

7] overview

Summary Active Users

Time Filter From:

Active Users

User Name

8 Abey Low

8 Alfred C

8 Amalia David

8 Andy Murray

8 Ann White

8 Antonio Karosen
8 Archie Andrews
8 Keith Burt

8 Nichol Habel

8 Pamela Taylor
8 Paris Clinton

8 Patrick Moncada
8 peter Wortmann
8 shane Rose
3Trac»_.f Williams

& User Activity

L@ File Activity

Read

(4 To: | 2010-07-20

&, Permissions

a3

Write

GO

Access Count

Cther

£] Audit Logs

Total

Read Count Wiite Count

At this point, we have a good idea of people that have been using this file; we want to know
who's touched it recently. If the data breach was in the last 24 hours we can modify the

Time filer of the above screen to see who's written or read this file.

Next we are interested in the raw activities that have happened on this file. We may have a
person or time of interest, click on audit lots to see the raw access history and choose the
appropriate time frame. We can also filter this list by user, path, ip, or type of access. If]
wanted to see all writes in a certain time window by a user, this is possible with the filters.
We are presented with a time series access heat map as well as the raw events that can
pinpoint the suspicious activity.
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| Patent-18029 *

j Overview Pgl User Activity L@ File Activity &9, Permissions J Audit Logs

[3 @To: 2010-07-20 |
Filter GO
User:| Enter user@domain Path: IP: \ccess All Access v

»

Access Pattern Map

Feb-10 Mar-10 Apr-10 May-10 Jun-10 Jul-10 '_]
01 07 14 21 28 07 14 21 28 04 11 18 25 02 09 16 23 30 06 13 20 27 04 11 18

8 Archie Andrews w
[+]
r
& Andy Murray w
[+] "
- v
Page 1 of 1 EE‘ Displaying 1 - 15 of 15
User Name File Name Path Access 1 File™ IP Cou Start Time
8 pPamela Taylor T patent-1 802928320 par  \LegaliPatentiPatent-1802929329.pdf READ pdf 10.209.89.18 1 2010-03- ’]
3 Alfred C E Patent-1802928328 pdf ‘\Legal\Patent\Patent-1802929329. pdf READ pdf 10.209.89.16 1 2010-03-
3 Alfred C E Patent-1802929328.pdf ‘\Legal\Patent\Patent-1802929329. pdf READ pdf  10.209.89.11 1 2010-03-
3 Andy Murray E Patent-1802928328 pdf ‘\Legal\Patent\Patent-1802929329. pdf READ pdf  10.209.89.4 1 2010-03-
3 Ann White E Patent-1802929328.pdf ‘\Legal\Patent\Patent-1802929329. pdf WRITE pdf 10.209.89.7 1 2010-03-
-
3 Patrick Moncada B Patent-1802928328 pdf ‘\Legal\Patent\Patent-1802929329. pdf READ pdf  10.209.89.10 1 2010-03- 3

You can select permissions and evaluate the raw permissions at the share and file level to
determine if the ACL is valid. You can also start here to see where the suspicious user got
access to this file. You can right click to see memberships.
It's possible for an invalid explicit ACE to be applied to a file or folder, or for a user to be
erroneously assigned to an AD group.

[ Legal | ] Patent-1802925

j Overview Pgl User Activity L= Folder Activity &7, Permissions J Audit Logs

(®) Effective Rights ) File System Access Control List ) Share level permissions

User'UserGroup Permission Advanced permissions
FULL READ WRITE MODIFY READ & EXEC LIST SPECIAL
@gLegal.ﬁn-..lin matrivad laeg| e s v v vV
Overview
8 Admir cad.local v v v v v
& Permissions

@ Group Members

Data Protection Use Cases

Listing of main Data Insight Use Cases, and methods to validate data and show
functionality.

Data Protection
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Evaluate access and understand potential access breaches and evaluate ACL changes.
Improve security though tighter security.

Questions
e How did a person or group inherit access to a folder or file
e At what point does inheritance break and the ACL tree change?
e How many have access, but may not need it based on inactivity?

The main idea of this use case is to try to get a root cause for the introduction of sensitive
data, or the scope of a potential data leak.

Navigate to workspace / folders

Select a registered filer and drill down in the tree.

Pick a file or folder of interest. (Must have activity; pick something higher in the tree to
increase odds of meaningful access history)

You can continue to use the same \\Singularity\ DataNTAPCIFES share that was used for the
previous lab module.

Overview shows the last people to access and modify the target file.

] Legal

J Overview E"E, User Activity L& Folder Activity 3} Permissions J Audit Logs
Details Files
Size: 3.08 MB

Created on: 2010-02-07

Access Information

Last Accessed by: 8 pPamela Taylor
Last Accessed on: 2010-03-10
Last Modified by: 8 Amalia David
Last Modified on: 2010-03-10

Next Click on Permissions. This gives us an effective permissions view that includes folder
and share level ACL calculations.
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file:\\Singularity\DataNTAPCIFS

[ Legal *Ill ] patent-1802925

[ overview &5 User Activity [@ Folder Activity &, Permissions £] Audit Logs

(®) Effective Rights O File System Access Control List ) Share level permissions

User/UserGroup Permission Advanced permissions
FULL READ WRITE MODIFY READ & EXEC LIST SPECIAL

% gLegal@tulip.matrixad.local v v v v v

8 Administrator@tulip.matrixad.local v v vV v v

For a raw ACE list (ntfs style permissions) with inheritance, click on radio button next to
File System Access Control List. Note the inheritance data. No inheritance means a direct
ACE on that Object. If you are using a share such as \\Singularity\DataNTAPCIFS, there
should be no inheritance as this is the root of the share. To see inheritance, navigate to a
sub folder such as DILoad.

[ Legal

J Overview E"E, User Activity LS Folder Activity &; Permissions J Audit Logs

O Effective Rights ® File System Access Control List O Share level permissions

User/UserGroup Permission Inherited From Applies To

FULL READ WRITE MCDIFY READ & EXEC LIST SPECIAL
& gLegal@tulip.matrixad.loc Bl & € & This folder, Subfolders files
8 Administrator@tulip.matri B8 Bl % € x| = This folder, Subfolders files

Next evaluate the permissions granted at the share level. Effective access is calculated by
evaluating NTFS style ACL's and masking it with the restrictions at the share point.

[T} DataInsight

J Overview E"E, User Activity L= Folder Activity &; Permissions J Audit Logs

O Effective Rights O File System Access Control List () Share level permissions

User/UserGroup Permission Inherited From Applies To
FULL READ WRITE MODIFY READ & EXEC LIST SPECIAL

@Evewone E:] lg-“.‘sir'gulariry.hrocclab.local‘.Sokware This folder

Next we can attempt to make recommendations on tightening up the access list by seeing
who has not been using their access to this folder. Click on User Activity, and then select
inactive users.

In a real world environment, there is likely to be many users that aren't using the
permissions granted to a share. Larger numbers of inactive users may indicate an overly
permissive share.
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file:\\Singularity\DataNTAPCIFS

8 Administrator@ = Acmeshare '*/| [ Legal

j Owverview -‘?gl User Activity L@ Folder Activity & Permissions J Audit Logs
Summary Active Users Inactive Users

Time Filter From: 2010-01-21 |8 To: 20100721 [F |co

User

8 Administrator@tulip.matrixad.local

We can then determine how a user got access to this folder by right clicking on the user and
selecting permissions.

& Administrator@ =] Acmeshare */| (] Legal

] Overview &5 User Activity (@ Folder Activity 2. Permissions { | Audit Logs
Summary Active Users Inactive Users

Time Filter From: |2010-01-21 [ To: 2010-07-21 |8 |Go

User

aAdministrator@I-n“n raabrivad la~al
Overview

@ Activity
& Permissions
i ] Audit Logs

Once on the user’s global permissions screen, we can scroll to the file and share in question.
This view will show direct ACLs as well as permissions that have been inherited by virtue
of group membership.

Instances such as the Everyone group can be a potentially useful red flag.

It's also possible that the permissions are valid, but there are people that are erroneously
in groups that have valid access. This would pinpoint the error in membership.
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8 Administrator */|| 1 Acmeshare [3 Legal

D Overview @ Activity &9 Permissions £ ] Audit Logs

() Effective Permissions (*) File System Access Control List

Access Control List
Path Pemissions Inherited From Advanced permissions
FULL READ WRITE MCDIFY READ&EXEC LIST SPECIAL
F Q\.\10.209.39.3\Financial
2 f2ly10.200.89.4sharet

Fl g‘\\Aﬁmﬂmeham

uacmefieracmesh H Y %l [ & ) ||
= B B & %l En] e |&]
[hEnginesring [ [ i ¥ pomain Users@tulip.m |&l|
Ca\Engineeringtanu =] % %] x| g H Everyone |&]
[I\Executives\Querte: H Y %l ] & &l
[FinancetPAYROLL El E & H Everyone |&l|
[I\HR\CpenReqs El Ex] g H Everyone ||
Cl\LegaliDF E: A %] [ g ! Everyone ||
[iLegalPatent E B 0w =l Exi & H Everyone &l
[hsalesi2009 [ [ i % pomain users@tulip.m |&]
Page 1 of1| b | | =

If there is a break in ACE inheritance, you will see a lock next to the folder icon in the tree
view, and a popup will appear warning you that the permissions structure has changed.

[ Folder || § uses | 8 Groups \singularity.hrocclab.local\DataNTAPCIFS\JohnDedds B

@® Filer Hierarchy O DFs Hierarct
[ 1 JohnDodds *

Search Shares... »
= & singularity.hrocclab. local D Overview PE, User Activity @ Folder Activity ag Permissions J Audit Logs
= g]App\eBackup
= £ DataNTAPCIFS Details e
#1151 JohnDodds Size: 11.07 MB 1 .ps_store
' 2] HOME Created on: 2010-02-11

& [2 SofwarsNTAPCIFS

Access Information

Last Accessed by: & John Dodds
Last Accessed on: 2010-07-21

Last Modified by: Data not available
Last Modified on: 2010-07-17

(] Alerts- JohnDodds %

] This Folder does not inherit its parents
permissions.




Identifying unique control points can also be a useful tool in evaluating permissions, or
finding locations where high-level users have broken standards and change permissions.
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