Symantec Backup Exec 11D for windows Servers

Restoring the Active Directory
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Backup Exec 11d introduces Active directory Recovery agent (ADRA) which enables restore of
individual Active Directory or Active Directory Application Mode (ADAM) objects and
attributes without having to perform an authoritative or non-authoritative full restore.

ADRA (Active Directory Recovery Agent) works with backups of the Windows System State
(where Active Directory is installed) and ADAM (Active Directory Application Mode). During
the backup of Windows System State, the Active Directory is included in the backup job,
because Active Directory is a component of Windows System State.

The following steps to backup Active directory using ADRA.

1) Open Backup Exec and click on Backup on the navigation bar.

ADRA works with backups of the Windows System State (where Active Directory is installed)
and ADAM (Figure 1).

Figure 1.
Backup GRT Propertics [ EY
Source —Edmlil.ms
2 electizers Selechon lat rame:
[ P |E|aclf.u|:- GRT j Load e=leclions fram sxkting list . | W I nzhide subdiectoiss
Rz soonee: Cedertials 5 el=chion Izt description R Shaw fie detal:
Piiatity and &alzbify | N ek | -
Selection List Moification
D estination Ve by Fresaurce | view Seiecton [ eteil |
i [i=wice and Meda =] _Ittfl Al PegaLFmes al|l Hame = I Sz I
5 abtings E-[F= Semwer Bl = rids
Ganzral P EO=
Adwaced . D mOsE
Memaik ard Seciily P EO@e
PreFosl Commends E{aH:
Aovancad EI!:um Fie = El.E Cyshern Tooke
Advancad Diskbased Backip ! E1- [ %y Active Directory
Microsedl SOL i -

Microsaft Ewcheng=
Micraed! 5 harsFont
Microaodt Achwe O ooy
Lokves Dhamira
Orack
DE 2
b e SHES
Linu. Uni, and Macintash
MOkP
Malilication

Frequency

Srhedue

Ell=3ge: DS NTDS

B[] B COM+ Class Recistration Data
EE%; Trterret Informebion Services
B[ %y Aegistry
- [ 524 Systam Fles

P e vl

§E- 0 Micoset nfarmation Stare

| =] Micasoft 5040 Sermr ‘BELIFEYEC

- el 082 nskance DAz

i -C]jgly CBZ [nstance CE2CTLSY"

i E )8 shatow Copy Componenis

E||_ i?._' Favorie= Pesorces

ot sedeckable For backup, Ths itern carnat be indivically seleced,
b= =elecied a5 part of & group,

PO T EE Linus Unis Servers
{7 =] Madneosh Systems - 4] | +

Confidential




2) Verify that the option "Enable the restore of individual objects from Active Directory
backups™ is selected while creating the backup job (Figure 2). This check box is located on the
Microsoft Active Directory node of the Backup Job Properties dialog box.

Figure 2.
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3) Verify other backup settings and submit the backup job.

To restore individual Active Directory objects and attributes, select them from the View by
Resource tab on the Restore Job Properties view (Figure 3). ADRA can also be used to restore
individual ADAM objects and attributes. It is also possible to select individual ADAM objects
and attributes for restore from the View by Resource tab on the Restore Job Properties view. If
multiple ADAM instances are backed up, each instance appears under the Active Directory

Application Mode node.

Figure 3.
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There is no need to restart the server when the restore job completes.

ADRA also helps restore tombstoned objects from the Active Directory Deleted Objects
container if:

1) Their tombstone lifetimes have not passed.

2) They have not been purged from the Deleted Objects container.

3) Restoring to a Windows 2003 or Windows XP X64 systems.

It is recommended that Active directory and ADAM backups be backed up to a backup-to-disk
folder before backing them up to tape. This provides a shorter backup window, while also
allowing administering Active Directory or ADAM without requiring the individual cataloging
of the backed up objects and properties.

When backing up any Windows Active Directory or ADAM application database directly to
tape, it is possible that the objects and properties added or deleted during the backup will not
match the individual objects and properties that are available for restore from the backup set. The
back up of the database is a snapshot backup of the live Active Directory or ADAM database and
the cataloging of the individual Active Directory or ADAM objects occurs after the snapshot is
performed. Since the catalog operation catalogs objects and properties from the live Active
Directory or ADAM database, object and property changes can occur after the snapshot was
taken.
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