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Symantec NetBackup

Preface/disclaimer

Notice

ThisNetBackupBlueprint presentationincludesexamplediagramsthat contain objects
that representapplicationsand platformsfrom other companiessuchas Microsoft and
VMware Thesediagramsmay or may not match or resembleactual implementations
found in end user environments Any likeness or similarity to actual end user
environmentsis completelyby coincidence

The goal of the diagramsincludedin this blueprint presentationis not to recommend
specificwaysin which to implementapplicationsand platforms from other companies

suchasMicrosoftand VMware the purposeof thesediagramssto illustrate NetBackup
bestpracticesonly.

For guidelines and best practices on installing and configuring applications and
platformsfrom other companiespleaserefer to bestpracticedocumentationand other
resourcegrovidedby thosecompanies
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Howto use ?

TheseBlueprintsare designed to show customer challenges and hov
NetBackup solvethose.

A Each Blueprint consists of:
I Pain Points Explain the currenthallenges a customéaces.

I Whiteboards & Exampl®iagrams Describe the implementatiol
of NetBackup solution.

I Best PracticesPresent NetBackup best practices to avoid
common pitfalls

A UsetheseBlueprintsto presentthe NetBackugbest practice
Implementationexample
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Pain Points




NetBackup Blueprints:
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w SharePoint is Getting More Complex to Manage/Protect

I Multiple servers with different roles

I Customizations

I Complex configurations

i [23A0Ff FNOKAUGOSOUdzNE R2SayQi GNIy
w SharePoint Data Growth

I Everincreasing volume of documents in SharePoint repositories

I SharePoint backups taking longer
w Native SharePoint Tools Insufficient

I SharePoint's native backup tools are inadequate for handling the complex
SharePoint data growth
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NetBackup Advantages

Symantec NetBackup Blueprints

HEEEE DB EE - e




NetBackup Blueprints:

NetBackup Agent capabillities (1)

wAutomatic discovery of farm components
wEasy backup and restore of entire databases

wSimultaneous backup of all DB items in a farm, or selected databs
as desired

wGranular Recovery

I Sites, suksites, lists, list items, documents
I *Redirectgranular restore to disk or restore to origiriatation

w FullDisaster Recovery (SP + Windows Agent
w Online backup

w NetBackup supports full amdifferentialincremental (norGRT)
backups of SharePoint
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NetBackup Blueprints:

NetBackup Agentapabilities (2)

w Allows to administethe backup and recovery of multiple SharePo
server installations from central location

w SharePoint Server backups are saved directly to a wide variety o
storage devicethat NetBackusupports.

w Administrators can set up schedules for automatic, unattended
backups for local aemote clientsacross the network.

®w When a backup uses GRT, users can restore individual lists, site
collections, suksitesitemsand documentsets directlyfrom any full
database backup of a Web application.

I Note: In NetBackup 7.6, GRT is not supported with SharePoint 2013. This
functionality willoe added in a future release.
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NetBackup Blueprints:

Supported SharePoint versions

A SharePoint Servét013
A SharePoint Server 205p1,sp2
A SharePoint Server 2007 Sp1,sp2,sp3

Notes:

A GRTis not yet supported with SharePoint 2013

A SharePoint 2013 sp1l is not yet supported with the current NetBackup veTgia.
functionality will be added in a future release.

A NetBackupr.5 GA or later is required for SQL Server 2012. "Always On/Availability Gro
are not supported at this time

A For the latestist of supported configurationgefer to Database Agent Compatibilitgt.

http :// www.symantec.com/docs/TECH126904
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Whiteboards and Example Diagrams
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Example Diagram
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Example Diagram:

Behindthe scenescontent database
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Seethe articlehttp:// technet.microsoft.com/erus/library/cc678868.aspfor more information
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Whiteboards:

Pre-requisitesfor NetBackup

A Verifythe operating system and platforecompatibility

Reviewthe NetBackup 7.x Database Agent Compatibility List
http ://lwww.symantec.com/docs/TECH126904

A Verifythe NetBackup server and client requirements for NetBackt

for SharePoint.
A TheNetBackup client software iastalledon all SharePoirgervers
A Ina VMware environment, the NetBackefent softwaremust be installed on
the virtual machines that are part of$harePoint farm.

A The media server and NetBackup for SharePoint clients must be
the same NetBackupersion.
A Add the applicable license key(s)NetBackup thenaster server
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Whiteboards:

Prerequisitesfor SharePoint servesoftware @Symantecm

wSharePoint server software must be installed and operational.

wAppropriate version of MicrosofNET Framewonkust beinstalled
on the SharePoint servers.

wAll front-end servemweb sitesmust be uniformly identified ihlS: with
either hostheaders oiP addresses, but not both. An environment
that mixes bothacross multiple fronendserversjs not supported.

w To prevent restore failures, the 1IS Default Application Pool identi
must bea validSharePoint user ID.

w The SharePoint user should be an administrator asepunt.
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Whiteboards:

GRT Checklist (1)

V NetBackup Client is installed on all servers in the SharePoint farn
evenon SQIbackend and isf the same version.

V The NetBackup Client service is being started by a Domain AC0L

V The domain account in Step 2 has the following privileges and
permissiongxO

I "Replace a process level token" and "Debug Programs" (Administrator-Tools
Local Security PolieyLocal PoliciesUser Rights Assignment) for all servers in
the SharePoinfarm, backend SQL includéx.

I Local Administrator rights on all servers in the SharePoint farm.

I Within SharePoinCentral Administrator, the Domain Account is specified as -
SharePoint Administrat@

I The System Administrator role on the SQL Server for the SharePoint
databasesOO
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Whiteboards:

GRT Checklist (2)

V At a minimum, you must have .NET Framework 3.5 installed on a
members of theSharePoinFarm.0O0

V UnderHost Properties>Clienton the Masterserver,under the
Windows Client> SharePoinsection, make sure that the Domain
Account from step 2 is specified there, with the syntax as
follows: DOMAINUsername(not just the Username)Do this for
every member of the SharePoint far@!

V Inthe policy, the client selection is a Front End Web server for the
SharePoinportal. The backup selection for your first policy shoulc
be: "Microsoft SharePoint Resources

V Ensure that the Storage Unit is compatible for GRT.
00
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Example Diagram

Backup OverviewFarm Discovery

NBU Media

NBU Master
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Example Diagram

Backup Overviewlob Initiated
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Example Diagram

GRT process for SharePoint policies @Symantecm

NBU Media . L.nes

Database is backed up to disk

Disk image is mounted to SharePoint server
NBU Master over the LAN using NFS

SharePoint database is enumerataad
structure is stored in catalog
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Whiteboards:

Limitations of NetBackup Agent

A SharePointising Remote Blob Store for content is not supported \
GRT

A SharePoint databases which are encrypted and/or compressed
SQL Server are not supported with GRT

A SQL2012 Reporting Services are not supported in NetBackup 7.6

A Refer to following article to know more abob&ckup and restore

limitations.
http:// www.symantec.com/docs/HOWTO72290
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Whiteboards:

Configuration notes (1)

wConfigure the logon account for tidetBackup Client Service

I The NetBackup Client Service must log on with an account thdaotals
administratorand SharePoint farm administrator privileges

wConfigurethe logon account for thé&etBackup Legadyetwork
Service

I The NetBackup Legacy Network Service must log on with an account that h:
local administratoand SharePoint farm administrator privileges

w Configuring local security privileges for the SharePoint Servers

I On each SharePoint server in the farm you must assign certairsmality
privileges
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Whiteboards:

Configuration notes (2)

A SharePoinpolicy type
A NFS client must be installed on SharePoint server (For GRT ujse only
A Initial GRT backup must go to a disk storagé,maylater be duplicated to any
other STU, including tape
A Currently supported foBasicDiskAdvancedDiskPkDDO, MSDP

A VMware policy type (NetBackup5 and above)
A NetBackup client must be installed on SharePoint VM
A All SharePoint data must be in VMDK files
A Initial backup may go to disk tape
A Imagemust be on disk in order to perform a live browse.

A GRT operates on full backups oglypncremental backups will be
ignored

A Image must be on disk storage unit during GRT recovery

A NFS server must be installed on Windows media server used for
backups.
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Whiteboards:

Configuring the logon account

wThe NetBackup Client Service must log on with an account that h:
local administratoland SharePoint farm administratprivileges.

wTheNetBackup Legacy Network Service must log on with an acco
that haslocal administratoand SharePoint farm administrator
privileges.

wOn each SharePoint server in the farm you must assign certain lo
security privilegesThese privileges are necessary since the NetBa
for SharePoint Ageribgs on as the SharePoint user when it acces:
data.

wIn the SharePoint client host properties you configure settings for
SharePoint clientgou selected. Configure the host properties for a
servers in the&SharePoint farm
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Walkthrough:

Configuring SharePoint clietitost properties @Symantecm

Client Properties: lab-sp.testlab.pvt &5
Properties SharePoint This account musheet the \Petuts
-] niversal Settings . .
% cervers Domain|User name: requirements as described
----- B Client Mame |TESTL.|5.B'I,S'U'C-NELI here:
----- ) Encryption — http://www.symantec.com/
..... assiyard,
@ Fort Ranges = docs/HOWTO85633
-0 Timeouts | HHEAEAE
% Firesmall Y, f 5 t h k \1
-~[E5] Logging Consistency check before backup: ou can per orm consis ency Cchecks O

{0 Access Conkral

|Hone .| the SQL Server database(s) before
- Mebwork Settings

NetBackup begins a SharePoint backup

EIE'. Windows Client [v Continue with backop if consistency check Fails .
B Client Settings operation
Bh Exclude Lists SharePoint granular restore proxy hosk; P
Metwork, | '

------ ﬁ Lokus Mokes

-9 Exchange
P oharerom

2y Ackive Directory

& Ererpriss Yl This is to be the namef the SQL server
-{%| Login Banner Configuration in a VMware SharePoint farmhen
""" A Preferred Network trying to perform live browse and GRT
=g Resilient Metwaork,

restores from a VMware image
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