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Symantec NetBackup Blueprints 

Notice 

This NetBackup Blueprint presentation includes example diagrams that contain objects 
that represent applications and platforms from other companies such as Microsoft and 
VMware. These diagrams may or may not match or resemble actual implementations 
found in end user environments. Any likeness or similarity to actual end user 
environments is completely by coincidence. 

The goal of the diagrams included in this blueprint presentation is not to recommend 
specific ways in which to implement applications and platforms from other companies 
such as Microsoft and VMware; the purpose of these diagrams is to illustrate NetBackup 
best practices only. 

For guidelines and best practices on installing and configuring applications and 
platforms from other companies, please refer to best practice documentation and other 
resources provided by those companies. 

Symantec NetBackup Blueprints 
Preface/disclaimer 
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Symantec NetBackup Blueprints 
How to use ? 
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These Blueprints are designed to show customer challenges and how 
NetBackup solves those. 

ÅEach Blueprint consists of: 

ïPain Points: Explain the current  challenges a customer faces. 

ïWhiteboards  & Example Diagrams: Describe the implementation 
of NetBackup solution. 

ïBest Practices: Present NetBackup best practices to avoid 
common pitfalls 

ÅUse these Blueprints to present the NetBackup best practice 
implementation example 

 

 

  

 



Pain Points  
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NetBackup Blueprints: SharePoint Server 
¢ƻŘŀȅΩǎ /ƘŀƭƭŜƴƎŜǎ 

ω SharePoint is Getting More Complex to Manage/Protect 

ï Multiple servers with different roles 

ï Customizations 

ï Complex configurations 

ï [ƻƎƛŎŀƭ ŀǊŎƘƛǘŜŎǘǳǊŜ ŘƻŜǎƴΩǘ ǘǊŀƴǎƭŀǘŜ ƛƴǘƻ ǇƘȅǎƛŎŀƭ ŎƻƳǇƻƴŜƴǘǎ 

ω SharePoint Data Growth 

ï Ever-increasing volume of documents in SharePoint repositories 

ï SharePoint backups taking longer 

ω Native SharePoint Tools Insufficient 

ï SharePoint's native backup tools are inadequate for handling the complexity of 

SharePoint data growth 
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NetBackup Advantages 
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NetBackup Blueprints: SharePoint Server 
NetBackup Agent capabilities (1) 

ωAutomatic discovery of farm components 

ωEasy backup and restore of entire databases  

ωSimultaneous backup of all DB items in a farm, or selected databases 
as desired 

ωGranular Recovery 

ïSites, sub-sites, lists, list items, documents 

ï*Redirect granular restore to disk or restore to original location 

ωFull Disaster Recovery (SP + Windows Agent) 

ωOnline backup 

ωNetBackup supports full and differential-incremental (non-GRT) 
backups of SharePoint 
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NetBackup Blueprints: SharePoint Server 
NetBackup Agent capabilities (2) 

ωAllows to administer the backup and recovery of multiple SharePoint 
server installations from a central location 

ωSharePoint Server backups are saved directly to a wide variety of 
storage devices that NetBackup supports. 

ωAdministrators can set up schedules for automatic, unattended 
backups for local or remote clients across the network. 

ωWhen a backup uses GRT, users can restore individual lists, site 
collections, sub-sites items and documents sets directly from any full 
database backup of a Web application. 

ï Note: In NetBackup 7.6, GRT is not supported with SharePoint 2013. This 
functionality will be added in a future release. 
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NetBackup Blueprints: SharePoint Server 
Supported SharePoint versions 
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ÅSharePoint Server 2013 
ÅSharePoint Server 2010 sp1,sp2 
ÅSharePoint Server 2007 Sp1,sp2,sp3 

 
Notes: 
 
Å GRT is not yet supported with SharePoint 2013. 
Å SharePoint 2013 sp1 is not yet supported with the current NetBackup version. This 

functionality will be added in a future release. 
Å NetBackup 7.5 GA or later is required for SQL Server 2012. "Always On/Availability Groups" 

are not supported at this time. 
Å For the latest list of supported configurations, refer to Database Agent Compatibility list. 
http :// www.symantec.com/docs/TECH126904  

 

http://www.symantec.com/docs/TECH126904
http://www.symantec.com/docs/TECH126904
http://www.symantec.com/docs/TECH126904


Whiteboards and Example Diagrams 
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Example Diagram: SharePoint Server 
SharePoint deployments 
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Example Diagram: Microsoft SharePoint 
Behind the scenes: content database 

Symantec Backup Exec Blueprints 12 

Databases 

Sites 

Webs 

Lists & 
Libraries 

Documents, 
List items, & 

Pages 

LǘΩǎ ƴŜŀǊƭȅ ŀƭƭ ŀōƻǳǘ ǘƘŜ /ƻƴǘŜƴǘ 5ŀǘŀōŀǎŜΗ 

See the article http:// technet.microsoft.com/en-us/library/cc678868.aspx for more information 

http://technet.microsoft.com/en-us/library/cc678868.aspx
http://technet.microsoft.com/en-us/library/cc678868.aspx
http://technet.microsoft.com/en-us/library/cc678868.aspx
http://technet.microsoft.com/en-us/library/cc678868.aspx


Whiteboards: SharePoint Server 
Pre-requisites for NetBackup 
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ÅVerify the operating system and platform compatibility 

Review the NetBackup 7.x Database Agent Compatibility List:       
http ://www.symantec.com/docs/TECH126904  

 
ÅVerify the NetBackup server and client requirements for NetBackup 

for SharePoint. 
Å The NetBackup client software is installed on all SharePoint servers 
Å In a VMware environment, the NetBackup client software must be installed on 

the virtual machines that are part of a SharePoint farm. 
 

ÅThe media server and NetBackup for SharePoint clients must be at 
the same NetBackup version. 

ÅAdd the applicable license key(s) to NetBackup the master server. 
 

 
 
 
 

http://www.symantec.com/docs/TECH126904
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Whiteboards: SharePoint Server 
Pre-requisites for SharePoint server software 
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ωSharePoint server software must be installed and operational. 

ωAppropriate version of Microsoft .NET Framework must be installed 
on the SharePoint servers. 

ωAll front-end server web sites must be uniformly identified in IIS: with 
either host headers or IP addresses, but not both. An environment 
that mixes both across multiple front-end servers, is not supported. 

ω To prevent restore failures, the IIS Default Application Pool identity 
must be a valid SharePoint user ID. 

ω The SharePoint user should be an administrator user account. 



Whiteboards: SharePoint Server 
GRT Checklist (1) 

VNetBackup Client is installed on all servers in the SharePoint farm, 
even on SQL backend and is of the same version. 

VThe NetBackup Client service is being started by a Domain AccountΟ Ο 

VThe domain account in Step 2 has the following privileges and 
permissions:Ο 

ï"Replace a process level token" and "Debug Programs" (Administrator Tools - 
Local Security Policy - Local Policies - User Rights Assignment) for all servers in 
the SharePoint farm, backend SQL included.Ο 

ïLocal Administrator rights on all servers in the SharePoint farm.Ο 

ïWithin SharePoint Central Administrator, the Domain Account is specified as a 
SharePoint AdministratorΟ 

ïThe System Administrator role on the SQL Server for the SharePoint 
databases. Ο Ο 

 

Symantec NetBackup Blueprints 15 



Whiteboards: SharePoint Server 
GRT Checklist (2) 
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VAt a minimum, you must have .NET Framework 3.5 installed on all 
members of the SharePoint Farm. Ο Ο 

VUnder Host Properties ->Clients on the Master server, under the 
Windows Client -> SharePoint section, make sure that the Domain 
Account from step 2 is specified there, with the syntax as 
follows:  DOMAIN\Username  (not just the Username).  Do this for 
every member of the SharePoint farm!Ο  

V In the policy, the client selection is a Front End Web server for the 
SharePoint portal.  The backup selection for your first policy should 
be: "Microsoft SharePoint Resources:\ά 

VEnsure that the Storage Unit is compatible for GRT. 
Ο Ο 
 
 

 



Example Diagram: SharePoint Server 
Backup Overview-Farm Discovery 
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Example Diagram: SharePoint Server 
Backup Overview-Job Initiated 
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Example Diagram: SharePoint Server 
GRT process for SharePoint policies 
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Whiteboards: SharePoint Server 
Limitations of NetBackup Agent 
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ÅSharePoint using Remote Blob Store for content is not supported with 
GRT 

ÅSharePoint databases which are encrypted and/or compressed on the 
SQL Server are not supported with GRT  

ÅSQL 2012 Reporting Services are not supported in NetBackup 7.6. 
ÅRefer to following article to know more about backup and restore 

limitations: 
http:// www.symantec.com/docs/HOWTO72290  
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Whiteboards: SharePoint Server 
Configuration notes (1) 

ωConfigure the logon account for the NetBackup Client Service 

ïThe NetBackup Client Service must log on with an account that has local 
administrator and SharePoint farm administrator privileges 

ωConfigure the logon account for the NetBackup Legacy Network 
Service 

ïThe NetBackup Legacy Network Service must log on with an account that has 
local administrator and SharePoint farm administrator privileges. 

ωConfiguring local security privileges for the SharePoint Servers 

ïOn each SharePoint server in the farm you must assign certain local security 
privileges 
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Whiteboards: SharePoint Server 
Configuration notes (2) 
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ÅSharePoint policy type 
Å NFS client must be installed on SharePoint server (For GRT use only). 
Å Initial GRT backup must go to a disk storage unit,may later be duplicated to any 

other STU, including tape 
Å Currently supported for BasicDisk, AdvancedDisk, PDDO, MSDP 

ÅVMware policy type (NetBackup 7.5 and above) 
Å NetBackup client must be installed on SharePoint VM 
Å All SharePoint data must be in VMDK files 
Å Initial backup may go to disk or tape 
Å Image must be on disk in order to perform a live browse. 

ÅGRT operates on full backups only ς incremental backups will be 
ignored 

Å Image must be on disk storage unit during GRT recovery 
ÅNFS server must be installed on Windows media server used for GRT 

backups. 



Whiteboards: SharePoint Server 
Configuring the logon account 

ωThe NetBackup Client Service must log on with an account that has 
local administrator and SharePoint farm administrator privileges. 

ωThe NetBackup Legacy Network Service must log on with an account 
that has local administrator and SharePoint farm administrator 
privileges. 

ωOn each SharePoint server in the farm you must assign certain local 
security privileges. These privileges are necessary since the NetBackup 
for SharePoint Agent logs on as the SharePoint user when it accesses 
data. 

ωIn the SharePoint client host properties you configure settings for the 
SharePoint clients you selected. Configure the host properties for all 
servers in the SharePoint farm. 
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Walkthrough: SharePoint Server 
Configuring SharePoint client host properties 
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This account must meet the  
requirements as described 
here: 
http://www.symantec.com/
docs/HOWTO85633 

You can perform consistency checks of 
the SQL Server database(s) before 
NetBackup begins a SharePoint backup 
operation 
 

This is to be the  name of the SQL server 
in a VMware SharePoint farm when 
trying to perform live browse and GRT 
restores from a VMware image. 

http://www.symantec.com/docs/HOWTO85633
http://www.symantec.com/docs/HOWTO85633

