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Symantec NetBackup

Preface/disclaimer

Notice

This NetBackup Blueprint presentation includes example diagrams that contain objects
that represent applications and platforms from other companies such as Microsoft and
Enterprise Vault. These diagrams may or may not match or resemble actual
implementations found in end user environments. Any likeness or similarity to actual
end user environments is completely by coincidence.

The goal of the diagrams included in this blueprint presentation is not to recommend
specific ways in which to implement applications and platforms from other companies
such as Microsoft and Enterprise Vault; the purpose of these diagrams is to illustrate
NetBackup best practices only.

For guidelines and best practices on installing and configuring applications and
platforms from other companies, please refer to best practice documentation and other
resources provided by those companies.
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Symanted\etBackup

Howto use ?

These Blueprintsare designed to show customer challenges and how
NetBackup solves those.

A Each Blueprint consists of:
I Pain PointsExplain the current challenges a customer faces.

I Whiteboards & Exampl®iagrams Describe the implementation
of NetBackup solution.

| Best PracticesPresent NetBackup best practices to avoid
common pitfalls

A Use these Blueprintsto present the NetBackup best practice
implementation example
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NetBackup Blueprintst

T o d achalleages

e Downtime is expensive
e Requirement for High Availability
e Many different recovery scenarios

e EV stores business critical information, which is housed in many
locations and is constantly changing.

e In a disaster recovery situation it is imperative that this
information is readily available with a recent backup to ensure
business continuity.
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NetBackup Advantages
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NetBackup Blueprints!

What is NetBackup foEnterprise Vault? @Symantecm

e Has the ability to automatically identify Enterprise Vault
resources

e Supports EV 7.5, 8.0, 9.0, 10.0

e Uses VSS snapshot integration to minimize EV quiescence time
e Allows restore of individual EV archive files

e Has the ability to restore of full partitions or indexes

e Allows PIT (Point in time) restore of SQL databases

e A solution for disaster recovery of EV data
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Whiteboards and Example Diagrams
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Whiteboards:

High Level Deployment

AD Services (DNS,Auth,DS,LDAP)

Exchange

FileServer

saL Enterprise

AD Services

EV Archive/Retrieval |

_[ Outlook MAPI or OWA

| AD Services (Auth,DNS,DS)
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Client PC

EV Access | Search |-

Storage
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Whiteboards:

Components

Directory SQL DB Stores meta data about the configuration of EV farms. Critical DB

Monitoring SQL DB Trends, performance statistics of EV usage

Audit SQL DB Keeps track of EV operations

FSAReporting SQL DB Keeps information about files on EV targets for File System archiving

Index Locations Physical entity storing Indexes of archived data to assist user keyword
searches of partition content

Vault Store Group Aggregation of Vault Stores representing a shared boundary of
archived data

Vault Store Logical entity storing archived content in Open, Ready or Closed
Partitions

Partition Physical entity associated with a Vault Store. Stores the archived data

on the file system

Open Partition Read write Partition whose state is Open. Only 1 Open Partition can
exist at any one time in a Vault Store
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Whiteboards:
Components

EVData Significanceof Components

Closed Partition Read only Partition that is no longer archiving data

Ready Partition Standby partition which can become Open based on schedule

Fingerprint SQL DB SQL database associated with Vault Store Group. Critical DB

Vault Store SQL DB SQL database associated with a Vault Store. Critical DB

Accelerator Configuration Optional but critical when exists; not detected by the Agent; stores

Database configuration information about the e-discovery or compliance
applications

Accelerator Customer Optional but critical when exists; not detected by the Agent; stores

Database metadata about the e-discovery/compliance searches, results, and
workflow

Custodian Manager Optional; stores user information synchronized from Microsoft AD to be

used in e-discovery searches. Critical, as reconstructing can cause user
name history to be lost

Symantec NetBackup Blueprints ijmantecw



Whiteboards

Viewingvault storegroupsand partitions

+ &= Policies
+ @ Enterprise Vaulk Servers

Partition created:
State:

Lask opened:

Descripkion:

¥ault Store Partition Properties - FSA¥51 Ptnl

General | Yolume ] Rollowver ] Backup | Collections | Migrakion | Advanced |

2[7IZ012 811536 PM

|Open ﬂ

2{7I2012 8:153:37 PM

| Partition of Yaulk Skore F3aYS1

Cancel

Help

@ File  Action ‘iew Favorites Tools  Window  Help
@ | HE 0 XE = HE G & El :
| z | | | In the Vault Admin Console,
1 Console Rook Marne Descripkion Skatus | Device Tyvpe H
= &) Enterprise Yault (g Fsaws1 Pin3 Partition of Yault Stare FSAYS1 Closed  WTFS Yalume expand the Slte’ then ex_pand
=| [} Directory on E¥1.LAB. SYMC [QFsaks1 Ptnl Partition of Yault Store FSAYS1 Open  MTFS Wolume Vault Store Group$ Desired
E % 5tatubs (& Critical) (@Fsavst Pinz Partition of Yault Stors F5a451 Ready  NTFS Volume Vault Store
=] 5 EvLA
] @ Targets

A Physical path to the
Partition is found on the

o 1 Archives Properties of the Partition
= g5 Yaulk Store Groups B
= g vsa1 (@) (General tab)
i Faavs1 _

5 % Indexing Detais A Backup property tab

# [ Personal Store Management Camputet EV1 ContaInS the baCku
{ﬁ Enkerprise Vaulk Online Device bype: MTFS Volurne . . p

configuration from an EV
Location: DHEY _Yaulk_StoresiFSAVS1 Ptn1 perspective (what does EV

use to indicate a backup
has happened)

A The Vault Store Properties
or the Vault Store Group
properties will show the
associated database
details

|

Symantec NetBackup Blueprints

v Symantec.



Whiteboards:

NetBackup Terminology

e EV farm — Collection of EV and SQL servers forming an EV Site
e \VSS — Microsoft Volume Shadow Copy Services

e Granular Backup Mode — read-only mode of active EV
components.

e PSN file — Partition Secured Notification file

e BEDS — Backup Exec Data Store, a component shared between
BE and NBU. Used for communicating with and interfacing
between applications and NBU client components when taking
backup.

e VAC — Vault Administration Console
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Whiteboards:

Requirements

A An NBU Client must be installed on all EV servers and SQL servers
that are part of the EV farm.

A All EV and SQL server hosts must be the same NBU client version
(no mix of 7.0 and 7.5 clients).

A An Enterprise Vault Agent license to be installed on the NetBackup
master server.

A Microsoft Core XML Services (MSXML 6.0 or later) to be installed
on the Enterprise Vault server.
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Whiteboards:
What Should be backed up?

Component Location Frequency of Notes
Change

EV Databases SQL Server(s) High Some data reconstruction options
are available but can be extremely
time-consuming and delicate

Open VS Partition EV Server Vault Storage  High All incoming/new data stored here

Closed VS Partition  EV Server Vault Storage  Low Deletes/Expirations and
Collections are the only changes

Ready VS Partition EV Server Vault Storage  Low Deletes/Expirations are the only
changes if the partition was open
in the past

Open Indexing EV Server Indexing High All new indexing entries made

Location Storage here

Closed Indexing EV Server Indexing EV10+: low When an EV10 Indexing Location is

Location Storage EV9-: high closed, no new data is added; in

EV9 and older, new data will still
be added until existing indexes are

“full”
EV Server EV Server (OS/registry) Low Generally only changed when EV is
Configuration reconfigured
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Whiteboards:

Quiescing and unquiescing

A To back up an Open partition or Index location, Enterprise Vault
needs to be quiesced before the backup job starts.
A The way quiescence is achieved in Enterprise Vault 7.5 is different
from how it is achieved in Enterprise Vault 8.0 and later.
O In Enterprise Vault 7.5, the mechanism to quiesce and unquiesce is
performed at the Enterprise Vault server level through the

Enterprise Vault registry keys
O In Enterprise Vault 8.0 or later, quiescing and unquiescing is done at

the component level.

A Refer to the article below for more information on this:
http :// www.symantec.com/docs/HOWTO54587
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ExampleDiagrams

Configuringlogon account

Client Properties: ev10server

Enterprise Vault

=), Properties
] {Jgg IUniversal Settings
i _1 Servers
B Clignt Mame
é Encryption
= Port Ranges
Timeouts
Firewall
[£5] Logging
Y Access Contral
S Mebwork Settings
I S Windows Client
B Client Setting:
2 Exclude Lists
1 Metwork,
ﬁ Lotus Mokes

4 Exchange
35 sharePaint
%{ Ackive Directo

| Login Banner Conl
% Preferred Metworl

35'5 Resilient Metwark,

Defaults

/You must specify the
, logon account for all
of the EV servers and

SQL servers in an EV
site

Lser name:
| lab'ev 1 0admin

Password:
| [r——

Consistency check before backup:
|Nu:une ﬂ

[v Continue with backup if consistency check: Fails

Zancel Help

o]

Symantec NetBackup Blueprints

The Logon account should have

the following privileges:

A The ability to back up and
restore SQL databases

A The ability to communicate
with the Enterprise Vault
services and to put
Enterprise Vault into backup
mode

A Permissions to read and
write from the Enterprise
Vault file system paths such
as the Enterprise Vault
partitions, and index
locations.
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Example Diagrame
Policy Attributes

Symantec.

Change Policy - EV10_Databases

E] Anibutes | @) Schedules | S8 Clents | () Backup Selections |
N | Ederipe T R -] | 7 Gorostec 27 77m2 [ s1301 U=
. o 4
Policy type needs to Dasnaton -
w“ . »” Data classification l <Mo data class¥ication> _:J

be “Enterprise Vault ' : o =
Policy storage: [g nbmaster] -hcart-robot-tid-1 L] r

Policy volume poot ]N etBackup :_‘ 5
fux

Change Policy - E¥10_Databases

=] Attrbutes ) Schedules |551, Clients | () Backup Selections |

2 4 5] g 10 12 14 16 15 20 22 24
Sun - + - + + - -+ + +- - + + + - + + - + + - + + - -+
/ MEAL L L L 6 e s e e e s e e e e s e e e s e e
For types of Tl L L L e e e e e e e e e e e e e e e
backups, refer to wedl L L L e o e e e e e e e e e e e e e e e
. Thu
http// WWW Svmant Fri b + - + + - + + + - + + + - + + - + + - + + - +
ec.com/docs/HOWT Sat
054544
\ M arne | Type | Retent... | Fregue... | Multipl... | Shorage | Wolum... | Fail all | Start ... | Synthe... | Check... | Disk o... | Media ... | Indexing |
{{3 Full Ful Bac... 2weeks 1 Dap 1 Continue Any
Diffdncr Differen... 2weeks 1 Dap 1 Continue Any
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Example Diagrame

Policy AttributesClient selection

Add Mew Policy - E¥_Database

Client name I Hardware | Operating System
evzeryer] Windows-nE4 Windowz 2008
Nl
*

DNS alias as the

Specify EV server
client name.

Note: The client name for the EV server should be that of the DNS
CNAME. The alias should be used in the backup policy in the event that an
EV server instance is moved from one physical box to another. This will
allow for backups to continue without having to modify the backup policy.
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Example Diagrame

Policy AttributesBackup selection

F=] Atributes | @) Schedules | i'lg, Clients 41 Backup Selections

Backup Selections

e
2

Select Directive

Direckive sek:

|Enterprise_\.-'ault_1EI.D -

Kl

Direckive:

/ Select the EV version | -

. Ev_DIR._DE
that you have installed. £y MORITORING DB

o e g Ev_aUDIT_DB
The list of directives that EV FSAREPORTING DB

appear correspond to the EYIDEA LOTATION=

version of Enterprise E/_CPEN_PARTITLON= (—E

Ev_CLOSED_PARTITIONS=

: -~ |E¥_FINGERPRINT_DE=
\\Vault you have installed. v READY PARTITIONS=

Kl

For more information on these directives, see
http://www.symantec.com/docs/HOWTQ092177

QK. | Cancel ‘ Help
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Example Diagrame
Policy Backup Selection Examples

Add Mew Policy - E¥_Database

Backup Selections 4 Dat‘abase backup ]
K= EYV_DIR_DE policy
=B _MOMNITORIMG_DE
=By ALDIT_DE

CL

— B ackup Selections
[E:szgapré'ﬁ'&” F 0= EY_OPEM_PARTITIOM=Excharge
k= BV OPEM_PARTITIOM=Exchangelournal
K= BV _FIMGERPRINT_DB=WSG1
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Whiteboards:

Calculating Number of Jobs

Total number of backup jobs will depend on following :
I # of Open partitions discovered
I # of Index locations discovered

e Quiescence jobs for all open partition and index locations.

I Number of open partitions, closed partitions, index locations on NTFS
storage

e Snapshot jobs for all partitions and Index locations.

I Schedule type

e Only snapshot jobs for EV SQL databases in Full schedule
I # of directives in the Policy.
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Whiteboards:

Policy Recommendations

Create following policies to backup your EV site

I A policy to back up the databases such as :EV directory, FSA Reporting,
and monitoring.

I A policy for each EV server to back up open partitions and vault store
databases

I A policy to back up index locations

I A policy for each EV server to back up closed and ready partitions
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Whiteboards:

Open and closed partitions

e Data in Closed and Ready Partitions do not change as often as
Open partitions

e Alarger EV environment may have many closed partitions

I Bulk of EV data generally resides in these partitions

e A monthly or quarterly full backup and weekly incremental
schedule is usually sufficient for closed partitions

e Open partitions generally add new data every day requiring a
weekly full (or daily full) and daily incremental backup
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Example Diagram:

BAR configuration

From the Backup, Archive, and Restore interface, you can change the destination client and
policy type. Select File > Specify NetBackup Machine and Policy Tyfémake the
necessary adjustments to the options in this dialog box as shown below.

Specify NetBackup Machines and Policy Type

Server o use for backups and restores;

Edit Serwver List |

Source client For reskores (or wirkual client for backups);

|ev1lilserver ﬂ Edit Client List |

Destination client for restores:

|ev1lilserver ﬂ

Palicy bype For restares:

|Enterprise-'u'ault ﬂ
| Ik | Zancel | Help |

Select policy type as
Enterprise Vault
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Example Diagram:
Restore view

Symantec.

i.% Backup, Archive, and Restore - NetBackup - [Restore: Server: nbmasterl Source Client: evl10server Destination Client: evl0server]
Bl File Edt View Actions ‘Window Help

12 Select for Backup | ED), Select For Restore = | BEyview Status 24 &

% hetBackup History

VSG and its 2014
udl
fingerprint db 24_
L
= | all Folders Contents of 'evl0server’
= E} eviDserver Marne | Tirne Backed Up |
=[] & Enterprise Yault Resources &5 Enterprise vault Resources  7/24/2014 7:43:52 AM

1@, Audic DB {de-sql1 . Jab, symc\Enterprisey aulkAudit)
-] % Directory DB {dc-sqll.lab, symc)EnterprisetaultDirectory)
&3 EY Site (EVLab {dc-sqll.lab, symc))
) E¥ Vault Store Group (YSGE1)
=[] &g E¥ vault Store (F3AYS1)
- [ All Partitions
= % Closed Partitions
[ Fsavs1 Pind (MEY10Server LAB, SYMODEE
= é Open Partition
5 120 FSAYS1 Ptnl ({\EV10Server, LAB.SYMCIDHE Index locations
-] z01z
- ')% Ready Partitions
(1123 Fsaws1 Ptnz (\\EY10Server LAE, SYMCIDEE
O @ Yaulk Store DE (do-sqll.lab.symciEVYSFSAYST 1)
+ @_’) FingerPrint Databases
= b Index Locations
|:| ] 10659932 38C 56 76456670 S0EZS4A901 1510000EY 1€
[ 10BD294C6245991 45E4043585AAEACS0B3151 0000EY 11
|:| | 14I:ID1D644638A8?4386A9442D5151FBEISISIW
[0 15A8EB40C5541 31 74AEFSDE3430835940E 151 ey 11
|:| 1 15F13FEEZABOFD34E944FS 31 DEESEES401510000EY10
[111 1853F83E5757F8345A7420595E 7553190181 0000EY 10
|:| ] 1A5241B907 1 2ZE394EAESEE07CC41 153257 1510000EY1C
[0 1032F251E490ES1 4647 20BE44301 87706151 0000EY 10
O FanReporting DB {dc-sql1 . lab. symc|FSAReporting
+ D@) Manitaring DB {dc-sgll . lab, symc\Enterprised'aultMaonitoring)
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Example Diagramznterprise Vault

Default Restore options

Symantec.

Enterprise Yault Restore E3

General | Enterprise Vauk D atabase Seltings |

Restore Destination Choices
(¢ Restore eveything to its onginal location
&

I |

(" Restore mdividual folders and files to diferent locations (double-click to modify)

Source
Enterprice Vault Resources:\EV Site [EVLab (dc-sql1.lab. symc)\NEY Vault Store Group [
Enterpnse Vault Resources: \EVY Site [EVLab (de-sqll lab syme)\EV Vault Store Group [

< | i

[ |

Restore Options

-

r

-

If the destnation file already exsts

" Dveswite existing fles
' &

(+ Do not restore the file

[T Overde defauk job pricety

Start Restore I Cancel Help

Symantec NetBackup Blueprints

Enterprise Yault Restore

General Enterprize Waulk Databaze Settings |

Recoven completion state

{* |eave databaze operational. Mo additional tranzaction logz can be restored.
" Leave databaze non-operational, and able to restore additional tranzaction logs.

(" Leave databaze read-only and able to restore additional rangaction logz.

Consistency Check after restore;

|Fu|| check, including indexes ﬂ

[ Recover up ko a paint i time

[ Redirected SOL restare

[ Take SOL databasze aoffline
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Whiteboards:

Restore restrictions

e “Restore everything to a different location” is disabled.

e Audit DB is always on the SQL server hosting the Directory DB so
should be restored to the same server.

e When restoring the Fingerprint DB and/or Vault stores, the EV
services on all EV servers in the same Vault Store Group must
be stopped.

e Restoring individual index files under Index root location is not
supported.
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Whiteboards:

Disaster Recovery

A When you perform a disaster recovery of Enterprise Vault data,
you need to restore the directory database first.

A After you successfully restore the directory database, you can
restore other Enterprise Vault components and partitions.

A Refer to following articles for more information on this:
A About disaster recovery of an Enterprise Vault site
http ://www.symantec.com/docs/HOWTO54564
A Symantec NetBackup 7.6 Vault Administrator's Guide (Page 82)
http :// www.symantec.com/docs/DOC6473
A Recovering an Enterprise Vault server
http :// www.symantec.com/docs/HOWTO54578
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Best Practices
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Best Practicest

Restore Recommendations

e Symantec recommends that you restore the vault store
database when you attempt to restore an open partition. In
addition, you should restore the open partition when you
attempt to restore the vault store database.

e Symantec recommends that you restore individual components
of Enterprise Vault one at a time.

e After restoring any Vault Store Group component, the
EVSVR.exe utility must be run to restore consistency to the VSG.

e EV Tech Support MUST be involved while using EVSVR.exe for
re-synchronizing EV after a restore.

e For EV 8.0/9.0/10.0, services are NOT automatically stopped
during restore. The user must manually stop the services.
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Best Practicest

Backup Recommendations

e Protection of Index locations in the EV Site should be in a separate
Policy. This should be scheduled daily as archival will create indexes
regularly. It can be a weekly Full schedule and a daily Incremental.

e The Directory DB backup is very important. It should be protected
daily. It can be a weekly Full schedule and a daily Incremental.

e Before and after making any EV configuration change, the Directory
DB should be protected by manual execution of the Policy.

e Scheduled backup of Directory DB (EV_DIR_DB) should not overlap
with Open Partition and Index location backup schedule.

e Directory, Monitoring, FSAReporting and Audit DBs can be protected
by the same policy.

e Make sure the SQL DBs have Diff-Incr. schedules enabled so the
transaction log are truncated. This applies to Open Partition backups
as well as they include the Vault Store DB.
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Best Practicest

Backup Recommendations

e EV Sites can be very large so consider backing up Full schedules
once per week and Incremental schedules daily.

e With the EV_OPEN_PARTION directive, the Vault Store database
is automatically backed up in the same set; however, the Open
Partition and Vault Store database are restored separately. If
restoring the Open Partition from this backup, always restore
the associated Vault Store database in order to maintain
consistency within Enterprise Vault.

e If a Vault Store does not have an Open Partition, back up the
associated Vault Store database separately using the
EV_VAULT_STORE_DB directive.

e Ready partitions are usually empty, but they still need to be
backed up since there is an entry for them in the Directory
database.
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Best Practicest

Top supporttechnotes

e Recommended basic backup configurations when protecting

Enterprise Vault 9.0
http :// www.symantec.com/docs/TECH150237

e Configuring the policy directives after upgrading NetBackup and

Enterprise Vault
http :// www.symantec.com/docs/HOWTQO92215

e Symantec NetBackup 7.6 for Enterprise Vault Agent

Administrator's Guide
http :// www.symantec.com/docs/DOC6475

e How to enable debug logging
http :// www.symantec.com/docs/HOWTO54560
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Thank Youl!

Symantec Backup and Recovery Technical Services

(imanieeeteackapaieprint ] symantec



