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Notice 

This NetBackup Blueprint presentation includes example diagrams that contain objects 
that represent applications and platforms from other companies such as Microsoft and 
Enterprise Vault. These diagrams may or may not match or resemble actual 
implementations found in end user environments. Any likeness or similarity to actual 
end user environments is completely by coincidence. 

The goal of the diagrams included in this blueprint presentation is not to recommend 
specific ways in which to implement applications and platforms from other companies 
such as Microsoft and Enterprise Vault; the purpose of these diagrams is to illustrate 
NetBackup best practices only. 

For guidelines and best practices on installing and configuring applications and 
platforms from other companies, please refer to best practice documentation and other 
resources provided by those companies. 
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These Blueprints are designed to show customer challenges and how 
NetBackup solves those. 

ÅEach Blueprint consists of: 

ïPain Points: Explain the current  challenges a customer faces. 

ïWhiteboards  & Example Diagrams: Describe the implementation 
of NetBackup solution. 

ïBest Practices: Present NetBackup best practices to avoid 
common pitfalls 

ÅUse these Blueprints to present the NetBackup best practice 
implementation example 

 

 

  

 



Pain Points  

Symantec NetBackup Blueprints 



Symantec NetBackup Blueprints 

NetBackup Blueprints: Enterprise Vault 
Today’s challenges 

• Downtime is expensive 

• Requirement for High Availability  

• Many different recovery scenarios 

• EV stores business critical information, which is housed in many 
locations and is constantly changing.  

• In a disaster recovery situation it is imperative that this 
information is readily available with a recent backup to ensure 
business continuity. 
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NetBackup Advantages 
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NetBackup Blueprints: Advantages 
What is NetBackup for Enterprise Vault? 

• Has the ability to automatically identify Enterprise Vault 
resources 

• Supports EV 7.5, 8.0, 9.0, 10.0 

• Uses VSS snapshot integration to minimize EV quiescence time 

• Allows restore of individual EV archive files 

• Has the ability to restore of full partitions or indexes 

• Allows PIT (Point in time) restore of SQL databases 

• A solution for disaster recovery of EV data 

 

Symantec NetBackup Blueprints 8 



Whiteboards and Example Diagrams 
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Whiteboards: Enterprise Vault 
High Level  Deployment 
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Whiteboards: Enterprise Vault 
Components 
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EV Data Significance of Components 

Directory  SQL DB Stores meta data about the configuration of EV farms. Critical DB 

Monitoring  SQL DB Trends, performance statistics of EV usage 

Audit SQL DB Keeps track of EV operations 

FSAReporting SQL DB Keeps information about files on EV targets for File System archiving 

Index Locations Physical entity storing Indexes of archived data to assist user keyword 
searches of partition content 

Vault Store Group Aggregation of Vault Stores representing a shared boundary of 
archived data 

Vault Store Logical entity storing archived content in Open, Ready or Closed 
Partitions 

Partition Physical entity associated with a Vault Store. Stores the archived data 
on the file system 

Open Partition Read write Partition whose state is Open. Only 1 Open Partition can 
exist at any one time in a Vault Store 



Whiteboards: Enterprise Vault 
Components 
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EV Data Significance of Components 

Closed Partition Read only Partition that is no longer archiving data 

Ready Partition Standby partition which can become Open based on schedule 

Fingerprint  SQL DB SQL database associated with Vault Store Group. Critical DB 

Vault Store  SQL DB SQL database associated with a Vault Store. Critical DB 

Accelerator Configuration 
Database 

Optional but critical when exists; not detected by the Agent; stores 
configuration information about the e-discovery or compliance 
applications 

Accelerator Customer 
Database 

Optional but critical when exists; not detected by the Agent; stores 
metadata about the e-discovery/compliance searches, results, and 
workflow 

Custodian Manager Optional; stores user information synchronized from Microsoft AD to be 
used in e-discovery searches. Critical, as reconstructing can cause user 
name history to be lost 
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Viewing vault store groups and partitions 
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In the Vault Admin Console, 
expand the Site, then expand 
Vault Store GroupsĄ Desired 
Vault Store 

Å Physical path to the 
Partition is found on the 
Properties of the Partition 
(General tab) 

Å Backup property tab 
contains the backup 
configuration from an EV 
perspective (what does EV 
use to indicate a backup 
has happened) 

Å The Vault Store Properties 
or the Vault Store Group 
properties will show the 
associated database 
details  



• EV farm – Collection of EV and SQL servers forming an EV Site 

• VSS – Microsoft Volume Shadow Copy Services 

• Granular Backup Mode – read-only mode of active EV 
components. 

• PSN file –  Partition Secured Notification file 

• BEDS – Backup Exec Data Store, a component shared between 
BE and NBU. Used for communicating with and interfacing 
between applications and NBU client components when taking 
backup. 

• VAC – Vault Administration Console 
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Whiteboards: Enterprise Vault 
NetBackup Terminology 
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Whiteboards: Enterprise Vault 
Requirements 
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ÅAn NBU Client must be installed on all EV servers and SQL servers 
that are part of the EV farm. 
ÅAll EV and SQL server hosts must be the same NBU client version 

(no mix of 7.0 and 7.5 clients). 
ÅAn Enterprise Vault Agent license to be installed on the NetBackup 

master server. 
ÅMicrosoft Core XML Services (MSXML 6.0 or later) to be installed 

on the Enterprise Vault server. 
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Whiteboards: Enterprise Vault 
What Should be backed up? 
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Component Location Frequency of 
Change 

Notes 

EV Databases SQL Server(s) High Some data reconstruction options 
are available but can be extremely 
time-consuming and delicate 

Open VS Partition EV Server Vault Storage High All incoming/new data stored here 

Closed VS Partition EV Server Vault Storage Low Deletes/Expirations and 
Collections are the only changes 

Ready VS Partition EV Server Vault Storage Low Deletes/Expirations  are the only 
changes if the partition was open 
in the past 

Open Indexing 
Location 

EV Server Indexing 
Storage 

High All new indexing entries made 
here 

Closed Indexing 
Location 

EV Server Indexing 
Storage 

EV10+: low 
EV9-: high 

When an EV10 Indexing Location is 
closed, no new data is added; in 
EV9 and older, new data will still 
be added until existing indexes are 
“full” 

EV Server 
Configuration 

EV Server (OS/registry) Low Generally only changed when EV is 
reconfigured 
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Whiteboards: Enterprise Vault 
Quiescing and unquiescing 
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ÅTo back up an Open partition or Index location, Enterprise Vault 
needs to be quiesced before the backup job starts.  
ÅThe way quiescence is achieved in Enterprise Vault 7.5 is different 

from how it is achieved in Enterprise Vault 8.0 and later. 
o In Enterprise Vault 7.5, the mechanism to quiesce and unquiesce is 

performed at the Enterprise Vault server level through the 
Enterprise Vault registry keys 

o In Enterprise Vault 8.0 or later, quiescing and unquiescing is done at 

the component level. 
ÅRefer to the article below for more information on this: 

http :// www.symantec.com/docs/HOWTO54587  
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Configuring logon account  
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The Logon account should have 
the following privileges: 
Å The ability to back up and 

restore SQL databases 
Å The ability to communicate 

with the Enterprise Vault 
services and to put 
Enterprise Vault into backup 
mode 

Å Permissions to read and 
write from the Enterprise 
Vault file system paths such 
as the Enterprise Vault 
partitions, and index 
locations. 

You must specify the 
logon account for all 
of the EV servers and 
SQL servers in an EV 
site 



Example Diagram: Enterprise Vault 
Policy Attributes 
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Policy type needs to 
be “Enterprise Vault” 

For types of 
backups, refer to 
http:// www.symant
ec.com/docs/HOWT
O54544 
 

http://www.symantec.com/docs/HOWTO54544
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Example Diagram: Enterprise Vault 
Policy Attributes-Client selection 
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Specify EV server 
DNS alias as the 

client name. 

Note: The client name for the EV server should be that of the DNS 
CNAME. The alias should be used in the backup policy in the event that an 
EV server instance is moved from one physical box to another.  This will 
allow for backups to continue without having to modify the backup policy. 



Example Diagram: Enterprise Vault 
Policy Attributes-Backup selection 

 
 
 
 
 
 

Symantec NetBackup Blueprints 21 

Select the EV  version 
that you have installed. 
The list of directives that 
appear correspond to the 
version of Enterprise 
Vault you have installed. 

For more  information on these directives, see 
http://www.symantec.com/docs/HOWTO92177 

http://www.symantec.com/docs/HOWTO92177
http://www.symantec.com/docs/HOWTO92177
http://www.symantec.com/docs/HOWTO92177


Example Diagram: Enterprise Vault 
Policy  Backup Selection Examples 
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Database backup 
policy 

Open partition 
backup policy 



Total number of backup jobs will depend on following : 

ï# of Open partitions discovered 

ï# of Index locations discovered 

• Quiescence jobs for all open partition and index locations. 

ïNumber of open partitions, closed partitions, index locations on NTFS 
storage 

• Snapshot jobs for all partitions and Index locations. 

ïSchedule type 

• Only snapshot jobs for EV SQL databases in Full schedule 

ï# of directives in the Policy. 
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Whiteboards: Enterprise Vault 
Calculating Number of Jobs 

23 



Create following policies to backup your EV site 

ïA policy to back up the databases such as :EV directory, FSA Reporting, 
and monitoring. 

ïA policy for each EV server to back up open partitions and vault store 
databases 

ïA policy to back up index locations 

ïA policy for each EV server to back up closed and ready partitions 
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Whiteboards: Enterprise Vault 
Policy Recommendations 
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• Data in Closed and Ready Partitions do not change as often as 
Open partitions 

• A larger EV environment may have many closed partitions 

ïBulk of EV data generally resides in these partitions 

• A monthly or quarterly full backup and weekly incremental 
schedule is usually sufficient for closed partitions 

• Open partitions generally add new data every day requiring a 
weekly full (or daily full) and daily incremental backup 
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Whiteboards: Enterprise Vault 
Open and closed partitions 
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Example Diagram: Enterprise Vault 
BAR configuration 
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From the Backup, Archive, and Restore interface, you can change the destination client and 
policy type. Select File > Specify NetBackup Machine and Policy Type and make the 
necessary adjustments to the options in this dialog box as shown below. 

Select policy type as 
Enterprise Vault 
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Example Diagram: Enterprise Vault 
Restore view 
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VSG and its 
fingerprint db 

 
Index locations 
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Example Diagram: Enterprise Vault 
Default Restore options 
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• “Restore everything to a different location” is disabled. 

• Audit DB is always on the SQL server hosting the Directory DB so 
should be restored to the same server. 

• When restoring the Fingerprint DB and/or Vault stores, the EV 
services  on all EV servers in the same Vault Store Group must 
be stopped. 

• Restoring individual index files under Index root location is not 
supported. 
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Whiteboards: Enterprise Vault 
Restore restrictions 
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Whiteboards: Enterprise Vault 
Disaster Recovery 
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ÅWhen you perform a disaster recovery of Enterprise Vault data, 
you need to restore the directory database first.  

ÅAfter you successfully restore the directory database, you can 
restore other Enterprise Vault components and partitions. 

ÅRefer to following articles for more information on this: 
Å About disaster recovery of an Enterprise Vault site 

http ://www.symantec.com/docs/HOWTO54564  

Å Symantec NetBackup 7.6 Vault Administrator's Guide (Page 82) 
http :// www.symantec.com/docs/DOC6473  

Å Recovering an Enterprise Vault server 
http :// www.symantec.com/docs/HOWTO54578  

 

 

http://www.symantec.com/docs/HOWTO54564
http://www.symantec.com/docs/HOWTO54564
http://www.symantec.com/docs/DOC6473
http://www.symantec.com/docs/DOC6473
http://www.symantec.com/docs/DOC6473
http://www.symantec.com/docs/HOWTO54578
http://www.symantec.com/docs/HOWTO54578
http://www.symantec.com/docs/HOWTO54578


Best Practices 
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• Symantec recommends that you restore the vault store 
database when you attempt to restore an open partition. In 
addition, you should restore the open partition when you 
attempt to restore the vault store database. 

• Symantec recommends that you restore individual components 
of Enterprise Vault one at a time. 

• After restoring any Vault Store Group component, the 
EVSVR.exe utility must be run to restore consistency to the VSG.  

• EV Tech Support MUST be involved while using EVSVR.exe for 
re-synchronizing EV after a restore. 

• For EV 8.0/9.0/10.0, services are NOT automatically stopped 
during restore. The user must manually stop the services. 
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Best Practices: Enterprise Vault 
Restore Recommendations 
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• Protection of Index locations in the EV Site should be in a separate 
Policy. This should be scheduled daily as archival will create indexes 
regularly. It can be a weekly Full schedule and a daily Incremental. 

• The Directory DB backup is very important. It should be protected 
daily. It can be a weekly Full schedule and a daily Incremental. 

• Before and after making any EV configuration change, the Directory 
DB should be protected by manual execution of the Policy. 

• Scheduled backup of Directory DB (EV_DIR_DB) should not overlap 
with Open Partition and Index location backup schedule. 

• Directory, Monitoring, FSAReporting and Audit DBs can be protected 
by the same policy. 

• Make sure the SQL DBs have Diff-Incr. schedules enabled so the 
transaction log are truncated. This applies to Open Partition backups 
as well as they include the Vault Store DB. 
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Best Practices: Enterprise Vault 
Backup Recommendations 
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• EV Sites can be very large so consider backing up Full schedules 
once per week and Incremental schedules daily.  

• With the EV_OPEN_PARTION directive, the Vault Store database 
is automatically backed up in the same set; however, the Open 
Partition and Vault Store database are restored separately.  If 
restoring the Open Partition from this backup, always restore 
the associated Vault Store database in order to maintain 
consistency within Enterprise Vault. 

• If a Vault Store does not have an Open Partition, back up the 
associated Vault Store database separately using the 
EV_VAULT_STORE_DB directive. 

• Ready partitions are usually empty, but they still need to be 
backed up since there is an entry for them in the Directory 
database. 
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Best Practices: Enterprise Vault 
Backup Recommendations 
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• Recommended basic backup configurations when protecting 
Enterprise Vault 9.0 
http :// www.symantec.com/docs/TECH150237  

• Configuring the policy directives after upgrading NetBackup and 
Enterprise Vault 
http :// www.symantec.com/docs/HOWTO92215  

• Symantec NetBackup 7.6 for Enterprise Vault Agent 
Administrator's Guide 
http :// www.symantec.com/docs/DOC6475  

• How to enable debug logging 
http :// www.symantec.com/docs/HOWTO54560  
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Best Practices: Enterprise Vault 
Top support technotes 
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Thank You! 
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