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Symantec NetBackup

Preface/disclaimer

Start Preface How to Use Advaritages Whiteboards and Diagrams Life Preservers

Notice @

X

This NetBackup Blueprint presentation includes example diagrams that contain objects
that represent applications and platforms from other companies such as Microsoft and
VMware. These diagrams may or may not match or resemble actual implementations
found in end user environments. Any likeness or similarity to actual end user
environments is completely by coincidence.

The goal of the diagrams included in this blueprint presentation is not to recommend
specific ways in which to implement applications and platforms from other companies
such as Microsoft and VMware; the purpose of these diagrams is to illustrate NetBackup
best practices only.

For guidelines and best practices on installing and configuring applications and
platforms from other companies, please refer to best practice documentation and other
resources provided by those companies.

Symantec NetBackup Blueprints ¢‘:Syman'|:ecw B



Symantec NetBackup

How to use

Start Preface How to Use Advartages Whiteboards and Diagrams Life Preservers

These Blueprints are designed to show customer challenges and how NetBackup
solves these challenges.

e Each Blueprint consists of:

— Pain Points: What challenges a customer faces

— Whiteboard & Example Diagram : Shows how NetBackup solves the customer
challenges

— Advantages: Summarizes the NetBackup advantages
 Use these Blueprints to:
— Understand the customer challenges and how NetBackup solves them

— Present the NetBackup best practice solution
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NetBackup Blueprints:

Today’s challenges
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e Provide a single place to view the storage plan.
e Create a reusable storage plan for similar types of data.

e Duplications to be created automatically, without manual
intervention. Duplications are retried as necessary until they are
completed.

e Provide additional staging locations, including all supported disk
types, VTL and tape.

e Provide additional staging retentions for greater control of
image management.

e Rank backup data according to its business value or importance.

e Uses the desired cache period and the data classification to
manage disk capacity.
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NetBackup Blueprints:
What is SLP?

Preface How to Use Advaritages Whiteboards and Diagrams Life Preservers

e A storage lifecycle policy (SLP) is a storage plan for a set of
backups.

e A SLP contains instructions in the form of storage operations, to
be applied to the data that is backed up by a backup policy.
Operations are added to the SLP that determine how the data is
stored, copied, replicated, and retained. NetBackup retries the
copies as necessary to ensure that all copies are created.

e SLPs offer the opportunity for users to assign a classification to
the data at the policy level.

e SLPs can be set up to provide staging behavior. They simplify
data management by applying a prescribed behavior to all the
backup images that are included in the SLP.
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Whiteboards:

SLP component Interaction
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White Boards:

SLP Manager (SIpMgr) Major Subsystems
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Whiteboards and Diagrams
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White Boards:
Terminology
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Storage operation

Operations are the instructions for the SLP to follow and apply to the
data that is specified in the backup policy.

Retention type

Retention type for an operation in a storage lifecycle policy
determines how long the data is kept on that storage media.

Hierarchical
operation

One operation depends on another operation. For example, a
snapshot may serve as the source for a replication. Or, a backup may
serve as the source of a duplication.

Data classification

Data classification(DC) defines the level or classification of data that
the SLP is allowed to process. DC is optional.

SLP Windows define when the job for a secondary storage operation
can run. SLP Windows can be shared by SLP, SLP Windows are

SR 0 optional for secondary storage operations. There is a default 24x7
Window defined which will be used if no Window is specified.

Auto Image Auto Image Replication (AIR) Automates duplication of backup images

Replication from one NetBackup domain to another using SLP.
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White Boards:
Retention type
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How to Use Advaritages Whiteboards and Diagrams Life Preservers

Fixed

Indicates that the data on the storage is retained for the specified
length of time, after which the backups or snapshots are expired.

Expire after copy

Indicates that after all direct (child) copies of an image are
successfully duplicated to other storage, the data on this storage is
expired.

Maximum Snapshot
limit

Determines the maximum number of snapshots that can be stored for
a particular policy and client pair.

Mirror

Indicates that NetApp volume SnapMirror is to be used as the
replication method.

Target retention

Indicates that the data at the target master shall use the expiration
date that was imported with the image. This setting is used in AIR.

Capacity managed

NetBackup automatically manages the space on the storage, based on
the High water mark setting for each volume.
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White Boards:

Operation type and Retention type

Fixed Valid Valid Valid Valid Valid
Expire after Valid Valid Valid Valid Valid
copy

Maximum

Snapshot Invalid Valid Invalid Invalid Invalid
limit

Mirror Invalid Invalid Valid Invalid Valid
Target. Invalid Invalid Valid Invalid Valid
retention

Capacity Valid Invalid Invalid Invalid Valid
managed
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White Boards:

Prerequisites to creating a SLP

Start Preface How to Use
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1. Design a data protection
strategy.

2. Configure physical resources
(drives, tapes, disks).

—>

3. Configure logical resources
(volume pools, disk pools, storage
servers, storage units, storage unit
groups, server groups).

4. Configure host properties
(maximum backup copies, data
classifications).

J
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Example Diagram :

Creating a SLP

ﬂSyma ntec.
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ENEW Storage Lifecycle Policy
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Sturage - srtsfl - MetBackup Administration Console [|

- St Lifi le Poli Validation Report
% Symantec NetBackup™ aragetiecycie FOllcy | Yalddlon Tepo

File Edit View Actions Help Storage lifecycle policy name:

= = Test_SLP
& SN =
srtsf1 (Master Server) ¢! 1Storage Lif| [ operation S emaieee
] sristl iMaster Server) - Marr| [Eackup
B Backup, Archive, and Restore o) SLP_AIR_ | Dupll
I, Activity Monitar Enter SLP name
E MetBackup Management
=] Reports
@ Palicies
=] Storage . .
) Storage Units Adding operation

to SLP

E@j Stnrage Lifaewrla Palicias

s |

& Catalog
@ Host Propertie
= master Ser
=h Media Sery
Za Clients
= Indexing 3
B Anplications
B Media and Device
= Device Manital
Media
=) Devices
& Drives
B Robots
il Media Servars

% New Storage Lifecycle Policy.

Add... Change Remove

State of secondary operation processing
& Active

Postponed

Data classification: Priority for secondary operations:

<No data classificati... | v p|*| thigher number is greater priority}
Storage Yolume Foo, dig Owner| Retention Ty..| Retention P...[Alternate Re..| Freserve
B W=7y B -= Fixed 2 weeks -- MHa
if2-he.. MetBackup "= = At Mo

Tag SLP with Data
Classification

Click OK to create the SLP.
NetBackup validates the
SLP when it is first created
and whenever it is changed

To find impact on Policies associated with th
change in configuration click here.

Validate Across Backup Policies

[0 Cancel Help

Activate or Postpone
secondary operations

1 Server Grouns =
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Example Diagram :

Add a Backup Operation
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ENEW Operation

Properties Ope ration type

Source storage: -

Operation: Backup -
Backup
Destination Storshaps 1ot ion

Retention type

Destination Storjm o

DSU_srtsf2 | -~ Retention type:
Fized -

Retention period:

2 weeks -

Backup operation in a SLP to create a backup.
If a Backup operation appears in an SLP, it
must be the first operation.
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Example Diagram :

Add a Duplication Operation
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New Dperakion

Properties windows

Source storage: srsfZz-hcart-robhot-tid-0 (Duplication)

Operation: Duplication

=l Retention type

Destination Storage Ar  tes Retemtion

Destination storage Retention type:
srisfZ2-hcart-ro” s Fixed ) e

Volume por Retention period:

Duplication operation to create a 2 weeks -
copy of a Backup, a Backup from puplication

Snapsthot, or another Duplication Postpone duplication =
operation. _

processing until source
copy is about to expire

Postpone creation of this copy until the source cogy is abhout to expire

Achranced
Ywindow close behawvior
Arter the window closes, NetBackup will not start processin
Images currenthr being processed will he suspended, If pr When a SLP W|ndOW Closes
Images unahle to he suspended will he handled as fol' Seconda ry SLP JObS a r-e EIther
s Finish processing the active images Suspended’ Cance”ed or
Cancel the processing of the active images . . . .
_continue to finish processing.
O Cancel Help
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Example Diagram :

Add a Replication Operation Symantec.

Preface
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How to Use Advartages

Whiteboards and Diagrams

Life Preservers
-Hew Dperaktion

Properties Twindows

Window tab appears |

Source storage:

srtsfZ2-hcart-rohot-tid-0 {(Backup) for Seconda ry
Operation: Replication ~ operations in a SLP.
Destination Storage Attr . -utes i

Send the backups to:

= 0ll replication tar
different NetBac
storage sernvern

rage servers{across
nains) for the source

Retention type:

Fixed -
Retemtion period:
Replication Director to replicatea | =™ "

snapshot, or Auto Image
Replication to replicate a backup.

Post)

out to expire
Yvindow close behavior

Advanced
After the window closes, NetBackup will not start processing ams new images for this operation.

Images curremhy being processed will be suspended, if possible.
Images unahble to be suspended will be handled as Tollovws:

= Finish processing the active imaages

Cancel the processing of the active Images

vwhen the window reopens, processing will resume for images which were suspended, cancelled, or never started.

Cancel Help
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Example Diagram :

Add a Import Operation
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Life Preservers

Hew Dperaktion

Properties wWwindows

Source storage: ---

Operation: Import p—
Destination Storar  Atiribauntes Retention

Destination stor

DSU_srisr2 | - Retention type
Retention type:
Import Target Retention |
Crheer rityr Expire after copy
Fixed
Import operation in an SLP indicates Target Retention
that the SLP is to automatically import
images into the target master domain. REENESS
Use the Import operation as part of
Auto Image Replication.
OK Cancel Help
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Example Diagram :

Add a Snapshot Operation
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New Operaktion

Life Preservers

Properties

Source storage: ——-

Operation: Snapshot —
Destination Storage J  fihutes Retention
Destination storagr Retention type:

srisf2-hcart-roly -

Maximum snapshot limit

Retention type

-

Fixed
Maximum snapshot limin
Expire after copy

Snapshot operation creates a point-in-
time, read-only, disk-based copy of a
client volume. Use a Snapshot
operation as the first operation in a SLP
for a Replication Director configuration.
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Example Diagram :

SLP Window Symantec.
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| Elledit sLp window =]
ﬂSturagE - srksfl - MetBackup Adrjgtimnieeses |dup_window |

Symantec NetBackuyg /&, New Window

File Edit YWiew Actions Help fStartWinduw rEchudeDates

= == R ESI= 2 4 B g 10 12 14 16 18 20 22 24
o
srisf (Master Server) f Man
B srisfl iMaster Serven Tue
Eackup, Archive, and Restore Wed
=l Activity Monitor : Thu
- E MetBackup Management ' Fri
o Reports : Sat
ol Policies !
o [=] Storage
E Starage Units | To define a time w_induw during whi_[:hjuhs can start, sele_[:taday, Start day: Start time:
) : and enter a start time. Then enter either the end day and time, or ‘Sunday ‘ - | | 060000 [«]
o 9% Storage Unit Groups ———— =
i Cle Folic
% SLP YW mves| To select an existing time window, move your mouse over the time End day: End time:
E7) NSy ) '{uinduw and click to select it, or select the day from the "Start Day’ ‘Sunday ‘v||1T:DD:DEI %
¢ @ Host Propertis fist
B MEISFEF Se - To change the increments available for selecting start times or Duration (tays Ill:llurs:r-nln.utes}: = RESE_'MID“: =
B Media Sern B DNew Sl end times, change the value in the Resolution field. ‘D ||T| |11'DD-DD ‘|T| |’5 min =]
Clients
g Indexing Servers
o B Applications '
- Media and Device Managerme | OK | | Cancel ‘ | Help |
= Device Monitor
O Media
o | =) Devices
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Example Diagram :

SLP Window in operation
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MNew Operation

Properties Tindows

25
Select from sawved™wi
Create new

Window name |gir_windows

A8 Hew Window

Start vwindow Exclude Dates

2 4 22 24

s Window tab appears for secondary Delete
e operations in a SLP. Either assign an Clear
wied existing window to the operation or
Thu .
= create a new window for the Undo
ot operation
To define a time window during %, e
day, and enter a start time. Then enter either the end day and [Sunday | D?:DD:ED %

time, or the duration.

To select an existing time window, mowve your mouse over the End day- End time:

time window and click to select it, or select the day from the Sunday ~ | |15:00:00 %
"Start Day list.
Duration (days hours:minutes): Resolution:
To change the increments available for selecting start times or a =1 110000 =1 = mi =1
end times, change the value in the Resolution field. =1 T [=] rnin [=]
oK Cancel Help
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Whiteboards:

Configuring hierarchical operation
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Without hierarchical duplication: With hierarchical duplication:
Storage destinations: Skorage destinations:
LIse Far oborage Unit se For Skorage Unik
Backup maskter_adwdiskl Backup master_adwvdiskl
Backup masker_adwdiskz bDupIin:al:iI:un masker_tape
Duplication master_kape ackup masker_adwdiskz
uplication master_tape
e Backups run first, as inline copies. ~ ® Backups run first, as inline copies.
e Duplications are scheduled using e Duplications are scheduled using

the backup copy to which they

the primary backup copy. are assigned in the hierarchy.

e Multiple levels of duplication
hierarchy can be configured.

Buttons in the storage lifecycle policy enable + ‘ 3 ‘ - ‘ - ‘
the administrator to customize the hierarchy.
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Whiteboards:

SLP Logs
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e Monitor SLP activity and status by viewing the log messages that the SLP
processes generate. Veritas unified log (VxUL) files use a standardized name
and file format for log files. An originator ID identifies the process that writes
the log messages.

Storage services controls the lifecycle image duplication

226 .
operations

279 Expiration Manager handles the capacity management and the
image expiration for storage lifecycle operations.

369 NetBackup Import Manager.
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Example Diagram :

SLP Parameters

="

Symantec.

Start Preface
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e SLP Parameters properties in the NetBackup Administration Console allow
administrators to customize how SLP are maintained and how SLP jobs run.

Masl:er Server Properiies: sresfl

SLP Parameters m

% Data Classification]=

#5- Fibre Transport

=1 Servers

BEandwwicth

Restore Failover
Seneral Server

Fort Ranges

Media

Timeouts

= Client Attributes

Distributed Applics

Firewsall

& Logoing

=4 Clean-up

£ rMOMP

Y Access Control

Edl L Server

5 vhiware Access Hg

SFuE Hetwork Settinos

figy Credential Access
& Deftault Job Prioritis
Enterprise “Wault Hi
W Symantec Products

FF Loain Banner Canf

98 Resource Limit

HS Throttle Bandwidth

5 Prefs Llefork

&2 Resilient Metawork

=l SLFP Farameters

1] RO |

be;

»

bid

Storage Lifecwcle Property
rinimum size per duplication jokb
Maximurm size per duplication johb
Maximum =size per A1 R. replication jokb
Maximurm images per snapshot replicatian j...
mMinimum lmages per A LR, Import jaob
Maxirmum lmages per A 1LR. Import job
Foarce interval Tor small job
Job Submission Interval
Image processing intersal
Cleanup Interval
Extended image retry interval
Unused SLFP definition version cleanup delay
Tape resource rmultiplier
Disk resource multiplier
Sroup images across SLFP=
YWWindow close buffer timme
Cerferred duplication offset
Auto create A LR, lmpaort SLP
Howw lang ta retry failed A LR import jobs
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o Click on specified value or units to modify the data.
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Example Diagram :
SLP Restrictions

Symantec.
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x|
Configuration | vslidation R epart |

Storage lifecycle policy name: D ata classification; Pricnty for secondary operations

(Focyelo_toe oo donsomio =] [T Hihet ramberis ettty You are limited to four

Operation | Starage Unit | *olurme P ool | I edia Owner | Retention Type | Retention Period Alternate Read Se b k d 1 1

= ackup storage destinations

Backup 2 weeks | .f |

Backup Mumber of storage operations exceeds the maximum backup 2 weel:f p e r I e Cyc e *

Backup copies allowed. 2 e

Backup Please refer to Maximurn Backup Copies setting in Host Properties )
to change this,

X
Configuration | Yalidation Report |
d | Storage lifecycle policy name: D ata clazsification: Friarity for secondary operations:
+ |Iifecycle_test2 |<N0 data classifications ﬂ |D j [Higher number iz areater priarity]
Operation | Storage Lnit | “olume Pool | Media Owner | Retention Type | R etention Period Alternate Read Ser...
Add.. | Change... | Remove - .
Backup [ tape_stu_winmaster MetBackup Ay Fimed 2 weeks
[ Suspend secondany operations Backup tape_stu_wimmedia MetBackup Ay Fixed 2 weeks

MNetBackup Administration Cons ﬁ

! Mot all storage units are on the same media server.

“I | 2]
All backups must go to the ~ *l=)=]=]

Add... | Change... | Remove Walidate Across Backup Policies |

S a m e m e d i a S e rve r. [~ Suspend secondary operations
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White Boards:

Managing Lifecycle Operation
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Activate or resume suspended SLP | nbstlutil active

operations on an image or image [-lifecycle name] [-version number]
copy [-destination name]
[-backupid value]
Deactivate or suspend pending nbstlutil inactive
and future SLP operations on an [-lifecycle name] [-version number]
image or image copy [-destination name]
[-backupid value]
Cancel pending duplication nbstlutil cancel
operations on an image or image [-lifecycle name] [-version number]
copy [-destination name]
[-backupid value]
Repeat an SLP operation on an nbstlutil redo
image or recreate a copy -backupid value

-slpindex value

List lifecycle operations nbstlutil list -copy_type [0|1]|2]|3]4]
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White Boards:

Reporting
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OpsCenter now includes reporting for SLP and Auto Image Replication

Logged in as: [ admin ] Customize Tabs ¥

f 4 @ ¥ @ [ =

Home Monitar  Manage Reports Search & Hold Settings

Report Templates My Reports My Dashboard  Schedules  Manage Folders

Create Mew Report | Edit Report

Name Description ﬂ

# ] Media Reparts

# [ Perfarmance Reports
# ] Palicy Reports

H ] Restore

=[] Starage Lifecycle Palicy

i B o ot This report provides an overall summary of the SLP status and allows you to monitar the SLP progress
1 g ats
by master server,

[] L1 3 SLP Backlog This report illustrates what the SLP backlog looks like against the image creation volume,
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Example Diagram :
P 5 Symantec.

SLP Status report

Life Preservers
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SLP Status
Master Total
Server Oldest Total Images % Images TS Total . Copies
{where Unfinished 'I;utal Existing SLP SLP Mot SgLP Expected o Eulpr Euplels g Mot E?zﬁ:ect
H =
the SLP Image BEES Images Complete Complete Complete Copies EOEE = Complete copies
lives) p
rnasterl - 2 631 100 31 1] 1252 100 1252 1] 123,49
SLP Status By SLP
Master Tota
Server Oldest Total Images Images IrnaTIEs Total _ Copies
{where c|pame st ) Unfinished T'_Jtal Existing %o SLP SLP Mot F?LP Expected oLy LEpEs Mot E?ZF::_
the SLP WEFEIE) Image Lizrs Images Complete Complete Complete Copies Lozl Coomlzed Complete copie
lives) p
masterl  AIR-DUPE-MZDP oo - 2 326 100 326 o 652 100 652 0 93,86
masterl PT-DUPE-MSDP 1 305 100 305 o 600 100 600 o 30,11
SLP Status By Destinations
Origin Average
g’laster Master Lag Total Total
(5;:?_; SLP Data Server i ) i ) Time:(Copy E::p:cted Copies % Copy Expec
the SLP SIHP NEmE Yersion Classification (created LPEEEn | [EENen  DEAITaIe Time - . Completed Complete Size -
) the Backup Copies coples
lives) image) Time)
rasterl AIR-DUPE-MSDP o - rasterl Backup Fixed MEDIAL-MZDP ] 326 326 i00 | 46,93
masterl AIR-DUPE-MSDP o - masterl Duplication  Fixed *Remote*Master* 429,055,012 326 326 100 | 46,93
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Example Diagram :
SLP Backlog report

Symantec.

Life Preservers
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Life Preservers
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Best Practices:

Duplication best practices

Start Preface How to Use Advartages Whiteboards and Diagrams Life Preservers

e Plan for duplication time. Duplication of a backup usually takes
longer than writing the initial backup itself.

e Use OpenStorage devices rather than VTLs. OpenStorage
devices can also take advantage of NetBackup’s "optimized
duplication” capability to duplicate images more efficiently.

e Use “Maximum I/O streams per volume” with Disk Pools to
limit the total number of jobs that access the disk pool
concurrently.

e Be conservative when using storage unit groups with Media
Server Load Balancing. Using the Media Server Load Balancing
option on storage unit groups can negatively affect Resource
Broker performance.
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Best Practices:

Rules and recommendations
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e All SLPs that write to a volume in a disk storage unit should
write images of the same retention type: fixed or capacity-
managed.

e Do not write images both to a volume in a disk storage unit
within an SLP and to the same volume (by the storage unit)
directly from a policy.

e Mark all disk storage units that are used with SLPs as On
demand only.

e Check any storage unit groups to make sure that fixed and
capacity-managed images cannot be written to the same
volume in a disk storage unit.
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Best Practices:

General best practices

Preface How to Use Advantages Whiteboards and Diagrams Life Preservers

Introduce SLPs into the environment gradually.

Start

Balance your duplication resources.
Avoid increasing backlog. Monitoring SLP progress and backlog growth.

Reduce backlog by delaying or canceling the duplication of the older
images.

Be conservative with the number of SLPs you create.

Reduce device contention by using windows to control SLP operations
Use Duplication Job Priority to give backups priority over duplications.
Use duplication job priority to group SLPs.

Be conservative when using storage unit groups with Inline Copy.

Use Network Optimized Duplication to reduce traffic over the LAN.
Performance considerations for preferred and required options.

Large duplication jobs are more efficient.
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Best Practices:
Top Support Technotes

Advaritages Whiteboards and Diagrams Life Preservers

e Best Practices for using SLP and AIR in NetBackup 7.6
http://www.symantec.com/docs/TECH208536

e NetBackup Administrator's Guide, Volume |

http://www.symantec.com/docs/DOC6452

e NetBackup 7.6 Troubleshooting Guide
http://www.symantec.com/docs/DOC6470
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http://www.symantec.com/docs/DOC6452
http://www.symantec.com/docs/DOC6470
http://seer.entsupport.symantec.com/docs/288437.htm

Thank You!

NetBackup Product Management

smeneetegsdupsuenrnis . (V/symantec



