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Symantec NetBackup

Preface/disclaimer

Notice @

This NetBackup Blueprint presentation includes example diagrams that contain objects
that represent applications and platforms from other companies such as Microsoft and
VMware. These diagrams may or may not match or resemble actual implementations
found in end user environments. Any likeness or similarity to actual end user
environments is completely by coincidence.

The goal of the diagrams included in this blueprint presentation is not to recommend
specific ways in which to implement applications and platforms from other companies
such as Microsoft and VMware; the purpose of these diagrams is to illustrate NetBackup
best practices only.

For guidelines and best practices on installing and configuring applications and
platforms from other companies, please refer to best practice documentation and other
resources provided by those companies.
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Symantec NetBackup

How to use ?

These Blueprints are designed to show customer challenges and how
NetBackup solves those.

e Each Blueprint consists of:
— Pain Points: Explain the current challenges a customer faces.

— Whiteboards & Example Diagrams: Describe the implementation
of NetBackup solution.

— Best Practices: Present NetBackup best practices to avoid
common pitfalls

* Use these Blueprints to present the NetBackup best practice
implementation example
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NetBackup Blueprints:

Today’s challenges

e High-speed local backup of NDMP hosts
e Shared tape drives with the Shared Storage Option

e Backup of network-attached NDMP hosts to a tape device on
another NDMP host

e Backup of a network-attached NDMP host to a tape device on a
NetBackup media server

e Direct Access Recovery
e NDMP DirectCopy
e Snapshots of data on NDMP hosts
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NetBackup Blueprints:

What is NetBackup for NDMP?

e NetBackup for NDMP is an optional NetBackup application. It
enables NetBackup to use the Network Data Management

Protocol (NDMP) to initiate and control backups and restores of
Network Attached Storage (NAS) systems.

e NetBackup for NDMP supports the NDMP protocol versions V2,
V3, and V4.

e NetBackup for NDMP supports types of backup:
— Local backup
— Three-way backup
— Remote NDMP backup
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NetBackup Blueprints:

NetBackup for NDMP features

e Centralized backup-policy e Direct Access Recovery (DAR)

management _ .
, , e Path-based file history
e Device and media

management e NetBackup-clustered

e Shared tape libraries environment support

e Shared tape drives with SSO e Enhanced customized scripts
e Snapshots of data on NDMP * NDMP multiplexing

hosts e NDMP to disk
¢ NDMP DirectCopy e NDMP support for Replication
e NDMP local backup Director
* Remote NDMP backup e Support for wildcards in NDMP
e Three-way backup backup policy selections

e |Pv6 support
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Whiteboards and Diagrams
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White Boards:

Terminology

NDMP

Network Data Management Protocol (NDMP) is an open standard
protocol for network-based, enterprise-wide backup of
heterogeneous network-attached storage (NAS).

NDMP client

An NDMP client is a Data Management Application (DMA), which
controls the backups and restores on an NDMP host. NetBackup for
NDMP allows NetBackup acts as an NDMP client.

NDMP host

An NDMP host, also referred to as NDMP server, is a NAS system
that serves files to clients using HTTP, FTP, CIFS, or NFS protocols.
NDMP hosts act as NetBackup clients.

NetBackup for NDMP
server

A NetBackup for NDMP server is a NetBackup master or media
server on which NetBackup for NDMP software is installed.

DAR (Direct Access
Recovery)

The NDMP host positions the tape to the exact location of the
requested file(s), reading only the data that is needed for those files.

NDMP DirectCopy

NetBackup can directly copy NDMP backup images from one NDMP-
attached tape drive to another NDMP tape drive that is attached to
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White Boards:

Types of NDMP backup

e Local
High speed local backup of NDMP hosts. Data travels from disk

to tape on same NDMP host, or from disk to tape device on
SAN. Backup data is NOT sent over local network.

e Three-way
Backup of network-attached NDMP hosts to a tape device on
another NDMP host or to advanced tape libraries or VTLs with
embedded NDMP server software. Backup data is sent over the
local network.

e Remote
Backup of network-attached NDMP hosts to tape or disk storage
managed by NetBackup media servers. Backup data is sent over

the local network.
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White Boards:

@ﬁcSyma ntec.

NetBackup for NDMP local backup workflow

Network

1: NDMP command and control

N 3: NDMP backup metadata
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White Boards:

NetBackup for NDMP three-way backup workflow @Symantecw
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White Boards:

NetBackup for NDMP remote backup workflow @Symantecm

Network

1: NDMP command and control
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Whiteboards: @ﬁl:Syma ntec

NetBackup backup types and NDMP backup levels

e The NDMP backup level is modeled after UNIX dump levels. The
backup level is a number in the range of 0 to 9.

e NetBackup backup types and corresponding NDMP backup levels

as below:
NetBackup Full NDMP level O
NetBackup Cumulative Incremental NDMP level 1
NetBackup Differential Incremental NDMP level (last level + 1, up to 9) never goes

higher than 9
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Whiteboards:

Installation and Licensing

e The NetBackup for NDMP master or media server must run
NetBackup 7.0 or later. Wildcard characters in NDMP policy
backup selections requires NetBackup 7.6 or later.

e NetBackup for NDMP functionality installs when the NetBackup
server software is installed. No separate installation procedure
is required.

e There is no NetBackup software on an NDMP host.

e |[nstall the NetBackup for NDMP license on the master server.
Require one NetBackup for NDMP license for each NDMP host.

e Additional licenses may be required. For example, Snapshots of
data on NDMP hosts requires a NetBackup Snapshot Client
license.
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Whiteboards:

Configuring NDMP-attached devices

Configure NetBackup server access to the NDMP host.

n Verify the NDMP version.
n Verify tape hardware (robots and tape drives) attached to the NDMP host.
n Configure NDMP host-attached robots, tape drives, and storage units.

H Configure media to use for NDMP host backups.
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Example Diagram : NDIVIP

Configuring NetBackup access to the NDMP host Symantec.

File Edit Wew Actions Help " Add NDMP Hosk: DM2 ﬂ
= - = K #
winmaster.example.com ol | MOMP Host: - D2
—1 winmaster .example.com {Master Server) MOR  — credentials
Ackivity Monikar ::?_ I L0
- J8l NetBackup Managemertt =] " Use glabal NOMP crederntials Far Ehis MOMP host o
+-[=] Reports ) ) ) ;
113 Policies {+ Lse the Following credentials For this MOMP host on all media servers
-l-{==] Storage Usernarne:
_i| Skarage Units | bkadmin
+- %5 Storage Unit Groups
L&l Storage Lifecycle Palicies Password:
@ Catalog | | shkeskokkeokok
+ Eﬁ; Hosk Properties ;
—- 55 Media and Device Management Confirm Password:
T Device Monitar @*******ﬂ
+ - Media
* E_é‘ DEVi':ES_ Use different credentials For this MDMP host on each media server
L, Credentials (Use &dvanced Configurakion)
"B Disk Arraw Hostks
_-JE NDMP H ':-“t To configure individual media server credentials, credentials For back-level
= nsts servers, of to override global and MDMP host level credentials, use
=] storage Servers fdvanced Configuration.
_@ Wirtual Machine Servers
< @ vaulk Management Advanced Configuration. .. |
+-{5 Access Management
+- iy Bare Metal Restore Managerment O Zancel | Help |

O Master Server: winmasker.example.com  |Connected
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Example Diagram : NDIVIP

Verifying NDMP versions

To determine the NDMP version supported by an NDMP host:
tpautoconf -verify NDMP host

e+, Administrator: Command Prompt (=]

ssrtpautoconf —wverify dm2
onnecting to host “dm2" as user "bhkadmin"...
a1 IfMg fOF CONMECT NOTIL 1CAr10n MEScage - .- J

Jpening session—attempting with NDMP protocol version 4...
lpenlng 3&331un——3uccessful with NDMP protocol version 4
[ ] LAR) LNy [ ]
host supports MDL authentlcatlun
etting MD5 challenge from host.
Logging in wsing MD5 method...
ost info dis:
host name "“"seprver_2"
oz type ""Dart0f"
os version "EMC Celerra File Server.T.6.60.36.4"
host id "ahci???"

ost suppurts LGEHL hackupfrestnre
ost suppurts 3- way hackup#resture

- [
' ] .l F F

Inqulry PESUlt iz "“EMC sﬁéiﬂuhnt 1.8 "

N
N

A
TN lj
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Example Diagram : NDIVIP

Verifying tape hardware using tpautoconf

To verify robots and tape drives that are attached to an NDMP host:
tpautoconf —-probe NDMP host

[z, Administrator: Command Prompt - 10| =|

MR ‘ -
C:s>tpauntoconf —probe DM2 o
Host "“"DM2' SCS5I device model "svtlRohot': \\\J

Device "cBtB18" attributes=0x8
SERIAL_MUMBER=ifcuYHP1kS
Host “DM2" tape device model “svtlDrive': —
Device '"'cHtBll" attributes=C(Bx4> RAW
COMPRESSIOMN=1
SERIAL_NUMBER=g4uvPangBB@
Host “DM2" tape device model “svtlDrive':
Device '"cHtB1Z2" attributes=(Hx4> RAU |
COMPRESSIOMN=1
SERIAL_MNUMBER=wAT X bngBBA
Host “DM2" tape device model “svtlDrive': \\\J
Device "'cBtB13" attributes=C(Bx4> RAW
COMPRESSIOMN=1
SERIAL_MUMBER=HM6 i6 dngBBHA
Host “DM2" tape device model “svtlDrive':
Device '"'cHtB14" attributes=C(Bx4> RAW
COMPRESSIOMN=1
SERIAL_MNUMBER=2DGeengBBA

o>
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Whiteboards:

Verifying tape hardware on NDMP hosts @Symantecm

NDMP host vendors provide various means of verifying that tape
hardware is visible to the NDMP host.

NetApp:

— To list filer-attached tape drives: syconfig -t

— To list filer-attached media changers (robots): sysconfig -m
EMC Celerra:

— To list drives and robots:
server devconfigdata mover name -list -scsi ch# -nondisks

Refer to vendor documentation for the NDMP host or NetBackup
for NDMP NAS Appliance Information.

Symantec NetBackup Blueprints ijmanteC‘. n



Example Diagram : NDIVIP

Configure robots and tape drives using the wizard @Symantecw

Device Hosts
Specify the hosts on which to auto-discover /configure devices,

If wow are running azks with attached
dewi .

sises Choose NetBackup for NDMP server
Only hozstz that a . changez. only the
affected hostz need to be aowever, all hozts =haring a device must be scanned.

foest] .: {olemursmem el omah | Qptional Devices to be Scanned | Charnge...

winmazter. example. com

—]
|l | BT T R T T

Change Device Hosk = |

Dewvice host:

Sdministrator Assisted Discowersy

Configu . click | lest

This device host controls the Following bvpes of devices:
[+ MOMP hosk

| Ao robok
[ TLM robot

i —ancel Help |

Help |
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Example Diagram :

Configure robots and tape drives using the wizard Symantec.

Device Configuration Wizard |

Device Hosts
Specify the hosts on which to auto-discover fconfigure devices., - . n .
Device Configuration Wizard

If PO e running this wizard far the firgt time, please add and check all hosts with & NDMP Hosts
devices. Select the NDOMP hosts on which to configure devices by

Only hosts that are checked will be scanned. So. if updating after device changes, |:|i|:kir'|g the adja[ent checkbox.,
affected hosts need to be scanned. Howewver, all hosts sharing a device must be @

| Device Hosts oo e e earhed | ’ NDMP hDStS:
winrmagter. example. com MNDMP
zerver].example.com

Configure Drive Mame Rulss... Ta start device detectiol

Choose NDMP Hosts

< Back Mext » Cancel

< Back | Mest » | Cancel | Help |
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Example Diagram : NDIVIP
Configure Storage Units using the wizard @Symantecm

Device Configuration Wizard

Configure Storage Units
You can make the devices available to NetRackup by canfiguring storage
Linits.

ittackhed o a =erver.

Append NDMP hosthame to storage unit name.  &ckup server. a

Check dewvie. int configured as MetBackup storage unitz on kM aster Server
Ywinmaster. exanipe.

Fropertie=s__.

Lk winmaster-dit-robat-tld-1-0k 2

Override the default Storage Unit names

< Back Mest » Cloze | Help |

Symantec NetBackup Blueprints ijmanteC‘. n



Example Diagram : NDIVIP
Configure medias using robot inventory @Symantecw

E winmaster.example.com - Robok Inventory

—Select robot Inventory operakion

Dewvice HoskE:
|winmaster .example.com

" Show conkents
- |

"~ Zompare conkenkts with walume configuration
R.obok:

|TLD{1} - winmaskter . example.com - | f* Update wolume configuration
—

Choose NDMP N[%MP host-attached
robot

Resulks

Logically add rnew media W TLOO0O [barcode " TLOODOO] to robot =lok 1.
Logically add rnew media W TLOOT [barcode " TLOOOT ] to robot =lot 2.
Logically add rnews media W TLOOZ [barcode W TLOOOZ] ta robot zlat 3.
Logically add rnews media ' TLOOZ [barcode YW TLOOOZ] to robot zlat 2.
Logically add rnews media ' TLOOA [barcode YW TLOOO4] to robot zlat 5.
Logically add rnews media »TLOOS [barcode YW TLOOOS] to robot zlat 6.
Laogically add rnews media *TLOODE [barcode W TLOOOEG] ta robat zlat 7.
Logically add rnew media ' TLOOY [barcode %W TLOOOY] ta robat zlat 3.
Laogically add rnew media ' TLOODZ [barcode %W TLOOOSE] ta robat zlat 3.
Laogically add new media ' TLOODS [barcode % TLOOOS] ta robat zlat 100
Lpdate walume configuration?

B o

Update wolume configuration? Yes I Mo _lear Resulks |

| Help |
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Example Diagram :
Configuring Local NDMP Backups

75 policies - winmaster.example.com - NetBackup Administration Console

File Edit Wiew Actions Help

Policy type must be NDMP

I T S s
wi Support Full, Differential  #_jacal: Atiribotes g
= |ncrementa|’ and ne | Data Classification +ﬂ'ﬂE- 4-5.._-. e | Yolurne Poal
cumulative Incremental MODMP_local --- MOMP winmaster-dit-robot-tld-1-0M2 backup_tapes
e g s 1 | i
=43 Policies MOMP_local: 1 Schedules Ell:ll
T re... | Fr... | | s . ' o i |
EE — | yr—" | ;Zu...l - | ll Policy storage must pointto =
\ Sy a storage unit that is
=[] Storage associated with the NDMP
=] Starage Uniks MOMP_local: 1 Clienks hOSt DMZ El:l
+ % Starage Unik Groups b iog Syvsterm R . i |
] Storage Lifecycle Palicies Az MDMP NDMP CFF Ves
€1 5LP windows
@ Catalog
: % :E;T;;;E:;tles MDMP_local: 1 Selections Client is NDMP host DMZ, ilﬁl
+1-55) mMedia and Device Management Backup Selections Hardware and Operating System :I
+ Yaulk Management 1 /F3_Share
G ot Monagement type both are NDMP, NDMP.
+-%y Bare Metal Res
& Logging Assist: - Can be directory names or volume
names. No file names are allowed.

o Master Server: winmaster .example.com  |(Connecked
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Example Diagram :
Configuring Three-way NDMP Backups

7 Policies - winmaster.example.com - NetBackup Administration Console

Fil= Edit Wew Actions Help

Policy type must be NDMP

wi  Support Full, Differential 7P _sway: attributes 1=l
= Incremental, and ne | Data Classification  g=prpee=  d=wmmme | valume Pocl
Cumulative Incremental MNDMP_Swwary - MOMP server 1 -dlt-robot-tid-2-DM3 backup_tap%
N :I L — 1 | ﬂ
SReL Dli':ies . MOMP_Sway: 1 Schedules B |:||
: e plalolicies G Twpe | Re | Fr | | af I . I .
By it ze 1.1 Policy storage must point to bl
@ NOMP_remote a storage unit that is
-] Storage associated with the NDMP
= Storage Units NDMP_3way: 1 Clients host DM3 ==
+ ‘% Skarage Unit Groups : g Svstem R R .1g—|
&l Storage Lifecydle Policies dmz NOME NDME ! 1 Ves
€13 sLP windows
@ Catalog
+ 3&', Hosk Properties - CI- t . NDMP h t DMZ
+1- |55 Applications MOMP_3way: 1 Selections ientis oS ) ilﬁl
+)- 825 Media and Device Management Backup Selections Hardware and Operating System __|
+ :ﬁ} Yaulk Management = ALl _FILESYSTEMS
G fccess Monogement N type both are NDMP, NDMP.
+- gy Bare Metal Restore Management Can use the d|rect|ve
59 Loasing fsitent ALL_FILESYSTEMS to

specify path names

O Master Server: winmaster.example.com  (Connecked
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Example Diagram :
Configuring Remote NDMP Backups

9 policies - winmaster.example.com - NetBackup Administration Console

File Edit Miew Achions Help

Policy type must be NDMP

4l | e e e R AT IR
wi Support Full, Differential P_remote: Attributes =]
= |ncrementa|’ and ne | Data Classification  ewme s | valume Poal
cumulative Incremental MDMP_temaoke - MOMP masker_kape_stu backup_tapes
(R et Ly —1 | ﬂ
T @gic;es ¢ 2ll Polic NDMP_remate: 1 Schedules =] ]}
arnrary or 4 alicies T T T T
ﬁ' NDMP_Zway N-;n!—n| Type | Re... | Fr... | | sF =di... |
- g ful ) FullBackup zw.. 1.1 Policy storage must point to
| S a Media Manager or Disk
| Storage Units MODMP_remate: 1 Clients Storage unit El:l
+ % Starage Unik Groups h igg Swstem R - N Ag |
ﬁ ztarjﬁegifec‘*“c'e Policies dmz NDMP NOMP T s
Indows
o et Client is NDMP host DM2,

) applications ’““D’:E—"B”:”te’ e Hardware and Operating System ELCJ
+- 2= Media and Device Management Backup Selections |
4 vault Management = /s type both are NDMP, NDMP
+-f Access Management
+]- %% Bare Metal Restore M E .

B9 Loaing fesistart Can use wildcard characters

in regular expressions to
specify path names

Ii ] [Master Server: winmasker.example,.com  [Connecked
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Whiteboards:

Restores of NDMP data

e Restoring data from NDMP backup has many similarities to
restores of other types of backup data.

e Data from local, three-way, and remote NDMP backups can be
restored:

— To its original location on an NDMP host (with the possible exceptions
that are host vendor-specific)

— To an alternate location on the original NDMP host
— To an alternate NDMP host

e There may be NDMP host vendor-specific issues to consider
when performing restores of NDMP data.

— EMC Celerra does not permit the restore of the root partition to its
original location. You must specify a different restore path.

— Because the format of the backup data written by an NDMP host is not
dictated by NDMP, it therefore varies from vendor to vendor. It may not

be possible to restore data from a backup performed on one NDMP host
to the NDMP host of another vendor.
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Whiteboards:

Direct Access Recovery (DAR)

e DAR is an NDMP feature that enables NetBackup to store the file
history and tape offset information for NDMP backup images in
the NetBackup’s catalogs.

e DAR enables the NDMP host to position the tape to the exact
location of the requested files. It reads only the data that is
needed for those files rather than the entire image.

e NetBackup uses DAR to restore a directory or individual files from
a backup image. DAR can greatly reduce the time it takes to
restore files and directories.

e NetBackup has supported DAR since the 4.5 release. To use DAR
with NetBackup, the NDMP host must support DAR.

e To use DAR to restore an image, ensure that DAR is enabled at the
time the image is created (during the backup). DAR is enabled by
default. No configuration is required.

e DAR can be disabled if necessary.
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Whiteboards:

NDMP DirectCop

e NDMP DirectCopy is a feature of NDMP that enables an NDMP
host, or a supported OST Virtual Tape Library (VTL) that emulates
the operation of an NDMP tape server, to duplicate backup image
data from one tape volume to another without sending the data
across the LAN or through a NetBackup media server.

e NDMP DirectCopy requires the NDMP protocol version V4 or later.
e NDMP DirectCopy is supported in two scenarios:

— Scenario 1: DirectCopy involving a Virtual Tape Library (VTL) that is capable
of emulating an NDMP tape server

— Scenario 2: DirectCopy involving tape drives of a physical NDMP host
e I[n both scenarios, initiate the duplication of backup images using:
— The NetBackup Administration Console
— The bpduplicate command
— NetBackup Vault
— Storage Lifecycle Policy
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Whiteboards:

Key Logs

Unless otherwise noted, the logs of interest reside on the media
server system that communicates with the NDMP host.

e \/xUL debug logs
— ndmp (OID = 151)
— ndmpagent (OID = 134)

e Legacy debug logs
— bpbrm
— Bptm
— Bpfis
— Bpmount
— Bppfi
— ndmpagent
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Best Practices:

General Best practices

e You cannot back up files where the path name length has more
than 1024 characters.

e Do not perform incremental backups of the same NDMP data
from two different policies.

e In the backup selections list for an NDMP policy, you can include
only directory paths. Individual file names are not allowed.

e Only media manager tape storage units can be used for NDMP
multiplexing.

e Create one or more volume pools to house NDMP backups.

e Symantec recommends that you do not nest wildcard
expressions.

e Symantec recommends that you do not use a single forward-
slash character (/) in an NDMP policy backup selection. Instead,
use the ALL_FILESYSTEMS directive:
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Best Practices:

Top Support Technotes

e NetBackup for NDMP NAS Appliance Information
http://www.symantec.com/docs/TECH31885

e NetBackup 7.x hardware compatibility list (HCL)
http://www.symantec.com/docs/TECH76495

e NetBackup 7.x operating system compatibility list
http://www.symantec.com/docs/TECH76648

e Symantec NetBackup 7.6 for NDMP Administrator’ s Guide
http://www.symantec.com/docs/DOC6456
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Thank You!
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