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About Technical White Paper

Introduction

This whitepaper introduces the changes made to Discovery Accelerator (DA) in the 8.0 release. It
will explain how the new features can help provide industry leading discovery search and review
functionality as well as the various components and technologies employed to do this.

This whitepaper assumes a reasonable level of knowledge of previous versions of Discovery
Accelerator, up to the 2007 release, and will not explain basic Discovery Accelerator concepts or

functions

Discovery Accelerator Changes Overview

There are number of enhancements made to Discovery Accelerator in version 8.0. The high level
list of improvements are as follows:

e New Discovery Accelerator client

e New Research Folders function (including Promote to Case)

New Custodian Manager function

Changes to Marks and Tags

o New Analytics Engine for enhanced review

We will look at the enhancements individually shortly but first let us understand what has

changed in the architecture to provide for these improvements:

1) Most significantly Discovery Accelerator has evolved from being solely accessed via a web
browser (for both administrative and end users). In previous versions of DA this method of
access represented a cost effective and versatile option, however remote application
technologies have moved on and Discovery Accelerator 8.0 now takes full advantage of these
changes. The client interaction with Discovery Accelerator is therefore now via a smart client

application installed on a users workstation.

2) Discovery Accelerator now has the ability to fully synchronize custodian history from LDAP
directories such as Active Directory and Domino Directory. This means that a users history of
group membership, SMTP address ownership, name changes can all be recorded and utilized
when searching to ensure search terms are accurate. This history is maintained and stored

by the new Custodian Manager element.



About Technical White Paper

3) Discovery Accelerator has a new Analytics engine which provides advanced searching and
reviewing functionality. Analytics provides DA users with the ability to perform such actions
as search within a search results set, automatically mark a number of items in a results set
based on custom rules and more easily analyze conversation threads between individual

custodians.

Client Changes

The new Discovery Accelerator 8.0 smart client is implemented using Windows Presentation
Foundation (WPF) and Direct3D vector based graphics. So what does that mean? It means that
the look and feel from an end users experience has changed dramatically. Figure 1 shows a

screen shot of the new client interface.

@Symantec Enterprise ¥ault Discovery Accelerator 8.0 S [=] H
4 & R @ & B @ & = 7l
Home Review Research Cases Custodians Manitor Application  Configuration
Summary Tasks
Review Status Shawing last [5 | accessed cases
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(@ Internal Audit - Contract Violations 308 307 0 1 0 0 1/1/1900 o
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(@ Acme Inquiry - Backup Tape Destructi 16 3 13 ] 0 0 37712008 [
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Pre Case Investigation - Jun Lee 148 148 0 Completed
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Figure 1. Discovery Accelerator Client
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This new client interface replaces the old customer website and provides amongst other benefits

a richer and easier to navigate user interface, better responsiveness, lower bandwidth utilization,

better caching and ability to utilize local resources. All functionality is accessed by a series of

options on the primary navigation bar across the top of the client. When selected each option

opens a series of secondary options on a secondary tab below the primary navigation bar. See

Figure 2 for an example of the “Cases” option selected.

(@ Symantec Enterprise Yault Discovery Accelerator 8.0

@4 & & & W e =

Home Review Research Cases Custodians |~ Monitor | Application | Configuration
(2} Active holds for custodians of i... ({  Propertics Anclytics Rule Builder Searches Export/Production Role Assignment
‘ H % | Delet Enable Analytics Disable Analytics
% w Case
& All Cases i i i
g Al Case: Ml Name: Active holds for custodians of interest
(29 Acme Inquiry - Backup Tape Destruction, :
(21 Active holds for custodians of intere  Case Status: o =
(89 Customer Account Audit for Skimming
(@ Irkemal Audit - Contract Violations Owner: Security Advisors - X fty Advisors Selact Owner... |
{81 Patent Review - TP Leak (Domina+5P)
{83 Pre Case Invastigation - Jun Lee Legal Holds
Put items en hold: =
Reason: Iwestigation is pending
Status: Ide

Number of items:

Number of halds: 262

Number of errors:

Number of items nat found:

o o o

Remaining items:

Information
Production details

Size of the export 1D: 7

Iext export number: 1

Prefix: [ show Bemple |
Output folder: D:\EV\Discovery_Export\EVEADiscovery

Search details

Figure 2. Discovery Accelerator Client. ‘Cases’ option selected.

Object Explorer

Cancel

The Object Explorer is a critical component of the Discovery Accelerator client. It allows end users

to select, locate, search and filter, and organize content within the application. Object Explorer is

typically located along the left hand side of the client window. When an item is selected in Object

Explorer, all functions and information relevant to that object become accessible in the right

hand pane.
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In the screenshot from Figure 2 the user has selected the “Cases” primary option, and Object
Explorer is now displaying a list of all cases this user has permissions to view. The user has
selected the second listed case and the case properties are now displayed in the right hand pane.

Object Explorer is used widely within the DA Client for various

Searching

Searching in Discovery Accelerator 8.0 has also received a facelift. The search functionality itself
has not changed drastically with all of the same search parameters available as before, however
the way in which the search page itself is presented has altered.

The new search form (show in Figure 3 below) presents the various search options in an easy to
understand tabulated format. Each tab can be expanded or contracted to reveal/hide related

search parameters.

Search
Name
Based on Search: g[Nn Template] V|
Save results in: In the Cass § folder Markating - ‘

| New folder

Example ABC000001
Search Type mediata i

atically accept search results
luds items already in review
= Sampling
¥ Date range
» Authors and recipients
» Search terms
¥ Attachments
¥ Miscellaneous
x Policies
[ Save i Cancel |

Figure 3. Discovery Accelerator 8.0 Search Form.
Each Discovery Accelerator case can run multiple searches with varying search terms. This means
that at any moment there can be many searches happening (or scheduled to happen) at the same
time. Monitoring and management of these searches is therefore crucial and is possible via the
Monitoring primary navigation button. Figure 4 shows the Monitoring screen and a search in

progress.
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& & =& & @B =
Home Raview Research Cases Custodians ~ Monitor  Application  Configuration
Searches
(®) stop Resubmit (1) Pause Refrash
Searches
b £
Filter by status  Filter by Run date Filter by type
[¥] In progress Daterange: | Today - [¥] Immegiate
[ Failed [¥] Scheduled
[¥] Paused
Name Case Submitter Run Date Hits  Sa.. Status Search Type: Enabled
Search 001 Early Case Assessm...  Admin 3/12/2009 2:27:00 PM e . | di
[&] Archive Volume  Vault Stors Status Duration Hits  Information r
\top level 5 Exchange Vault Store  Not started ) 0
\top level\mail discus... 3 Exchange Vault Store  Not started ) ]
\top level\marketing 4 Exchange Vault Store  Not started ) ]
Exchange Joumal 1 Exchange Vault Store  Not started ) ]
Intemet Newsgroups... 2 Exchange Vault Store  Not started ) ]
Mike Smith 3 Exchange Vault Store  Not started ) ]
amy.miller a2 File Vault Store Nat started ) ] .
i ,
pntyies |

Figure 4. Discovery Accelerator 8.0 Search Monitoring

Any in searches that are in progress, failed or paused are shown and monitored via this page.

Research Folders

Searching in Discovery Accelerator is typically started as a preliminary investigation. These early
case assessments can be performed within Research Folders and they allow DA users to perform
searches to understand what kind of items would be found when using specific search terms
without linking those searches to a case.

Research Folders and their searches can be deleted relatively easily if the results are not of
interest or yield too many results. However if they contain interesting results they can also be
promoted to a Case, where other case related functionality and workflow can be applied.

Other advanced Discovery Accelerator review functions can also be applied to Research Folders

such a analytics auto categorization, search within search and conversation threading.
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Custodian Manager

Custodian Manager is a new, optional, feature in Discovery Accelerator 8.0. It provides a central
repository for storing Custodians® and Custodian Groups. Any changes made to any of these
Custodians or Groups over time will be audited and tracked within Custodian Manager to provide
a history of that object. This history can then be employed when searching in Discovery
Accelerator so that current or historical data can be used.

Custodian Manager automatically synchronizes with Active Directory and/or Domino Directory to
keep the Custodian information up to date. Changes to names, email addresses or group
membership are recorded in the history log for each Custodian or Group.

In previous versions of Discovery Accelerator, Targets and Target Groups were used to store
static, manually updated custodian information. When a Target or Target Group changed no
history of that object was maintained for future use. In Discovery Accelerator 8.0 Targets and
Target Groups are still available to use, however the use of Custodian Manager should supersede
this function.

Custodians and Custodian Groups can be selected when defining a new search using the search

form shown in Figure 3.

Marks and Tags

The concept of marking items in review is nothing new. During the review cycle DA users apply a
mark to each item they have reviewed which determines its relevance to the case they are
working on; the marks available currently are Relevant, Not Relevant, Pending and Query.
Discovery Accelerator 8.0 takes this concept one step further with the introduction of Tags. Tags
can be compared to Extra Marks found in earlier versions of Discovery Accelerator but are more
flexible.

An item in Discovery Accelerator can only be assigned one mark but it can be assigned multiple
tags. These tags therefore help to further categorize items by applying additional descriptive
information. Example tags are “Technical”, “Legal” and “Contract”. This can help in later phases
where grouping and sorting by mark is not sufficient; for example a DA user may want to export
all data that has been marked as Relevant and tagged as “Technical”.

Tags can assigned to items either manually in review or automatically using the Automatic

Categorization engine which is discussed in the next section.

! What is a Custodian ? It is defined as a person having control of a network, computer or specific electronic files.
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Review

Review is one of the areas within Discovery Accelerator 8.0 where there have been lots of

changes. Some of these changes are due to the introduction of the new client, and some are

simple enhancements to the product to help improve end user usability and performance.

Figure 5 shows the new review screen in Discovery Accelerator

(@ symantec Enterprise ¥ault Discovery Accelerator 8.0
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Home Review Cases Custodians Moritor Application  Configuration
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7 Apply G Clear Group: Mone w Sart: Date (oldest first) v [E  Mark: Mo mark Status: Unrevievied
Case { 4 Andrew Moare 6/8/2006 | *
e e | AEP-HPL transitions list - UPDATED [N 5 AEP-HPL transitions list -
3 — E4 Amanda Davis 6/8/2006 = UPDATED
Tems:  All ems 34 HPL Backs and Records o From: andrew Date: Thursday, June
= [ Antonio Martin 6/8/2006 Maare 08, 2006 12:11 &M
ilter "
Treatment of HPL Bank Accounts To: &dam Johnsan; DL_AMER _Argentina
Preset: | Custom ~ g & Adam Johnson 6/8/2006 Cc: Ashley Garcia; Mike Smith
HPL Closing ] Bcc: DL_AMER_Argentina@example.com; -
il Shattars 54 Ann Anderson 6/20/2006 DL_AP]_Legal@example.com =
[¥] Unreviewed (261) ot il -
[ Pending . &) aoc_standard computer prices.xls
[ Reviewed (1) &4 Angela Taylor 6/20/2006 (61 Kb HimL)
7] Questioned Actess to Mary Solmanson's e-rnail 0]
[ Proguced i R AT Sally - please see the attached list a5 opposed to
Maﬂ: X Benjamin Robinson 141 @ the one attached in Bob's
Cempleted Reviews earlier memo. This one is the latest and greatest.
Tag 4 Betty Clark 7/4/2006 Thanks!
Date Updated: Mest w/Sally re: HR Programs 0]
Capture date £ Arthur Thompson 7/4/2006
Author training
Search [ Albert Jones 7/4/2006
Scheduled search RE: PW: Director-level Impact and Influenca
Show more facets 5 Annie White 7/4/2006
for our mesting this morning 0]
[ Arthur Thompson 7/4{2006
Updated: Mest wially re: HR. Programs 0]
[ Anthony Harris 7/4/2006
FWi: Tmpact and Influsnce 1]
54 Andrew Moore 7/4/2006 - Preview | Comments | History |
Page size: 100 1 ofz b Bl Printable I Legal holds
Comment - @ Y Flagged || ¥ No mark || Yp Not relevant || $p Relevant | | €3 Accept || PR Copy

Figure 5. Discovery Accelerator 8.0 Review

There are three main sections to the screen; The brand new filter pane on the left where users
can filter available review items using various criteria and facets (a term that will be explained
shortly), the familiar list view middle pane which shows the actual items in review and the detail

pane on the right. Buttons used to apply Marks and Tags can be found on a lower bar below the
list and detail panes.



About Technical White Paper

Let’s take a look at the filter pane in a little more detail. The top
section is the case selector. Here the user can choose from a drop
down a list of cases to which they have permissions to review
items. Using this functionality, users can easily change between

cases without having to leave the review screen.

Earlier we introduced the concept of facets, but what are they?
Facets or faceted searching is a way of searching or finding items
based on the classification for that item®. Each facet has a one or
a number of possible values; for example the “Status” facet
(shown right) has 5 possible values; Unreviewed, Pending,
Reviewed, Questioned and Produced. Users can select one or
more of these facets to see those items in the middle list pane for
review. One or more facets can be easily applied together to view
items that share only very specific values. There is no limit to how
many facets can be employed in the same filter.

Standard facets available include Status, Mark, Tag, Date, Capture
Date, Author, Search, Scheduled Search, Type, Direction, Last
Marked by, Comment, Size and Number of Attachments.

The example on the right shows a DA user has applied a faceted
search to only view email items that are marked as “Unreviewed”,
and sent from “Amanda Davis”. Note that a count for each facet is

maintained in blue after each of the facet values.

Case
Case: @ Active holds for cust...
Ttems: All itzms -
Filter
Presst:  Custom -
4 Status
[¥] Unreviewed (15)

|
Mark

- Tag
Dat=

|+ Capture date

scheduled s=arch

Show more facets

% Faceted searching is popular on many on-line stores web sites to allow customers to browse to exactly the item they want to
purchase purely based on classification of that object; for example MP3 Player, >$50, Black, >10GB.

10
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Review with Analytics

We have seen how the review function has changed in Discovery Accelerator 8.0 with the advent

of the new review screen format and faceted search. There remains however a major piece of new

functionality still to explain; Analytics. Analytics is the process by which Discovery Accelerator

8.0 can further analyze items found by searching, and apply advanced searching and

categorization functions® to it. Any case or research folder (and its search results) can be enabled

for analytics investigation.

These analytics functions are as follows:

e Additional facets — More facets become available to the end user when analytics is enabled to
allow even more granular classification of review items.

e Search within Search - Allows users to apply a new freeform search criteria to an existing
searching result set.

e Automatic Categorization — This allows the creation of rules that can dictate the automatic
application of Marks and Tags to items based on their content.

e Conversation View — Provides the reviewing user with the ability to select a single email item

and choose to view any related conversations threads for that item.

Additional Facets and Search within Search

Figure 6 shows the review screen in Discovery Accelerator 8.0. with analytics enabled. Notice that
there are several changes to the filter pane on the left.

Firstly there are a number of additional facets available in the facets filter list. Extra facets
available to be used with analytics enabled are : recipient, marked by rule, tagged by rule and
ingestion status.

Secondly notice the new Search window within the filter pane. This is where users can apply a
new search to the existing search review set being. A Search within search can be combined with
a facet filter, for example a search might specify items with “Stock” in the subject or content and
the facet filter might specify items that are unreviewed and a mail sent date of March 2009. It is

easy to see how powerful this feature might be during a review process.

3 Over and above those provided by the product as explained thus far.

11
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Figure 6. Discovery Accelerator 8.0 Review with Analytics

Automatic Categorization

The Automatic Categorization feature is broadly split into two parts; the rule builder interface

and the rule engine itself. The rule builder interface allows the user to define rules that allow

automatic marking and tagging of items depending on specific attributes of those items. The

example shown in Figure 7 shows a rule that will automatically mark all items sent from Jun Lee

in 2009 as relevant, and additionally apply a tag of “Legal Implications”.

Any number of rules can be defined and the rules engine will automatically evaluate the items in

that case against these rules, applying marks and tags wherever necessary.

Given the (sometimes great) expense and time involved in the manual review process, especially

for those cases where thousands or even hundreds of thousands of items are discovered,

automating even a part of the review can greatly reduce the burden of this workload.

12
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Rule details
Rile e All items from Jun Lee in 2009 [¥] Rule enabled

Rule description:

Rule conditions

authar Contains Jun Les L] =
And Mail Diate Greater Than 1/1/2009 L] -
Rule query | Edit Query,

Author CONTAINS 'Jun Les
And

MailDate > "1/1/2008"

Rule condition settings

Search custodians by: |Ema|l addresses v|

Search group distribution list by: |Emai| addresses v| [7] Expand distribution list to include members
Rule actions

[¥] Mark item as |Relevant x| Rulepriority as ‘1—'

¥ Tag tem as [E] viclations -

[T mislzading or Inappropriate
[¥] Legal Implications |
[ project Related -

[ appy | [ Cancel |

Figure 7. Discovery Accelerator 8.0 Automatic Categorization Rule Builder

Conversation View

When a case or research folder is enabled for analytics investigation each item is evaluated to
determine whether it is part of an email conversation thread. If this is the case then this fact is
recorded. DA users when reviewing email messages can therefore select an item and ask to view
any related emails in order to better make a judgment on whether the item is relevant to the case
they are working on. An item’s relevance is often easier to determine once the context of the item
can be established; for example searching for the word “Kill” does not necessarily determine
criminal intent during a discovery process as the word can be used in everyday language and
further evidence of why this word was used may be necessary. Figure 8 shows an example
conversation view thread. The DA user is able to browse and read through all the relevant emails

on this conversation thread before making a judgment on the item in question.

13
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(@ Conversation [_ O] x]
Ttem id: 2102
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Conversation thread: monday B Mark:No mark  Status: Unreviewed
Author Datz2
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= [ Jun Lee 10/22/2008 9:58 P To: Rita Jones

© [ Rita Jones  10/22/2008 9:39 P After our phane canversation | talked with my wife, | just can't

10/22/2008 10:02 take it anymore. She has to be killed. My wife does nto listen
to me any more. Do you know anyone who does this?

E [ Ri.  10/22/2008 10:03 FM

@ [ . 10/22/2008 10:05

m

|E.eﬁesh Listl Preview | Comments I History | Printable | Legal holds |

- @ | % Flagged || ¥ No mark | B Not relevant | | % Relevant 57 Tag ... ||

Connected to: EVBADIscovery  Sarvice status: @ ; EXAMPLE\admin

Figure 8. Discovery Accelerator 8.0 Conversation View

Conclusion

Discovery Accelerator 8.0 represents a huge leap forward for customers who leverage the

application as part of their eDiscovery workflow. The new feature rich smart client interface

makes using the application easier to navigate and more performant than ever before. Custodian

Manager makes managing, tracking and recording custodian information and history simple

especially with regards to changes made in Active or Domino directory environments. Finally

leveraging the new client interface, the improved review process with optional analytics functions

make reviewing search results for eDiscovery easier to manage, more accurate and quicker to

mark and complete than ever before.

14
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