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Purpose 
 
The purpose of this document is to detail how the Intelligent Archiving components: 

• Can securely access the Enterprise Vault archiving stream  

• Provides a means for administrators to securely manage the applications 
 
This document will give readers a better understanding of how the Enterprise Vault (EV) Intelligent 
Archiving solutions integrate with security features already built into Active Directory, SQL, and Enterprise 
Vault. It will also show how to manage access to the applications securely in line with organizational 
preferences. 
 
This whitepaper assumes the reader has already read the Enterprise Vault 8.0 Security Model for 
Enterprise Vault 8.0 and SQL server whitepaper and is familiar with the security concepts of Enterprise 
Vault. The Security Model series consists of: 
 

• Enterprise Vault 8.0 Security Model Enterprise Vault 8.0 and SQL server 

• Enterprise Vault 8.0 Security Model for Microsoft Exchange Archiving 

• Enterprise Vault 8.0 Security Model for Microsoft Sharepoint Archiving 

• Enterprise Vault 8.0 Security Model for Lotus Domino Archiving 

• Enterprise Vault 8.0 Security Model for File System Archiving 

• Enterprise Vault 8.0 Security Model for SMTP Archiving 

• Enterprise Vault 8.0 Security Model for Discovery Accelerator 2007 

• Enterprise Vault 8.0 Security Model for Compliance Accelerator 2007 

• Enterprise Vault 8.0 Security Model for Automatic Classification Engine 8.0 

• Enterprise Vault 8.0 Security Model for Secure Messaging 8.0 
 
This whitepaper is intended to train the reader the concepts behind Enterprise Vault 8.0 security for the 
Automatic Classification Engine. 
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Enterprise Vault Services 
 
Enterprise Vault uses the following Automatic Classification services. 
 

• Orchestria APM Infrastructure (ACE) 

• Orchestria APM Policy Engine Hub (ACE) 

• Orchestria APM Policy Engine Server (ACE) 
 
These services do not have a dependency on any other Enterprise Vault services. 
 

Automatic Classification Engine 
 
Enterprise Vault Automatic Classification Engine (ACE) enables Enterprise Vault to apply Smart Tagging 
rules when archiving messages from an Exchange Server mailbox. Smart Tagging is the intelligent 
categorization functionality in the Orchestria Active Policy Management (APM) solution. Specifically, it 
enables Enterprise Vault to apply rules to e-mails to categorize them according to their content or context. 
 
 

Account requirements 
 
On Base and Agent Machines 
 
Vault Service account (VSA) 
 
The VSA is required during the installation of ACE. It is used to set the VSA as the log on account used for 
the Orchestria APM Policy Engine Server service in Windows services. The VSA account is also used to 
generate a logon account for users to log into the ACE Policy Editor. This credential is stored in the 
engine’s central management database and is not reflective of the VSA afterwards. In other words, if the 
VSA changes later, this will not be reflected in ACE. In keeping with the Roles-Based security model 
discussed in Enterprise Vault 8.0 Security Model Enterprise Vault 8.0 and SQL server, the password used 
to log into the ACE Policy Editor should be changed immediately after installation to prevent possible 
misuse (this will NOT affect the VSA password for the EV solution). The VSA must be a member of the 
Administrators group on the ACE Base servers. 
 
On Base Machines Only 
 
Database administrator 
 
The ACE Database Administrator account must have full administrator rights for the SQL Server database 
on the Base machine. The installation wizard uses this account to create a new SQL Server login that ACE 
will use to access the central management database. 
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Conclusion 
 
In this whitepaper we have discussed the security aspects of the ACE database and Policy Editor web 
access. 
 
Below is a list of the other Security Model topics in this series that may be of interest. 
 

• Enterprise Vault 8.0 Security Model for Microsoft Exchange Archiving 

• Enterprise Vault 8.0 Security Model for Discovery Accelerator 8.0 

• Enterprise Vault 8.0 Security Model for Compliance Accelerator 8.0 

• Enterprise Vault 8.0 Security Model for Secure Messaging 8.0 

• Enterprise Vault 8.0 Security Model for File System Archiving 

• Enterprise Vault 8.0 Security Model for SMTP Archiving  

• Enterprise Vault 8.0 Security Model for Microsoft Sharepoint Archiving 
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