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Purpose 
 
The purpose of this document is to detail how Enterprise Vault: 

• Provides security surrounding corporate compliance reviewer access 
• Provides a means for administrators to securely manage the application 

 
This document will give readers a better understanding of how the Enterprise Vault (EV) solution 
integrates with security features already built into Active Directory and Internet Explorer. It will also 
provide insight as to how to configure Compliance department roles to be configured in line with 
organizational preferences. 
 
This whitepaper assumes the reader has already read the Security Model for Enterprise Vault 8.0 and SQL 
server whitepaper and is familiar with the security concepts of Enterprise Vault. The Security Model series 
consists of: 
 

• Security Model Enterprise Vault 8.0 and SQL server 
• Enterprise Vault 8.0 Security Model for Microsoft Exchange Archiving 
• Enterprise Vault 8.0 Security Model for Lotus Domino Archiving 
• Enterprise Vault 8.0 Security Model for File System Archiving 
• Enterprise Vault 8.0 Security Model for Microsoft SharePoint Archiving 
• Enterprise Vault 8.0 Security Model for SMTP Archiving 
• Security Model for Discovery Accelerator 8.0 

• Security Model for Compliance Accelerator 8.0 

• Enterprise Vault 8.0 Security Model for Automatic Classification Engine 8.0 
• Enterprise Vault 8.0 Security Model for Secure Messaging 8.0 

 
This whitepaper is intended to train the reader the concepts behind security for Compliance Accelerator 
8.0. 
 
 
 
 

Enterprise Vault Services 
 
Enterprise Vault uses the following services for Compliance Accelerator: 
 
• Enterprise Vault Accelerator Manager Service 
 
This service must run within the context of the Vault Service account. 
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About Compliance Accelerator 
 
Compliance Accelerator lets organizations perform cost-effective supervisory review of their employees' 
messages to ensure compliance with regulatory bodies. Figure 1 illustrates the workflow of Compliance 
Accelerator. Note here that the application only deals with items that have already been archived by 
Enterprise Vault. 
 
Figure 1 - Compliance Accelerator workflow 

    

Required Application Permissions 
 

Windows Server Permissions 
 
To ensure that reviewers can view HTML versions of messages, the Authenticated Users group must be 
given Full Control access to the Windows Temp folder on the Compliance Accelerator server (typically 
C:\WINDOWS\Temp). This group also requires Full Control access to the ASP.NET Temp folder on the 
Compliance Accelerator server (typically: C:\WINDOWS\Microsoft.NET\Framework\v2.0...\Temporary 
ASP.NET Files\evbadiscovery) so users can mark items if necessary. When setting the permissions, Allow 
inheritable permissions from parent to propagate to this object should be checked. 
 
To allow for any exports from Compliance Accelerator, administrators should ensure that the Vault Service 
account (VSA) has sufficient Read and Write permissions on the target directory. 

SQL Permissions 
 
Compliance Accelerator makes use of 2 types of SQL databases, Configuration and Customer. The 
Configuration database specifies the location of the Customer database(s) and stores details of the SQL 
Server, database files, and log files to use. The Customer database is where Compliance Accelerator 
stores details of departments, user roles, search results, and more. Organizations can have multiple 
customer databases. The facility to create Configuration and Customer databases with Compliance 
Accelerator is dependent on the Vault Service account having the SQL server role of database creator 
(dbcreator). 
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Compliance Accelerator provides the facility to create schedules with which organizations can conduct 
searches repeatedly or at some future time. Search schedules use SQL jobs in SQLSERVERAGENT. To 
enable creation and modification of these jobs, the VSA must be a SQL system administrator (sysadmin). 
For organizations that do not want to assign the VSA sysadmin permissions, they must grant sufficient 
permissions and roles to make the VSA a creator and owner of Compliance Accelerator search schedules. 
Do this by adding the VSA to the msdb system database. Then, grant the VSA Select permissions on the 
sysjobs, sysjobschedules, sysjobsteps, and sysschedules msdb tables as well as the Execute 
permission on the sp_add_category msdb stored procedure. Finally, assign the VSA the 
SQLAgentUserRole database role. 
 
Organizations planning to create the Compliance Accelerator database and Enterprise Vault databases on 
different servers must create a SQL logon for the Enterprise Vault Service account that is identical to the 
one on the Enterprise Vault database server. 
 
 

Application Ports 
 
Compliance Accelerator uses port 8085 by default. However, if another application on the Compliance 
Accelerator computer needs to use this port, the Compliance Accelerator application can be configured to 
use a different one. 
 
To change the port that Compliance Accelerator uses, make the following change to both Web.config files 
located in the AcceleratorAdminWeb and ComplianceWeb subfolders of the Compliance Accelerator 
program folder. Using a text editor find the following line and change the port number to a suitable 
alternative. 
 
<add value="8085" key="RemotePort" /> 
 
After making these changes restart the Enterprise Vault Accelerator Manager service. 
 

Client – Server Communications 
 
Client-server communications are encrypted and digitally signed.  The user token from the client 
workstation can only be used by the server for identification, not impersonation.  This is provided by the 
Microsoft.Net remoting framework. 
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Roles 
 
Roles are used to maintain security within the application. Organizations assign roles to employees or 
employee groups to determine what they can access and the tasks that they can perform. For example, the 
role of Department Reviewer might be assigned to an employee who needs to review and mark messages 
in a department, export messages, generate and view reports. Some roles are effective at the application 
level, across the entire system, whereas others apply at the department level or folder level only. 
Compliance Accelerator also allows for another level of compliance administration: the Compliance 
Supervisor role. Users with this role can appraise the work of Department Reviewers and manage 
exception employees in the department. 
 
 
 
Once roles have been set, organizations can assign those roles to the users who need to fill the roles. 
Compliance Accelerator requires an employee profile for every user who will be accessing Compliance 
Accelerator as an administrator, supervisor, or reviewer, and for every employee whose messages will be 
monitored. Organizations can enter the basic employee details and then populate the rest by 
synchronizing with the corresponding Active Directory account. There are three types of roles or scope, 
Application, Department, and Folder. Application roles apply at the Compliance Accelerator system level. 
Department roles apply to a particular department only, and Folder roles apply to a particular research 
folder only. To assist with the creation of roles, a number of predefined roles already exist in the 
application. Roles can be edited and deleted to meet an organization’s requirements. 

Application Roles 
 
Application roles encompass the administrative aspects of the application and let users perform system-
wide tasks. Table 1 shows the predefined Application roles. 
   
 
Table 1 – Application Roles 
 

Roles Description 

App Rule Admin 
Set up search schedules, create searches across departments, and manage 
global hotwords and reviewing comments. 

App User Admin 
Add users to the Compliance Accelerator system, create and manage 
departments, assign application roles, and create delegate users. 

Compliance System Admin 
Add new departments and assign an owner, and modify the properties of 
existing departments. This permission gives access to Department Explorer. 
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Department Roles 
 
Department roles encompass the review workflow process aspects of the application which allow users to 
perform certain tasks within a specific department only. Table 2 shows the predefined Department Roles. 
 
Table 2 – Department Roles 
 

Roles Description 

Compliance Supervisor 
Allows use of the appraisal features to check the work of department reviewers 
and manage exception employees in the department. Can store items in 
personal folders for further research. 

Department Reviewer 
Review and mark items within the department, export items, and generate and 
view reports. Can store items in personal folders for further research. 

Department User 
Add new departments and assign an owner, and modify the properties of 
existing departments. This permission gives access to Department Explorer. 

Escalation Reviewer 
Receive items that other reviewers in the department have escalated to a higher 
authority for further review. Departments lower in the hierarchy inherit this role, 
so an escalation reviewer automatically has access to nested departments. 

Exception Reviewer 
Search the items of exception employees to whom this role is assigned. Can 
review and mark the items, export them, and generate and view reports. Can 
store items in personal folders for further research. 

Passive Reviewer 
View and export items from the department. Can generate and view reports, and 
use the appraisal features to check and mark the work of department reviewers. 
This role cannot apply review status marks to items. 

Rule Admin 
Create searches within the department and manage department hotwords. Can 
configure the monitoring policy that is assigned to employees and generate and 
view reports. This role can assign exception reviewers to specific employees. 

User Admin 

Manage the properties of the department and of monitored employees. Can 
assign department roles to users, generate and view reports on department 
details, and review progress. This role can manage the personal folders in which 
users have stored items for further research. 
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Folder Roles 
 
By creating one or more research folders, organizations can empower employees to work privately on 
items that interest them without generating additional work for other reviewers. For example, suppose 
reviewers are already pursuing an alleged instance of insider trading. Rather than add a large number of 
search results to the review set, where they are visible to other reviewers, organizations can allow other 
reviewers to conduct the searches from a research folder and store the results there. Then they can review 
and mark the items in the normal way, or export them for offline review. 
 
Finally, when finished with the items, then can commit them to the department review set for other 
reviewers to see. Where necessary, access can be granted to research folders so they can collaborate in 
the review process. The permissions granted to users determine whether they can export items from the 
folder, search for more items to add to it, and review and mark the items. 
 
Table 3 lists the predefined roles dealing with Research Folders.  
 
Table 3 - Folder Roles 

Roles Description 

Capture Messages 
Set up search schedules, create searches across departments, and manage global 
hotwords and reviewing comments. 

Commit Messages 
Add users to the Compliance Accelerator system, create and manage departments, 
assign application roles, and create delegate users. 

Export Export items from a research folder for offline review. 

Full Control 
Search for new items to add to a research folder, and review and mark the items. Can 
export items for offline review and commit them to the department review set. Can 
give other users access to a folder so that they can participate in the review process. 

Review Review items and mark items in a folder. 

 
 
The permissions associated with these roles and their descriptions can be found in the Installing and 
Configuring Compliance Accelerator PDF that ships with Compliance Accelerator 8.0. 

Chinese Walls 
 
Compliance Accelerator also provides the ability to stop users in one part of an organization from giving 
access to departments and folders to users in another part of the organization in the form of Chinese 
Walls. A Chinese wall is a metaphor used to refer to the practice of ensuring that different parts of an 
organization are kept apart so that information does not circulate freely and to prevent conflicts of 
interest. Application settings can be made to implement "Chinese walls" security restrictions on what 
users can access in Compliance Accelerator. More information about these configurations can be found in 
the Installing and Configuring Compliance Accelerator PDF that ships with Compliance Accelerator 8.0. 
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Conclusion 
 
In this whitepaper we have discussed the security aspects of the permissions required on the Compliance 
Accelerator server, SQL server hosting the databases, and client-server communications. We have also 
discussed the application’s administrative roles as well as the roles available for corporate compliance 
reviewers and have established that users of the application will only be able to perform the roles to which 
they are specifically assigned. 
 
Below is a list of the other Security Model topics in this series that may be of interest. 
 

• Enterprise Vault 8.0 Security Model for Microsoft Exchange Archiving 
• Enterprise Vault 8.0 Security Model for Lotus Domino Archiving 
• Enterprise Vault 8.0 Security Model for Automatic Classification Engine 8.0 
• Enterprise Vault 8.0 Security Model for Secure Messaging 8.0 
• Enterprise Vault 8.0 Security Model for SMTP Archiving  
• Security Model for Discovery Accelerator 8.0 
• Enterprise Vault 8.0 Security Model for File System Archiving 
• Enterprise Vault 8.0 Security Model for Microsoft SharePoint Archiving 
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