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Feature Description

Enterprise Vault 9.0.3 offers support for Federal Information Processing Standard (FIPS) 104-2. A new
Enterprise Vault Cryptographic Module (EVCM) provides FIPS-certified hashing, encryption and random

number generation, which will now be used throughout the Enterprise Vault code.

Business Value

FIPS is a US government security standard used to accredit cryptographic modules. Federal agencies
typically require software and hardware to be FIPS certified. None of Enterprise Vault’s major competitors

are FIPS 140-2 compliant at the time of writing this document.

There are no use cases for this feature, except eligibility for sales to US Federal customers.

Underlying Principles

Previously Enterprise Vault used a combination of FIPS-certified and non-certified algorithms for hashing,
encryption and random number generation. A new Enterprise Vault Cryptographic Module (EVCM) has
been developed for both 32 and 64-bit platforms, and existing EV code has been modified to use this

module.

Enterprise Vault 9.0.3, 10.0.1 and future releases will only use the FIPS certified EVCM for hashing,

random number generation and Encryption/Decryption.

Discovery and Compliance Accelerator products were also modified to use the new EVCM.

Test Drive

Enterprise Vault will always use FIPS certified algorithms via the EVCM, irrespective of the environment.
Even if the Operating System is running in non-FIPS mode, only FIPS certified algorithms will be used by
EV.

The FIPS certified module is not visible to administrators or end users. It is recommended that
administrators go one step further and enable their Operating Systems to work in FIPS mode. This will

ensure compliance for managed code (.NET).
Enterprise Vault will always be in FIPS mode, it cannot be disabled.

There are no pre-requisites for enabling the FIPS EVCM module, and no actions required by the

administrator following an upgrade from an earlier version of EV.
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Licensing and support considerations
Windows 2000 and Windows XP SP2 do not support FIPS 104-2 certified algorithms, and will therefore

no longer be supported by Enterprise Vault.
Note the following when you upgrade from Enterprise Vault 9.0.3 to Enterprise Vault 10.0 original release:

- Enterprise Vault 10.0 is not FIPS-compliant. Before upgrading from 9.0.3 to 10.0 you must
disable the security option "System cryptography: Use FIPS-compliant algorithms for encryption,
hashing, and signing" in Windows Security Settings > Local Policies > Security Options.

- Enterprise Vault 10.0.1 is not fully FIPS-compliant. For additional information see
http://www.symantec.com/docs/D0C4820).
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