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Terms & Definitions 
 
 

Term Definition 
EV Abbreviation for Enterprise Vault 

VAC Abbreviation for Vault Admin Console 
CA Abbreviation for Compliance Accelerator 
DA Abbreviation for Discovery Accelerator  

Index Volume A physical partition of an Index. An Index is realized as a 
sequence of Index Volumes. An Index Volume is an 
AltaVista Index. 

 

Target Audience 
 
This document is aimed at Customers, Consultants and Support Staff and it is assumed 
that the reader has a thorough understanding of the architecture and operational 
aspects of Enterprise Vault version 7 and above. 
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Overview 
 
In order to provide search functionality, Enterprise Vault creates indexes of the items it 
archives. These indexes are created using the AltaVista search engine and are placed 
on a Storage device to be accessed by the various Enterprise Vault search applications. 
(I.e. CA, DA, WebApp) 
 
Introduction 
 
The intent of the document is to assist you in the configuration of your Indexes to 
provide a stable and efficient system. The focus of the document will be from a 
perspective of someone that will be doing Accelerator searches. CA and DA are both 
Index intensive during their searches. The Best Practice recommendations in this 
document will allow you to configuring and manage your Enterprise Vault Indexes for 
maximum performance and reliability. 
 
The first recommendation that we can make is to get to EV 2007 ASAP! There have 
been a number of index  enhancements introduced in EV 7 and even more in EV 2007. 
The next section covers these. 
 
Background to Index Volume marked as ‘Failed’ 
 
In this document you will see mention of an Index Volume being marked as ‘Failed’. 
Enterprise Vault will mark an Index Volume as ‘Failed’ when a serious error whilst 
processing the index occurs that EV feels requires attention. 
 
When an index Volume is marked as ‘Failed’ it cannot be searched or updated. This is 
to prevent any further changes to the indexes or potentially incorrect search results 
being returned. 
 
Using IndexVolumeReplay an index volume can be ‘updated’ which means that 
Enterprise Vault will try again to process any outstanding requests to add or delete 
items from the index. IndexVolumeReplay is discussed in greater detail in the Index 
Monitoring section. 
 
When an index has been marked as Failed it does not mean that there is a physical 
issue with the index and certainly does not mean the index is corrupt. It simply may 
need to be Updated once the underlying issue is corrected. 
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Recent Indexing Changes 
 
New to EV 6SP4 & EV7SP1 
 

• Index Files Checksum Validation: 
 

Upon loading the volume, for a search or an update, the checksum is calculated again 
and compared to the value that has been previously saved. If they do not match, then 
the volume is marked as FAILED. This insures that CA and DA searches are running 
against complete and healthy indexes. 

 
• IndexServer Sequence Number Validation: 

 
When an index volume is loaded, its Highest Sequence Number (HSN) is checked 
against the HSN in the vault store database. If the volume’s HSN is less than the 
database’s Indexing will start indexing the outstanding items. During this time any 
searches targeting that volume will return the results along with a notification to indicate 
that the volume is being updated. This notification is converted by client applications 
such as CA and DA to express an appropriate informational message displayed to the 
user. 
 
Also, if the Index Sequence number in the index is greater than the Highest Sequence 
Number in the vault store database the index is marked as FAILED to avoid any 
inconsistent/invalid search results. This is usually caused by a restore of an old vault 
store database, where customers continue searching the index unaware of the potential 
search integrity issues. This also will cause a notification to be sent to the client 
applications to express an appropriate informational message displayed to the user so 
they know the results may not be complete 

 
• IndexServer to Log “Failed to Index” and “Content Missing” Items: 

 
From the Indexing Service’s perspective, a failed item is one that cannot be retrieved 
from storage at the point of indexing and is therefore bypassed and not indexed. An item 
with missing content is one whose content property cannot be indexed (e.g. encrypted 
content, conversion errors). 
 
The Indexing Service logs failed items and items with certain types of contentmissing 
reasons into a special file named “IndexMissing.log”. As with failed indexes a notification 
is sent to client applications such as CA and DA to express an informational message to 
the user. 
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The IndexMissing.log file can be found in the root folder of the Index Volume. 
IndexCheck can be used to generate and populate the log file for legacy volumes. The 
utility can also be used to report on the contents of existing files. There is additional 
information about IndexCheck in Index Monitoring section. 
 

 
• Retry Abandoned Consecutive Failed Items: 

 
The Indexing service currently suspends indexing if a configurable number of 
consecutive items fail to be indexed, the default  number is 25. The Indexing service now 
marks the index volume as failed when this occurs and writes an event to the application 
log. This avoids further errors if, for example, storage becomes inaccessible for a period 
of time. The failed index volume is then clearly visible in the IndexVolumeReplay utility. 
After you have resolved the problem you can update the index volume using the 
IndexVolumeReplay utility. This is a huge improvement over previous release where the 
EV Admin would have to rebuild the entire volume to fix a few failing items. There is 
additional information about IndexVolumeReplay in Index Monitoring section. 
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New in EV 2007 
 
In addition to the above the following is in EV 2007: 
 

• Failed Items Repair Functionality: 
 

The list of failed items in the log (which would have been generated by the Indexing 
Service at indexing time or by IndexCheck at a later time) can be used by the Service to 
repair the index volume, i.e. try to re-index the failed items. 
 

 
 

 
• Report Status of a Rebuilding Index: 

 
If an index update (including rebuilds and repairs) is invoked by the EV Administrator, 
the Indexing Service will generate an event log entry every 10,000 items to mark 
progress. The event will include such information as the number of processed items, 
percentage completed and an estimated remaining time to completion. 
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• Single Index Relocation through the VAC: 
 

Prior to EV 2007 EV administrators had to shutdown services and manually modify the 
Directory database after moving an index (volume) to a new location. The VAC has been 
enhanced to perform this work on their behalf. Moreover, the VAC performs the 
operation without stopping the Storage or Indexing Services leaving other archives 
available for searching and updates. 
 

 
 
There is more information about IndexVolumeReplay in the Index Monitoring section. 
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Windows Server Configuration 
 
Disable Anti-Virus for Index Locations 
 
One of the simplest things you can do is to ensure that there is no Anti- Virus scanning 
the Index files, Real-time or scheduled. It is Best Practice to exclude the Index 
Locations. Anti-Virus has been known to delete or quarantine files within an index 
thinking that its behaviour is that of a virus. 
 
Failing to exclude the indexes from scanning is a known cause of index corruption or 
cause problems opening of the index. When this occurs EV in an effort to protect the 
index will mark it as Failed. 
 
Pagefile size 
 
The act of writing and reading EV Indexes can be quite memory intensive when working 
with multiple indexes and dealing with large search results. 
 
Failure to set the Pagefile correctly can lead to issues when running searches with CA 
or DA due to the Window operating systems inability to allocate sufficient memory 
appropriately. As a protection mechanism Enterprise Vault may mark the indexes it was 
trying to search as Failed and subsequent search requests will fail. 
 
The Pagefile should at the very least conform to Microsoft recommendation which is 1.5 
times the amount of RAM with a max of 4095 MB. Detailed information can be found 
here: 
 

http://support.microsoft.com/kb/197379/ 
 
To summarize the article, Microsoft recommends that you place the paging file on a 
different partition and different physical hard disk drive from the system partition so that 
Windows can handle multiple I/O requests more quickly. 
 
Additionally, if you set the Initial size of the Pagefile to the same as the Maximum size of 
the Pagefile it will prevent unnecessary fragmentation of the Pagefile. An un-fragmented 
paging file leads to faster virtual memory access and improves the chances of capturing 
a dump file without 
significant errors. 
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Boot.ini 
 
You may have issues if the following switches are set on the Enterprise Vault server. 
 

• /3gb 
• /PAE 

 
It is Best Practice to remove these switches from the Boot.ini for the EV servers 
running the Indexing Service. EV does not take advantage of these switches and we 
have seen index corruption when they are set. 
 
Switches like /3gb can significantly affect the number of Free System Page Table 
Entries available to the Enterprise Vault system. This can in turn cause significant I/O 
issues when writing to disk. 
 
Failure to remove these switches can cause problems opening and updating the 
indexes and causing them to be marked as Failed and potentially causing physical 
corruption of the index volume. 
 
Please see the following technote for more details: 
 

http://support.veritas.com/docs/280896 
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Operating System related Registry Keys 
 
The following registry keys are recommended to assist in the overall performance and 
stability of your indexes. 
 
Opportunistic Locking 
 
Opportunistic Locking is a feature of Operating systems introduced in Windows 2000 
Server. In the case of EV indexes it is a known cause of index corruption and does not 
provide any performance benefit, therefore it is Best Practice to disable 
Opportunistic Locking. 
 
To disable OpLocks from being requested by the EV Server set this key on the 
Enterprise Vault Server. A reboot is required for it to take affect. 
 

Location  HKLM\System\CurrentControlSet\Services\MRXSmb\Parameters\ 
Name  OplocksDisabled 
Type  DWORD 
Value  1 to disable 

 
To disable OpLocks on the index host server if necessary set this key. A reboot is 
required for it to take affect. 
 

Location  HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters 
Name  EnableOplocks 
Type  DWORD 
Value  0 to disable 

 
Reference:  
 

http://support.microsoft.com/default.aspx?scid=kb;en-us;296264 
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Enterprise Vault related Registry Keys 
 
The following keys are specific to EV and will not affect any other operation system 
behaviour. 
 
AVSMaxLoc 
 
Mailbox archive indexes rarely grow that large, however Journal archive indexes will 
grow until the reach the default maximum number of locations, which by default is 2 
Billion in EV 6 sp1 and above. Leaving the default setting will result in Index Volumes 
over 15 GB’s in size! Such large indexes being searched by CA or DA can result in out 
of memory issues and slow search performance and lead to the index volumes being 
marked as Failed. 
 
For this reason it is Best Practice to set the AVSMaxLoc registry key to keep the 
index volumes from becoming unmanageable. Setting this key will cause your index 
volumes to automatically roll over sooner. If you already have large index volumes in 
your environment you will need to rebuild them using the IndexVolumeReplay utility. 
 
We have found that setting this key will allow CA and DA searches perform better and 
additionally, in the event of a failure, you will be able to recover your index volumes 
faster. 
 
A restart of the Indexing Service is necessary. 
 

Location  HKLM\SOFTWARE\KVS\Enterprise Vault\Indexing 
Name  AVSMaxLoc 
Type  DWORD 
Value  500000000 (500 million) Decimal 

 
SchemaType 
 
One of the major changes first introduced in EV 6, but disabled by default, has to do 
with the way attachments are indexed. There are now two index schemas available with 
Enterprise Vault: 
 

• The default schema, which is AttachmentLevelGranularity 
• The ItemLevelGranularity schema, introduced in EV 6 and enabled by setting the 

SchemaType registry key to 1 
 
Searching a large number of indexes with several hotwords or phrases can consume a 
considerable amount of memory. ItemLevelGranularity was introduced to allow these 
searches to use much less memory and increase search performance. 
 

          Symantec Technology Network 
12 

 

12

 



Enterprise Vault 7 and Enterprise Vault 2007 Indexing 
 

ItemLevelGranularity combines the information from attachments into the top level 
parent document; see the following graphical explanation:  
 
 
Using the default schema a search for the Subject ‘xyz’ AND Content ‘abc’ gives 0 hits 
as the subject and content is compared for each item separately. 
 
Top Level Document  Attachment 1  Attachment 2 
Subject  
 
xyz 

Subject  
 
xyz 

Subject  
 
uvw 

Content  
 
efg 

Content  
 
efg 

Content  
 
abc 

 
Using ItemLevelGranularity a hit will be returned because the subject and 
contents are combined. 
 
Top Level Document  Attachment 1  Attachment 2 
Subject  
 
xyz  
 
HIT! 

Subject  
 
uvw 

Subject  
 
uvw 

Content  
 
efg 

Content  
 
efg  

Content  
 
abc  
 
HIT! 

 
There are many benefits gained in performance and usability by changing to the new 
index schema. User searches are more intuitive and less confusing with separate 
attachment hits. It is important to note that setting this value is not retroactive and will 
only apply to new indexes. Your existing indexes will continue with the original schema 
until they are rebuilt. You may wish to take the time and rebuild all your existing 
indexes. 
 
The main changes are 
 

• Non CA and DA searches will no longer return a specific attachment by itself as a 
match but always return the top level item that the attachment is child of. 

• CA and DA type searches will be much faster and consume less memory. (and 
therefore more reliable) 

 

          Symantec Technology Network 
13 

 

13

 



Enterprise Vault 7 and Enterprise Vault 2007 Indexing 
 

It is Best Practice to enable ItemLevelGranularity. To enable it, set the SchemaType 
registry key and restart the Indexing Service. 
 

Location  HKLM\SOFTWARE\KVS\EnterpriseVault\Indexing 
Name  SchemaType 
Type  DWORD 
Value  1 

 
 

Enterprise Vault Configuration 
 
Index Locations 
 
Each archive will have an associated Index Volume or Volumes. (It is possible for an 
archive to have multiple index volumes associated with it as the index volume will roll 
over once it is at capacity) Each Indexing Service allows the creation of multiple Index 
Locations which determines where Index Volumes are to be created. If there are 
multiple Index locations open the Indexing Service creates new index Volumes 
randomly across the open locations in an effort to spread them out across the 
environment. 
 
It is important to note that Index Volumes that exist in closed index locations will 
continue to have data written to them for the life of the associated archive or until the 
Index Volume rolls over. After that only updates to the index because of deletions will 
change the volumes. 
 
Additionally, if you move an Index Volume to another EV Server and Index service 
make sure to move all volumes associated with the archive to keep them grouped 
together. 
 
It is Best Practice that a minimum of 8 index location sub-folders be created and 
left open under the primary Index Location. 
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This is how it would look on the properties of the Indexing Service. 
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This is how it would look on the file system. 
 

 
 
This will also make it easier in the future to manage the indexes by moving an entire 
index location containing a subset of Index Volumes if necessary and will allow for more 
segmentation of the index back ups. 
 
50% capacity is a rule of thumb for closing index locations and opening new ones. This 
will allow the closed index locations to grow with less chance of them becoming too full 
in the immediate future. This of course is dependent on the size of the disk the Index 
locations are on. 
 
Considerations for the growth rate of your indexes will determine the best percentage 
for your environment. Index locations can always be reopened later to allow more 
indexes to be created in them if necessary. 
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Index Locations and their underlying volumes / LUNs should be sized to accommodate 
an efficient and regular back up. Again, this will vary based on the type of backup 
software used. 
 
 
 
Indexing Levels 
 
The amount of disk space indexes consume depends on the search capabilities 
required. Enterprise Vault provides three levels of indexing, which are described in the 
table below. Enterprise Vault indexes both the message and all associated attachments 
(except if using Brief). 
 

Indexing  
Level 

Estimated  
Size* 

Search Capabilities 

Brief  3%  Metadata and single word search 
Medium  8%  Single word search of metadata, body and attachments 
Full  12%  Phrase (i.e. “Enterprise Vault server” “kVault Software”) or 

Boolean search of metadata, body and attachments 
 
*Estimated size is for uncompressed data prior to archiving 
 
Metadata is the following: Author, Subject, Recipient, Created Date, Expiry Date, File 
Extension, Retention Category, and Original Location. 
 
Also, if you want to be able to do phrase searching, particularly during CA or DA 
searches, you will need the Full Indexing Level. 
 
 

Storage Devices 
 
Storage Devices for Indexes 
 
Indexes may be placed on local storage, SAN or NAS. (RAID 1+0 recommended) If fast 
indexing is required or if searches will be done across a large number of archives (i.e. 
with CA or DA) NAS devices may not be optimal. Because Indexes are being updated 
frequently, an Optical disk, Centera, or any other WORM storage device is unsuitable 
for Index storage. 
 
If indexes are stored on NetApp devices, and possibly other NAS systems, opportunistic 
locking must be turned off for volumes that contain indexes Local or Fibre attached 
SAN storage is the recommended option. 
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Most important to note is that an index search requires a sustained high level of I/O 
during the search particularly if the search results in more than 50,000 items. Therefore, 
the indexes must be placed on a high performance device to avoid any bottlenecks 
between the index process and storage medium. Any bottleneck in the I/O subsystem, 
whether a slow controller and disks, network-based storage, or third-party software that 
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scans file accesses (such as Anti-Virus) will significantly impact the performance and in 
the case of Anti-Virus cause corruption. 
 
Also, do not place Index locations on the same LUN or spindle as another I/O intensive 
applications data files such as Exchange Store or SQL databases. 
 
 

Index Backup Strategy 
 
Backup Strategies 
 
Indexes should be backed up at least weekly, but you may find it beneficial to back 
them up daily to assist you in recovering from a failure.  
 
For mailbox archiving this should occur after the scheduled archiving run. There are 
three types of Backups you can do; Offline, Online Read-Only Mode, and Online Mode. 
(Information about the different types of backups 
can be found in the Administrators Guide.) 
 
If you are doing an Offline backup the Indexing Service will be stopped during this time. 
Also the option to put the services in Read-Only mode will mean the Indexes are not 
being updated. The purpose for stopping the Index service or putting it in Read-Only 
mode is to be able to have a point in time where the Indexes and SQL databases are 
consistent to restore back to in the event of a disaster. 
 
If you have an online backup agent for SQL databases you do not need to stop the 
Index Service or place it in Read-Only mode. 
 
If you are unsure of the locations to add to your backup plan you can use the 
Administration Console and examine the properties of each Indexing service. This will 
list all the Index Locations. 
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This is the image of the properties of the Index Service 
 
If you are in a high volume Journaling environment and utilize a Flash Backup 
technology such as that available with NetBackup and NetApp to name a few, you may 
wish to take more backups per day to assist in a disaster recovery scenario. (I.e. A 
Snap Shot is taken every 4 hours) 
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Index Monitoring 
 
Overview 
 
This section will cover steps you can take to monitor the health and state of your 
Indexes. 
 
Actual incidents of index corruption are very rare and are normally due to Anti-Virus, file 
locking, or storage issues. It is however possible for indexes to be marked as Failed or 
to be incomplete if during the indexing process the storage medium becomes 
unavailable. If this happens the index will need to be updated. 
 
When using EV versions 6sp 4 and above if these indexes are searched in CA or DA 
the user will be notified with a message as previously stated in the Introduction that the 
index is failed or incomplete. 
 
I will also again take the time to stress getting to EV 2007 for the latest in Indexing 
enhancements. 
 
IndexCheck 
 
IndexCheck is a command-line utility with which you can verify the integrity of the 
AltaVista indexes that Enterprise Vault uses. You can verify a single, specified index or 
all the indexes in a specified index location. 
 
For more information about IndexCheck please refer to the Utilities.chm that is in the 
documentation folder that is part of the EV installation media and also available from the 
Symantec Support website. 
 
There is also a technote that gives examples of setting up a batch job to run nightly to 
verify your indexes. Since this technote already exists I will not duplicate it here. You 
can find the technote here: 
 

http://support.veritas.com/docs/280895 
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IndexVolumeReplay 
 
If your users report receiving a message that the indexes are not up to date or that they 
are marked as Failed you should take action to update the index using the 
IndexVolumeReplay.exe. Remember, just because an index volume is marked as 
Failed it does not necessarily mean corruption. 
 
IndexVolumeReplay.exe for EV 6 and EV 7 can be found in the EV installation directory. 
(i.e. C:\Program Files\Enterprise Vault\) To launch it just double click the 
IndexVolumeReplay.exe. You can update a failed index volume by right clicking the 
volume that is marked as failed and choose Update Index Volume. 
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In EV 2007 you can access IndexVolumeReplay from the Vault Admin Console by right 
clicking the Archives container. 
 
Remember to always do an Update first and not Rebuild, the Update just processes the 
items that are missing, whereas a Rebuild will delete the entire index volume and start 
from the beginning. An Update is quicker and takes up fewer resources. 
 

 
 
If it is necessary, you can Rebuild all the associated index volumes of an archive. 
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Right click the target archive and choose Properties. The Advanced tab has the Rebuild 
Index button that will rebuild all the index volumes at once. 
 

 
 
You can additionally manage index volumes by viewing the properties of the individual 
archive. There is an Index Volumes tab and a right click will show the option to Update, 
Rebuild, or Repair. The Repair option is not available if no 
items have failed indexing. 
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Summary 
 
We hope that you have found this document useful and that it is a great tool to assist 
you in configuring and managing your Indexes. By following the configuration settings in 
this document you will have implemented a Best Practice configuration that has been 
compiled from years of developing and supporting thousands of customer representing 
millions of mailboxes around the world. 
 
If you happen to have issues with your indexes please contact support straight away. 
 

http://www.symantec.com/enterprise/support/contact_techsupp.jsp?pid=50996 
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