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Document Overview 
 

Introduction 
This document describes how to successfully implement granular provisioning using 
Enterprise Vault for Exchange V7 and the best practices that can be adopted. With EV7 
there is now a new and highly flexible GUI-driven provisioning model for Exchange mailbox 
archiving which provides a scalable method for managing EV mailbox archives within an 
enterprise. This allows greater control over the archiving parameters that are applied to 
particular users or groups of users. An archive policy can now be applied at a very granular 
level, hence the term Granular Provisioning  
 

Scope of Document 
The term best practice can simply be described as the best way that has been found, thus 
far, to perform a given process or task. Therefore this document has been produced with 
input from Symantec EV experts and customers to describe how best to implement 
Granular Provisioning. As real world usage evolves, this document will be updated to 
reflect current best practice. 
 
 

Target Audience 
This document is aimed at customers, consultants and support staff and it is assumed the 
reader has a good understanding about the architecture and operational aspects of an 
Enterprise Vault server, Microsoft Exchange as well as Active Directory terminology. 

 

Terms & Definitions 
Granular Provisioning will also be referred to as GProv in this document (GP is already a 
much used abbreviation when talking about AD Group Policies). GProv is instrumented 
through the use of a new object in EV called a provisioning group; this will be referred to as 
a PG in this document. GProv is administered using the EV Vault Admin Console or VAC.   

 

Acknowledgements 
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this a successful and informative document. Contributions and feedback came from the 
following teams; technical product management, technical field enablement, engineering, 
development and the performance team. Thanks to them all. 
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Granular Provisioning Introduction 
 
This feature was first introduced in V6 and has been extensively improved in V7 to allow a 
much more granular approach to applying archiving policies and settings. GProv provides 
the ability for an organisation to selectively enable mailboxes for archiving as well as to  
apply different archive strategies across a range of users. The user experience can also be 
controlled by configuring different EV desktop settings within each policy. GProv does not 
entirely replace the functionality of EV Policy Manager (EVPM) but the differences will be 
explained later in this document. 
 
The new GProv model improves upon V6 by expanding the scope of targets that a policy 
can apply to; this was previously restricted to an Organisational Unit (OU) but it is now 
possible to target almost any AD object. Targets are assigned within a new object in the 
Vault Admin Console (VAC) called a Provisioning Group. For even more flexibility, GProv 
targets can also defined using LDAP queries to select at an AD item level, such as 
Department Name. 
 
Whilst GProv provides the facility to apply different polices across AD domains and forests, 
it is not considered a suitable method for provisioning a hosted environment. However, it 
could be helpful when used in a multi-tenant Exchange server configuration to provide 
different EV policies for different companies or subsidiaries.  
 
 

Examples of Granular Provisioning Usage 
 
Here are some examples to show how GProv could help an organisation to apply separate 
polices to different groups of users. 
 
Enable Mailboxes – new mailboxes can be automatically enabled based on the AD settings 
of the user, such as group membership. This can then ensure the mailbox is assigned to the 
correct vault store, index and the appropriate archiving policy applied to the user. 
 
Shortcut Control – different polices can be created to control what type of shortcuts are 
created for a user and at what point the shortcuts will be removed. For example, office 
bound user mailboxes could be assigned a policy to create shortcuts without body text and 
the shortcuts would be deleted if older than two years. Conversely mobile users could be 
assigned a policy to create full body text shortcuts with no shortcut removal period. 
 
Desktop Settings – different aspects of the user experience can be controlled, it may be 
desirable to generally turn off features such as Archive Now or Delete but to make 
exceptions for some users.   
 
Retention Categories – in some instances it may be a requirement that specific users are 
assigned a certain retention category, this  is not a policy setting but is a property of the 
Provisioning Group so can be applied as part of the GProv process. 
 
Indexing Levels –some users may need a higher level of indexing, this is a policy setting 
which can be applied to new users at a provisioning group level. 
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Granular Provisioning Overview 

Provisioning Groups  
The PG is used to associate mailboxes to an archive policy and other settings; this is where 
the term provisioning becomes relevant. The mailbox is in effect being provided with the 
required settings to allow archiving to occur in a prescribed manner. Configuration of PGs 
is mandatory in EV7, it is therefore important to note that EV will not process mailboxes 
that are not associated to a provisioning group. When a PG is created, it is configured to be 
applied to Targets (these can be single users, AD groups or an LDAP query). The minimum 
requirement is that a single provisioning group is defined that applies to all mailboxes in 
the domain or Exchange organisation. However, it is also possible to create many PGs but 
only one PG will ever be applied to an individual mailbox, this is achieved by a ranking 
method (see below diagram). A mailbox will always be provisioned by the first PG that find 
a match (ie. the mailbox is in the PG target), subsequent PGs will then ignore the mailbox 
and the provisioning report will show this. 
 
V6 Upgrade Considerations - After upgrading, a PG is automatically created for each 
existing OU archiving target; also an additional default provisioning group will be 
automatically created for the target “Whole Exchange Organization” users will then be 
provisioned under this group using the default archiving policy. However, the Provisioning 
Task must be run at least once to ensure that current mailboxes are provisioned. 
  
Example showing the new Provisioning Group Object 

 

 

    
 
 
 
 
 

Provisioning Task 
The provisioning task is a new task for V7 and is managed in the VAC the same as other 
tasks (see below). It responsible for ensuring that mailboxes in each PG have the correct 
archiving parameters applied. When the task is run it updates the EV directory database 
with the provisioning information for each mailbox archive. The task can be scheduled to 
run once or twice a day but should run at least once a day to ensure that new users get 
provisioned correctly.  A task gets created automatically for each domain that is configured 
in the EV environment. This task is created when the first Exchange server is added to the 
domain. The task can also be deleted and moved to another EV server if required 
 

 

  
 

Note: the ranking order determines which group a 
mailbox will be provisioned by. The first group that 
a mailbox qualifies against will be the one used, 
other groups will then be ignored for that mailbox. 
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Provisioning Group Creation  
 
Creation of new PG is done from the VAC using a wizard which guides the administrator 
through the process. However, consideration is required before creating PG, these need 
some thought before running the wizard because some of the settings will need prior 
planning, such as AD groups or EV policies. 
 
The points below summarise the questions that will be asked when creating a PG 

 
Provisioning Group Name – The name could describe the function of the PG or to whom it 
applies to, such as “Human Resources” or “VIP Users” 

 
Target for Provisioning Group – What mailboxes will be associated to this PG; this is 
where the AD target is selected from one of the following object types. Obviously, when 
using groups, these should already be created. 
 

 
AD User 
AD Group 
Distribution Group 
OU 
LDAP Query  
Whole Exchange Organisation 

 
 
Mailbox and PST Policy - A separate policy is selected for mailbox archiving and PST 
migration; the policies that are available are managed within the policy section of the VAC. 
Therefore policies which will be used for specific PGs  need to exist before the PG is 
created. 
 
Retention Category – Each PG can use a different retention category if required, these 
can be existing ones, although during the creation of the PG the wizard also provides the 
option to create a new one.  
 
Override Vault Store and Index- The vault store and index defaults can be set at the EV or 
Exchange server level; however, the PG can optionally override these.  
 
Automatically Enable Mailboxes– A similar feature has been always been available in EV 
but with V7 it is selectable at the PG level. This means it is now more controllable to auto-
enable users, for examples new users can be added to the relevant group and will then be 
enabled for archiving. 
 
NB – Once the PG has been created, it is also possible to stop archiving for all users in that 
PG. This can be used to stop scheduled archiving for certain groups if required for 
operational reasons. This might also be used to specifically prevent certain mailboxes from 
being auto-archived.  
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Provisioning Groups – Operations and Reporting  
 

Provisioning Group Properties  
 
Once a PG has been added, various parameters can be changed according to the needs 
within your environment. 
 

 
Turn on/off automatic mailbox enable 
Automatically enables all new mailboxes.  
  
Initially Suspend Archiving 
Archiving for Auto-Enabled mailboxes will initially be 
suspended 
 
Override inherited Vault Store  
The default store that is set at the Exchange server or 
vault store object level can be overridden at the 
provisioning group level. 
 
 
Override inherited Index Service 
The default index that is set at the Exchange server 
or vault store object level can be overridden at the 
provisioning group level. 
 
Change Retention Category 
Assign either the default or a specific retention 
category for mailboxes that are assigned to the 
provisioning group. 
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Provisioning Task Configuration 
 
A task gets created automatically for each domain that is configured in the EV 
environment. This task is created when the first Exchange server is added to the domain 
the task can also be deleted and moved to another EV server if required. The task can be 
scheduled to run once or twice a day but should run at least once a day to ensure that new 
users get provisioned correctly. 
 
 

 

 
 
 

 

 
 

Notes:  
 

1. Run in report mode when developing a new 
provisiong group strategy to avoid accidental 
provisioning of mailboxes with incorrect 
settings. 

2. Schedule task to run once or twice a day,  

3. Run Now can force an on demand Provision 
run, useful for adhoc requirements. 

4. Select “generate” reports to have detail 
about what was provisioned and how. 

5. Always set reporting level to full, it’s always 
useful to have detailed output  

 
6. Increase this value if more history is 

required for troubleshooting or audit 
purposes. 

 

 

 
 
 

 

1 

2 

3 

4 

6 

5 
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Provisioning Task – Performance Guidence 
 
The provisioning task uses a single thread for AD searches and has multiple threads that 
process the results of these searches; there are two reasons for this design:  
 

• Firstly it ensures that there is no excessive load placed on the GC server, as some of 
the searches are likely to return lots of results.  

 
• Secondly, performing multiple AD searches in parallel does not bring many 

benefits, as AD typically returns data far faster than EV can process it. 
 

 
There is a good degree of parallelism in the task as all SQL reads and writes are split out 
over multiple threads. Typically provisioning is a relatively quick process, internal 
Symantec testing has shown it takes about 10 minutes to process about 50k users.  
 
 

 

Impact when Users Change Provisioning Groups 
 
An important point to remember with provisioning is that a user mailbox is assigned to the 
first PG that matches the user against the PG targeting criteria. This means that when a 
user account is updated (a new AD group membership or other attribute changes) it could 
be possible for another PG to find a match against the mailbox and apply a different policy 
to the mailbox. Practically speaking, this allows mailboxes to be assigned to a different PG 
in order to change the way in which the mailbox is archived or how the desktop settings are 
applied.  
 
Some key points should be kept in mind when mailboxes are assigned to a different PG. 
 

• Vault store – obviously the user archive is assigned when the mailbox is enabled 
for EV and can not change as this is the object that is associated to the mailbox and 
used to store archived email. 

 
• Index Location – similarly, the index is a specific set of files associated to the user 

archive and is inextricably linked to this and therefore can’t be changed. 
 

• Retention Category – items archived after a user has changed to e new PG will be 
archived with the new category but items that have already been archived will 
retain the retention category used at the time of archiving. 

 
All other properties of the new PG will be applied to the user; this means the new retention 
category will now apply, as will the settings of the associated policy. Depending upon the 
settings of the new PG this could mean that a new shortcut policy or desktop settings are 
applied to the mailbox; this would result in a change to the EV user interface or its 
archiving behaviour. So when users are moved between PG’s it’s important to understand 
the impact it will have on the user and that this is explained to them. 
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Reporting 
 
Reporting is an important feature of GProv because when configuring PGs it is important to 
be sure they will get applied as expected. Reports can be produced by running the 
provisioning task in report mode and its output is captured to a CSV file which can then be 
easily analysed to confirm each user will be provisioned. Additionally, the Provisioning 
Task can be configured to always report when it runs at the scheduled time. 
 
Detail Report Fields 

Time Rank Group Member Policy PST Policy Username Action 
 
Example Summary Report 

Default Provisioning Group: 

Mailboxes added: 0 

Mailboxes updated: 5 

Mailboxes re-linked: 0 

Mailboxes ignored because already processed: 6 

Provisioning targets that returned no mailboxes: 0 

Users without a mailbox: 0 

 

Journal mailboxes found: 1 

Users with mailboxes outside of the Enterprise Vault site: 0 

Users whose mailboxes were not synchronized: 0 

Errors: 0 

 
Reporting from the VAC 
As well as the logging the output of the PG task, it is also possible to review how the PGs 
have been applied from within the VAC, either all or specific mailboxes can be shown. 
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Granular Provisioning  – Configuration Flow 
 
 
Setting up Mailbox Archiving - New Install 
 

 
 
 
 
Setting up Mailbox Archiving – After upgrade from V6 
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Granular Provisioning - Policy Control 
 
The previous sections have explained how the GProv process works and can be applied; 
this section goes into a little more depth about the policy attributes that can be set for 
each provisioning group. 
 
The diagram below should be familiar to every EV administrator, this shows the property 
settings for a mailbox archiving policy (in this case the default policy) and as can be seen, it 
offers the ability to control ALL archive settings. The policy can be adjusted and applied at 
the PG which means policy granularity is possible; when considering that a PG can be 
targeted at a single user the term granular really means being able to apply policy to the 
lowest level object. 
 
        
 

  
 
Note on Message Class   
 
New to policy properties in V7 is the ability 
to select which message classes can be 
automatically archived.  
 
However, the message classes that appear 
in the policy can only be added or removed 
at the EV Directory object. 
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Granular Provisioning – Best Practice Guidelines 
 
This section deals with the practical aspects of using GProv and best practice guidelines 
which is currently based upon input and feedback from V7 beta customers and internal 
Symantec staff. As more real world experience becomes available, this section will be 
updated as required. 
 

1. Keep it  simple - use as few a PGs as needed to provide the required solution.  
 
2. Make sure that new PGs are given the appropriate ranking to ensure that users get given 

the provisioning that they require; NEVER forget that the FIRST group a user is matched 
with, will be the provisioning group that gets applied to them. 

 
3. When creating a new policy for use with a PG all the archive policy attributes will be set to 

the standard EV defaults. You should therefore check that all the archive policy attributes 
are correctly set in accordance with your company standards. So don’t just modify the 
settings which you’re intersted in for the new provisioning group – make sure they are set 
correctly. 

 
4. Always,always run the Provisioning Task in report mode after making configuration changes 

to PGs and check the report output to avoid un-intended consequences. 
 

5. Routinely check PGs and make sure that they  don’t target empty AD groups 
 

6. Think carefully when using LDAP querries, these are easy to write (especially when using 
wild card filters) but could easily reference your entire organisation, so check the queries 
before using them in PGs. 

 
7. Avoid excessive nesting of groups, PGs will recursively enumerate the group membership 

but deep nesting of groups is not good practice. 
 

8. When using a PG for a single user, it may be good housekeeping to actually create a group 
for this user, you may well find you’ll need to add other users to this PG in the future and if 
a group is used, there would be no need to re-configure the PG. 

 
9. Post V6 Upgrade – Keep things simple at first, don’t immediately adopt a complex PG 

configuration, stick with the default PG which will be using your existing policy. As you add 
new PGs make sure you run reports to analyse the actual impact the PG will have 

 
10. EVPM Jobs – if you previously used EVPM to enable mailboxes, there is no need to continue 

to, this can now be done with the auto-enable feature of PGs. Make sure you don’t leave old 
EVPM jobs running once you’ve moved to the PG method. 

 
11. New Install – You will have had time to consider how you want to use PGs to apply your 

organisation’s policies but keep a check on how PGs are effecting users as they are added to 
EV. This is especially relevent if using the auto-enable feature because un-intended 
consequences could occur. For example if the default policy is set to use an AD group and 
that group suddenly get’s populated – all the users in the group could become EV enabled 

 
12. Make sure a GC server is near to EV, this is a best practice in general but the Provisioning 

Task will need to query the GC to resolve the PG membership. 
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Granular Provisioning – Usage Scenarios 
 
This section provides some examples to show how GProv can help solve real world issues 
by using different provisioning models to provide a variety of archive policies or user 
experiences. The scenarios that will discussed in more detail are summarised below. 
 

1. Enabling new users 
 

2. Removing shortcuts for most users but allow some users to keep all shortcuts 
 

3. Different types of shortcuts for different types of users 
 

4. Controlling Desktop Features  
 

5. When an Employee Leaves the Organisation - Managing mailboxes when a user 
leaves the organisation 

 
Step By Step Guide 
The table below shows the sequence of actions that are required in order to create a new 
provisioning group, this is the process you need to follow for each of the scenarios. 
 
1 Decide what Policy - Create or modify the policy to be used by new Provisioning Group 

 
 

2 
 

Determine the users that will be targeted by the new PG and create an AD group that will 
be used for this purpose or create and test an appropriate LDAP script that will return a 
list of users that will be used by the new PG. 
 

 

Create new Provisioning Group 
 

i. Enter appropriate name for PG 
ii. Select the target that the PG will be used for (AD Group,LDAP or user list) 

iii. Select the relvent Mailbox & PST policies (as created in step 1) 
iv. Select or create a retention category that will be used for this PG 
v. Override the default vault store for this PG 

vi. Override the default vault index for this PG 
vii. Chose to automatically enable mailboxes – if required 

viii. Check Finish to complete creation of new Provisioning Group 

3 

ix. Assign the new PG with the relevent rank value to ensure it gets processed in the   
        appropriate order – Eg. Before or after the default group. 

 

Test the new Provisioning Group 
 

i. Make sure the Exchange Provisioning Task is started 
ii. Right click the task and select Run Now 

iii. Chose to run in Report Mode 
iv. Find the report file at C:\program files\Enterprise Vault\Reports\ Exchange Provisioning Task……txt 

4 
 

v. Check that users has been provisioned as exepected 
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Scenario One – Enabling New Users 
 
Problem 
You want to ensure that new staff mailboxes are enabled  for archiving but don’t want to 
the use the standard auto-enable feature because not all mailboxes need to be enabled. 
New user archives should also be enabled with the appropriate index and vault store. 
 
Solution Overview 
This is a typical scenario which most administrators face, you don’t want to use the auto-
enable feature because you want to choose when a mailbox is enabled. The old auto-enable 
feature used in previous versions of EV was never granular enough to be useful so most 
admins relied on an EVPM script to enable mailboxes. However, in V7, each provisioning 
group has an option to automatically enable mailboxes. If this option is selected it is also 
possible to control what vault store and index will be used by the newly enabled mailboxes. 
Once a new user has been added to a new AD group, the provisioning task will then detect 
that a new user has been found for provisioning and then enable them with the properties 
defined within the PG. 
 
Solution Steps 
 

1. For the PG’s that you want to allow automatic mailboxes enablement, select  the 
“Automatically Enable Mailboxes”  option (see below). This means that once new 
users are detected durring the provisioning task process, they will be automatically 
enabled.  

 

 
 
2. If you want to override the default vault store or index you can optionally select 

which ever store or index is appropriate for that PG. These will overide what was 
set at the Exchange or EV server object properties. 

 
3. Run the provisioning task in Report mode – check that it will only apply to the users 

who are a member of group created in step 2 
 
4. Run the provisioning task in Normal mode and check the output to ensure it’s 

worked as expected.  
 

5. New users will now be automatically enabled 
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Scenario Two – Removing Shortcuts 
 
Problem 
 
You have found that many user mailboxes are still quite large, despite EV archiving them 
on a regular basis. Your archive policy is currently set to never expire shortcuts and the full 
body text is retained after archive. All your users are in the same OU and the majority have 
agreed to a policy change to remove shortcuts older than 2 years but several departments 
don’t want their shortcuts removed.  
 
 
Solution Overview 
 
Through the use of multiple provisioning groups, it is now possible to apply different 
archive polices to different users. In this case, as the new archive policy dictates a 2 year 
shortcut expiry, the default policy can be changed to apply this policy to the majority of 
users. However, with the addition of another provisioning group, it is possible to override 
the default policy and not remove their shortcuts. 
 
 
Solution Steps 
 

1. Change the default policy to remove shortcuts older than 2 years 
 
2. Create an AD group to be used to exlude users from the default shortcut policy 
 
3. Create a new policy with the same settings as the default policy but without 

enabling  “Delete Shortcuts in Folders”setting. Make sure all the other archive 
policy settings are configured as required, otherwise default values will be used 

 
4. Create a new provisioning group targetting the group that was created in step 2 

 
5. Ensure the ranking of the new group is above the default provisioning group 
 
6. Run the provisioning task in Report mode – check that it will only apply to the users 

who are a member of group created in step 2 
 
7. Run the provisioning task in Normal mode and check the output to ensure it’s 

worked as expected.  
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Scenario Three –Different Shortcuts for Different Users 
 
Problem 
 
Your environment has users with different requirements for shortcuts. 
 

• Most users are always office based so only require brief shortcuts which can then 
be expired (removed) after 1 year 

 
• Some users are frequently out of the office and use laptops with EV in cached mode 

and prefer to have the full body text in their archived email, also shortcuts should 
expire after 2 years.  

 
• There is also a small department of Mac users who need to use universal shortcuts 

but shortcuts can be removed after 1 year. 
 
Solution  Overview 
 
This solution requires multiple policies to be created which are then assigned to 3 different 
provisioning groups to provide slightly different shortcut creation/expiry settings. 
 
Solution  Steps 
 

1. Create an AD group for each shortcut provisioning function. 
 
Eg. EV.Policy.Laptop 
       EV.Policy.Desktop 
       EV.Policy.Macintosh 

 
2. Create a new policy for each provisioning function using the same settings but 

modify the shortcut style and shortcut deletion tabs with the desired values. Make 
sure all the other archive policy settings are configured as required, otherwise 
default values will be used 

 
3. Create a PG for each type of user, make sure you assign each group. Use easily 

identifiable names for the PG 
 

4. Ensure the ranking of the new group is above the default provisioning group 
 

5. Run the provisioning task in read only mode to check it works as expected 
 

6. Run the provisioning task in normal mode and check output 
 

7. Users are now configured to get the appropriate shortcuts. 
 

 
NB.   Rather than create all three policies and PGs at the same time, you might prefer to create   
         them one at a time and validate each one works before creating a new one. 
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Scenario Four – Controlling Desktop Features 
 
Problem 
Your environment has users who require different desktop settings 

 
• You want to enable laptops to use EV in cached mode but you want to control when 

each user is enabled rather than giving this feature to all laptops at the same time. 
 
• Currently,  users don’t have access to the Archive Explorer toolbar button but you 

now want to make it available to some of your power users. 
 

• Some users want to try out the new Windows Desktop Search features of V7 but 
you don’t want to make this feature generally available until it’s been tested. 

 
 
Solution  Overview 
This scenario is a typical example of what can happen in a production environment as new 
EV product features become available. You wouldn’t typically want to give all users the new 
features but gradualy roll them out to groups of users to pilot or test the functionality. This 
example also builds on some of the previous examples and shows how you can start to 
build provisioning groups to provide different functional environments for certain users, 
such as lap top users 
 
Solution  Steps 
 

1. Create an AD group for each environment type provisioning function. 
 
Eg. EV.Policy.Laptop – this might already exist  see scenario two 
       EV.Policy.Desktop.PowerUsers 
       EV.Policy.Desktop.WDS 

 
2. Create a new policy for each provisioning function using the relevent desktop 

archive settings, which are set on the advanced tab. Make sure all the other archive 
policy settings are configured as required, otherwise default values will be used. 

 
3. Create a PG for each type of user, make sure you assign each group. Use easily 

identifiable names for the PG 
 
4. Ensure the ranking of the new group is above the default provisioning group or any 

other group which would overide the settings of the new group. 
 

5. Run the provisioning task in read only mode to check it works as expected 
 

6. Run the provisioning task in normal mode and check output 
 

7. Users are now configured to get the appropriate desktop settings. 
 
NB.   Rather than create all three policies and PGs at the same time, it is advisable  to create   
         them one at a time and validate that each one works before creating the next PG. 
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Scenario Five – When an Employee Leaves the Company 
 
Problem 
When someone leaves your organisation, you might have a company procedure which 
dicates that the user’s mailbox should be completely archived to EV before it is deleted 
from Exchange.  
 
Solution Overview 
Previously it has been possible to use EVPM to override the archive settings on a mailbox 
so that all items get archived (zero day archiving). With V7 you can use a using a 
provisioning group with an associated policy that will archive all items and then expire all 
shortcuts. Typically the leaver process coul involve the ex-employee being added to an AD 
group or setting another attribute to denote the user has left. Once this has been done, the 
provisioning task will process the user and assign them to the Leaver PG so that the 
necessary archiving actions are performed. 
 
Solution Steps 
 

1. In this scenario, the use of groups is not a good practice because typically a user 
who has left your company may still be a member of groups which are used for 
normal EV provisioning purposes. A better alternative is to use another unique user 
property such as a Custom-Attribute (visible from the ExchangeAdvanced tab) 
where there are 15 to chose from, these can be set to a custom alphnumeric value 
of your chosing which can then be queried using LDAP. 

 
2. Create a new policy for leavers using the required archive settings such as 0 days in 

the archiving rules and shortcut deletion tabs. Make sure all the other archive 
policy settings are configured as required, otherwise default values will be used. 

 
3. Create a PG to target the leavers, if using the Custom Attribute suggestion 

mentioned in step 1,  an LDAP query such as (extensionattribute1=LEAVER) would 
select all users which have custom-attribute-1 set to LEAVER. 

 
4. Ensure the ranking of the new group is above the default provisioning group or any 

other group which would overide the settings of the leavers group. In the case of 
leavers it would probably be best to have this PG as the first one to ensure no other 
PGs to take precedence. This is important because when a user leaves, they will not 
necessarily have their normal group membership revoked,if the leaver PG is rank 
lowest, then the leaver won’t have the leaver policy applied. 

 
5. Run the provisioning task in read only mode to check it works as expected 

 
6. Run the provisioning task in normal mode and check output 

 
7. You are now ready to use the new leaver process, make sure your leaver procedure 

is updated accordingly to ensure departing employees have the custom-attribute or 
appropriate group membership configured. 

 
 


