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Technical Support

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. The Technical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, the Technical Support group works with Product Engineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s maintenance offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and Web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers automatic software upgrade protection
m Global support that is available 24 hours a day, 7 days a week
m Advanced features, including Account Management Services

For information about Symantec’s Maintenance Programs, you can visit our Web
site at the following URL:

www.symantec.com/techsupp/

Contacting Technical Support

Customers with a current maintenance agreement may access Technical Support
information at the following URL:

www.symantec.com/techsupp/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

m Product release level
m Hardware information
m Available memory, disk space, and NIC information

m Operating system
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m Version and patch level
m Network topology
m Router, gateway, and IP address information
m Problem description:
m Error messages and log files
m Troubleshooting that was performed before contacting Symantec

m Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/techsupp/

Customer service
Customer service information is available at the following URL:
www.symantec.com/techsupp/
Customer Service is available to assist with the following types of issues:
m Questions regarding product licensing or serialization
m Product registration updates, such as address or name changes
m General product information (features, language availability, local dealers)
m Latest information about product updates and upgrades
m Information about upgrade assurance and maintenance contracts
m Information about the Symantec Buying Programs
m Advice about Symantec's technical support options
m Nontechnical presales questions

m Issues that are related to CD-ROMs or manuals
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Maintenance agreement resources

If you want to contact Symantec regarding an existing maintenance agreement,
please contact the maintenance agreement administration team for your region

as follows:

Asia-Pacific and Japan customercare_apac@symantec.com
Europe, Middle-East, and Africa semea@symantec.com

North America and Latin America supportsolutions@symantec.com

Additional enterprise services

Symantec offers a comprehensive set of services that allow you to maximize your
investment in Symantec products and to develop your knowledge, expertise, and
global insight, which enable you to manage your business risks proactively.

Enterprise services that are available include the following:

Symantec Early Warning Solutions These solutions provide early warning of cyber attacks, comprehensive threat
analysis, and countermeasures to prevent attacks before they occur.

Managed Security Services These services remove the burden of managing and monitoring security devices
and events, ensuring rapid response to real threats.

Consulting Services Symantec Consulting Services provide on-site technical expertise from
Symantec and its trusted partners. Symantec Consulting Services offer a variety
of prepackaged and customizable options that include assessment, design,
implementation, monitoring, and management capabilities. Each is focused on
establishing and maintaining the integrity and availability of your IT resources.

Educational Services Educational Services provide a full array of technical training, security
education, security certification, and awareness communication programs.
To access more information about Enterprise services, please visit our Web site
at the following URL:
www.symantec.com

Select your country or language from the site index.
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Introducing Backup Exec

This chapter includes the following topics:

m About Backup Exec

m How Backup Exec works

m What’s new in Backup Exec

m What’s new in Backup Exec agents and options
m Backup Exec agents and options

m About the Administration Console

m About the Home view

About Backup Exec

Symantec Backup Exec 2010 is a high-performance data management solution
for Windows® servers networks. With its client/server design, Backup Exec
provides fast, reliable backup and restore capabilities for servers and workstations
across the network.

Backup Exec is available in the following configurations that can accommodate
multi-platform networks of all sizes.
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Table 1-1 Backup Exec configurations for multiple platforms

Backup Exec Edition Description

Symantec Backup Exec™
2010
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Table 1-1 Backup Exec configurations for multiple platforms (continued)

Backup Exec Edition

Description

Supports a wide variety of both tape and disk devices in
almost any type of storage configuration such as the
following:

m Fiber Channel

m iSCSI

m NAS

m SAN, LAN, and WAN

m Disk-based deduplication appliances

Backup Exec 2010 protects physical and virtual
environments such as Windows, Linux, Solaris, MAC OS,
VMware, and NetWare systems. Optional Backup Exec
agents are available to protect remote systems, applications,
and databases. You can add separate Backup Exec options
to provide advanced features such as data deduplication,
archiving, and centralized management.

See “System requirements” on page 112.

Each license of Backup Exec 2010 includes the following
options:

m Intelligent Disaster Recovery Option
This option provides disaster recovery capabilities for
systems without having to reinstall the operating system.
Backup Exec System Recovery 2010 is sold separately
for faster and advanced system recovery capabilities.
These capabilities include dissimilar hardware recovery
support and recovery to a virtual environment such as
VMware, Microsoft Hyper-V, and Citrix Xen.
See the following URL:
www.backupexec.com/besr

m Advanced Open File Option
This option is now included and enabled by default to
provide automatic open file protection using the
Microsoft Volume Shadow Copy Services (VSS) snapshot
infrastructures.

m Backup Exec Desktop and Laptop Option
This option provides continuous protection of the user
data files that are sent to a file share on your network
that Backup Exec 2010 can protect. Licenses for five
desktop and laptop computers are included in the Backup
Exec 2010 license.
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Table 1-1 Backup Exec configurations for multiple platforms (continued)

Backup Exec Edition

Description

m Support for stand-alone tape drives and backup-to-disk

folders

Backup Exec 2010 provides support for a large number
of tape and disk-based backup devices.

You can find a list of compatible devices at the following
URL:

http://entsupport.symantec.com/umi/V-269-2

Support for one drive in every physical robotic library
and support for every single-drive virtual tape library
To enable support for each additional drive in a physical
robotic library, you can purchase the Library Expansion
Option. You can also purchase the Virtual Tape Library
Unlimited Drive Option to enable unlimited drive support
in a virtual tape library.

Backup Exec Remote Agents for Windows XP
Professional OS workstations.

See “Backup Exec agents and options” on page 78.
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Table 1-1 Backup Exec configurations for multiple platforms (continued)

Backup Exec Edition

Description

Small Business Server
Edition (SBSE)

Installs on and protects supported versions of Microsoft
Small Business Server for Windows.

You can find a list of supported operating systems,
platforms, and applications at the following URL:

http://entsupport.symantec.com/umi/V-269-1

The Small Business Server Edition includes the following
features:

m Exchange Agent.

m SQL Agent to protect Microsoft SQL on Small Business
Server Premium Editions.

m SharePoint Agent to protect Windows SharePoint
Services.

m Remote Agent for Windows Systems to protect a second
server with the Small Business Server Premium Edition.

m Desktop and Laptop Option to protect supported versions
of Windows desktops and laptops.

m Backup Exec System Recovery 2010 Small Business
Server Edition to take a disk-based snapshot backup of
a complete system while Windows is running. Ensures
acomplete system recovery for the entire Small Business
Server system to one of the following:

m  The original hardware.

m To different hardware.

m Toa VMware or Hyper-V virtual environment.
The Granular Recovery Option is also included.

m Backup Exec System Recovery 2010 Server Edition (when
used on Microsoft SBS Premium Edition only). Included
to provide complete system recovery for the additional
Windows server that is included with Microsoft Windows
Small Business Server (SBS) Premium Edition. Includes
the Granular Recovery Option.

m Backup Exec System Recovery 2010 Desktop Edition.
Required to use the Granular Recovery Option to
facilitate the restore of individual Exchange mail
messages and SharePoint documents.

With the exceptions of the Central Admin Server Option
and Shared Storage Option, you can purchase additional
Backup Exec agents and options for use with SBSE.
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Table 1-1 Backup Exec configurations for multiple platforms (continued)

Backup Exec Edition Description

QuickStart Edition (QSE) Installs on and protects any supported version of Microsoft

(OEM release only) Windows Server.

You can find a list of supported operating systems,
platforms, and applications at the following URL:

http://entsupport.symantec.com/umi/V-269-1
QuickStart Edition supports the following:

m Backup Exec Desktop and Laptop Option.
This option provides continuous protection of user data
files for five desktop and laptop computers.

m Single-drive robotic library or virtual tape library.
To enable support for each additional drive in a physical
robotic library, you can purchase the Library Expansion
Option. You can also purchase the Virtual Tape Library
Unlimited Drive Option to enable unlimited drive support
in a virtual tape library.

m Stand-alone tape drives and backup-to-disk drives.

You must purchase an upgrade to Symantec Backup Exec
for Windows Servers or the Small Business Server Edition
of Backup Exec to use additional Backup Exec agents and
options. OEM-specific versions of QuickStart may support
additional options.

See “What’s new in Backup Exec” on page 70.
See “What’s new in Backup Exec agents and options” on page 74.
See “Backup Exec agents and options” on page 78.

See “How Backup Exec works” on page 68.

How Backup Exec works

In Backup Exec, backup, restore, and utility operations, called jobs, are submitted
using the Administration Console. Administrators can run the Administration
Console from the media server (a Windows server on which Backup Exec is
installed) or from a remote computer. After jobs are created, the Backup Exec
media server processes the jobs or delegates the jobs for processing, depending
on your environment.
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Most interaction with Backup Exec, such as submitting jobs, viewing results, and

performing device and media operations, is done through the Administration
Console.

Figure 1-1 Backup and restore functionality for the entire network

Tape storage

Tape drives or
libraries provide long
term storage, disaster
recovery, and a
method for archiving
data.

Disk or NAS
Backup-to-disk
folders, storage
arrays, or
network-attached
storage provides
fast backups and
restores.

Backup Exec media server

Desktops & laptops (local or

Application servers (local or File servers (local or remote) remote)

remote) Protect business-critical data

Protect business-critical (including open files) on file Protect the critical business
application and database servers, web servers, or information that is not
servers like Exchange, SQL, network shares. contained on corporate
Oracle, SAP, or Lotus Domino. servers.

Through the Administration Console, you configure the job defaults that you want
Backup Exec to use for most jobs. However, you can override these default options
while setting up a specific job such as a weekly backup of selected workstations,
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called resources. You can create a once-only job, such as the restore of a file to a
server. Or, you can schedule recurring jobs, such as daily backup jobs. You can
use policies to manage the recurring jobs that make up your backup strategy.

Wizards guide you through most Backup Exec operations, including the creation
of a backup or restore job, setting up media rotation jobs, and setting media
overwrite protection.

You can monitor a job’s progress through the Job Monitor, or use Backup Exec’s
Calendar to quickly view all jobs scheduled to run for the day, week, or month.

The media server contains the media and device databases that organize and
allocate the storage devices that are accessible to the media server. These databases
also help prevent media from being accidentally overwritten. Through Backup
Exec’s device management functions, you can logically group storage devices
together in device pools. Through the media management function, you can
organize, track, and troubleshoot all of the media in your library.

After ajob has been processed, the job’s results are stored in a job history database.
A record of the data that was backed up is kept in Backup Exec’s catalog. The job
history is a report of what happened during the processing of the job (statistics,
errors, and so on), and the catalog file is the record from which restore selections
are made.

What’s new in Backup Exec

This release of Backup Exec includes the following new features and capabilities:

Table 1-2 New features and capabilities in Backup Exec
New feature Description
Support for Microsoft Windows Server 2008 R2 Lets you do the following:

m Back up and restore data
using the new Express
(system state) writers

m Back up and restore
operating system boot files
from unnamed partitions

m Back up and restore Cluster
Shared Volumes (CSV)

® Back up from and restore to
native VHD files
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Table 1-2 New features and capabilities in Backup Exec (continued)

New feature

Description

Support for the Server Core installation option of
Windows Server 2008 R2

Lets you install the Backup Exec
Remote Agent for Windows
Systems on the Server Core
installation for backup and
restore operations. The Remote
Agent also installs the Remote
Agent Utility Command Line
Applet. This applet lets you
monitor Backup Exec operations
on the remote computer.

Support for Microsoft Windows 7

Lets you install the Backup Exec
Remote Agent for Microsoft
Windows 7 computers for backup
and restore operations. The
Backup Exec Desktop and Laptop
Option provides automated file
protection for Windows 7
computers. Backup Exec also
supports BitLocker drive
encryption.

Enhanced Backup Exec License Assessment Tool

Supports the license key scans
on all installations of Backup
Exec System Recovery and
Backup Exec 2010 on your
network.

The License Assessment Tool
report now provides the
following new information:

m The versions of Backup Exec
that are installed so that you
can plan to upgrade your
environment.

m A weblink on the report that
provides upgrade assistance
so that you can read about
the new features in current
releases.
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Table 1-2 New features and capabilities in Backup Exec (continued)
New feature Description
Support for new platforms for the Remote Agent for Supports the following
Linux or UNIX Servers platforms:

m Oracle Enterprise Linux 5.2
m Ubuntu 8.10

m XenServer 5

m Debian 4.0, 5.0

m SUSE Linux Enterprise 11

Support for a new platform for the Remote Media Agent
for Linux

Supports SUSE Linux Enterprise
11.

Enhancement for Library Expansion Option

Supports each additional drive
that you add after the first drive
that you add in each robotic
library. When you install Backup
Exec, support for the first drive
in every robotic library is
included. The Library Expansion
Option enables support for each
additional drive in a robotic
library.

Home view on the Backup Exec Administration Console

Lets you add or delete items to
customize the display of your
important Backup Exec features.
In one view, you can display
summaries of jobs, alerts, and
devices, and the technical
support sites that you want fast
access to. You can add as many
or as few items as you want.

Installation DVD

Provides all of the Backup Exec
installation files on a single DVD.




Introducing Backup Exec
What’s new in Backup Exec

Table 1-2 New features and capabilities in Backup Exec (continued)

New feature

Description

Share Your Ideas web link

Lets you suggest new ideas for
Symantec Backup Exec by
clicking this link that is located
at the top of the Backup Exec
Administration Console . After
you have submitted your
suggestions, other community
members can vote or comment
on the idea. The ideas with the
most votes move to the top of the
list. Symantec product managers
review these ideas for possible
features in future releases.

DirectCopy

Enables data to be copied from a
virtual device directly to a
physical device. The Backup Exec
media server records
information about the datain the
catalog. Because the information
about the copied data is in the
catalog, you can restore data
from either the virtual device or
the physical device.
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Table 1-2 New features and capabilities in Backup Exec (continued)

New feature

Description

Verify backup sets template

Lets you run verify operations
independent of backup and
duplicate backup jobs. The verify
backup sets template lets you
schedule a verify operation to
run at any time after a backup.
For example, you can schedule
the verify operation to run
outside of your backup window
if your network resources are
scarce. The verify backup sets
template also greatly enhances
the benefits you receive from
Backup Exec's Deduplication
Option by letting you verify
backup sets locally.

Backup Exec includes an example
policy that is preconfigured with
a verify backup sets template.

See “What’s new in Backup Exec agents and options” on page 74.

See “Backup Exec agents and options” on page 78.

What’s new in Backup Exec agents and options

This release of Backup Exec includes the following new features and capabilities

in the agents and options:
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Table 1-3 New features and capabilities in Backup Exec agents and options

Agent or option

New feature

Agent for VMware
Virtual Infrastructure

Includes support for the following:

VMware vSphere v4.0, which includes ESX/ESXi 4.0, vCenter
4.0, and vStorage APIs for Data Protection

Differential and incremental backups of virtual machines that
are configured with hardware version 7

Non-staged backups, which provide improved performance
without the need for VCB proxy servers

SAN-based restores of virtual machines

Also, includes the following new features:

Single-pass backups of VSS-aware applications that are
installed on virtual machines, with the ability to recover
individual application items

Dynamic inclusion, which automatically protects any virtual
machines that you added since the last backup

Ability to automatically exclude from jobs any virtual machines
that are turned off

Ability to redirect a virtual machine to a different virtual
machine folder or resource pool

Expanded Job History now lists the total number of virtual
machines in each backup

Multiple alternate backup transport types to ensure that
backups complete successfully

Agent for Microsoft
Hyper-V

Includes support for the following:

Hyper-V 2008 R2

Clustered Hyper-V virtual machines, with automatic discovery
of Highly Available virtual machines

Cluster shared volumes

Live Migration

Single-pass backups of VSS-aware applications that are
installed on virtual machines, with the ability to recover
individual application items

This agent was formerly known as the Agent for Microsoft Virtual
Servers.
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Table 1-3 New features and capabilities in Backup Exec agents and options
(continued)

Agent or option

New feature

Agent for Microsoft
Exchange Server

Includes the following new features:

Support for Exchange 2010
m Support for Exchange 2010 Database Availability Groups

m Support for Exchange 2010 in Hyper-V and ESX 4.0
environments through the Remote Agent for Windows Systems
m CPS support Exchange 2010 stand-alone servers

Agent for Enterprise
Vault

Includes the following new features:

m Support for Enterprise Vault 8.0

m Support for Enterprise Vault Compliance Accelerator and
Discovery Accelerator

m Supports Backup Exec Migrator for Enterprise Vault.
Backup Exec Migrator enables the migration of archived
Enterprise Vault data from Enterprise Vault servers to the
tertiary storage systems that Backup Exec media servers
manage.

Exchange Mailbox
Archiving Option

Lets you archive Microsoft Exchange Server emails that have been
backed up. After data is archived, it is deleted from its source
location, which reduces the amount of data on the Exchange
Server.

The Archiving Option uses Enterprise Vault technology to move
archive data to disk-based vault stores. Only data that is already
backed up is archived so that there is little affect on the Exchange
server. End users can retrieve current and previous versions of
files by browsing a web interface called Backup Exec Retrieve.

See “About the Archiving Option” on page 1360.

File System Archiving
Option

Lets you archive Windows NTFS data that has been backed up.
After datais archived, it is deleted from its source location, which
reduces the amount of data on the file server.

The Archiving Option uses Enterprise Vault technology to move
archive data to disk-based vault stores. Only data that is already
backed up is archived so that there is little affect on the file system
server. End users can retrieve current and previous versions of
files by browsing a web interface called Backup Exec Retrieve.

See “About the Archiving Option” on page 1360.
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New features and capabilities in Backup Exec agents and options

(continued)

Agent or option

New feature

Virtual Tape Library
Unlimited Drive
Option

Supports all additional drives that you add after the first drive
that you add in each virtual tape library (VTL). You can purchase
the Virtual Tape Library Unlimited Drive Option to support all of
the additional drives in each virtual tape library. You do not have
to purchase separate instances of the Virtual Tape Library
Unlimited Drive Option for each virtual drive.

Additional VTL enhancements include the following:
m VTL recognition capabilities

m VTL device-specific menus to ensure proper operation

m Support for synthetic full backups when used with the
Advanced Disk-based Backup Option.

Deduplication Option

Provides the following features to support a data reduction
strategy:

m Reduces the amount of disk storage that is required for backups
by storing only unique data.

m Reduces backup network usage by sending only unique data
across the network.

m  Works with OpenStorage devices, including Symantec PureDisk
and devices from DataDomain and Quantum.

Active Directory
Recovery Agent

Supports Microsoft Windows Server 2008 Active Directory Domain
Services objects.

Agent for Lotus
Domino Server

Supports Lotus Domino version 8.5, including support for the
Domino Attachment and Object Service (DAOS).

Symantec Online
Storage for Backup
Exec

Provides more efficient online backups. Symantec Online Storage
for Backup Exec now compares your backup selections to any
existing backup data from previous duplicate backup jobs. Any
data that is unchanged from previous duplicate backup jobs is
skipped. If only a portion of a file has changed, only that portion
is backed up. This enhancement can reduce the amount of time
and bandwidth that is required to run recurring backup jobs.
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Table 1-3 New features and capabilities in Backup Exec agents and options
(continued)

Agent or option

New feature

Desktop and Laptop
Option

Supports Microsoft Windows Server 2008 R2 on the following
components:

B DLO Administration Console

m DLO Administration service
m Maintenance service

Supports Microsoft Windows 7 on the following components:

m Desktop Agent

m Change Log Service

m DLO Administration Console (to support remote
administration)

Backup Exec agents and options

Several Backup Exec options are available to provide protection for your network.

Options are categorized as follows:

m Media server components
See “About Backup Exec media server components” on page 78.

m Server protection agents
See “About Backup Exec server protection agents” on page 79.

m Application protection agents
See “About Backup Exec application protection agents” on page 80.

m Virtual machine agents
See “About Backup Exec's virtual machine agents” on page 83.

m Client protection agents
See “About Backup Exec client protection agents” on page 84.

m Media server storage options
See “About Backup Exec media server storage options” on page 85.

About Backup Exec media server components

The following media server components allow greater control of backups and

disaster recovery:
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Backup Exec media server components

Item

Description

Symantec Backup Exec Advanced Open File
Option

Ensures that all files on your network are
protected even if they are being used.
Whether used alone or in combination with
specific database agents, this option handles
open files at the volume level and is
seamlessly integrated with Backup Exec. You
do not need to know which files are open
ahead of time; just set a scheduled backup
to use this option.

See “About the Advanced Open File Option”
on page 917.

Intelligent Disaster Recovery (IDR)

Provides a recovery solution for both local
and remote Windows computers. This option
eliminates the need to manually re-install
the entire operating system after a computer
failure. IDR lets you use diskettes,
CD-R/CD-RW, or bootable tape to restore
from your last complete backup set to get
back online fast.

See “About the the Intelligent Disaster
Recovery Configuration Wizard” on page 1748.

About Backup Exec server protection agents

The following options provide protection for remote Microsoft Windows servers,
Novell NetWare servers, Linux and UNIX servers, and Macintosh systems on the

network:
Table 1-5 Backup Exec server protection agents
Item Description

Symantec Backup Exec Remote Agent for
Windows

Provides backup and restore of remote
Windows.

See “About the Remote Agent for Windows
Systems” on page 1877.
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Table 1-5

Backup Exec server protection agents (continued)

Item

Description

Symantec Backup Exec Remote Agent for
Linux or Unix Servers (RALUS)

Lets Windows Server network
administrators perform backup and restore
operations on Linux and Unix workstations
and servers that are connected to the
network. This agent must be running on
these computers before backup or restore
operations can be performed.

See “Backing up Linux, UNIX, and Macintosh
computers” on page 1824.

Symantec Backup Exec Remote Media Agent
for Linux Servers

Lets you back up data to and restore data
from the following devices:

m Storage devices that are directly attached
to a Linux server.
A folder on a hard disk on the Linux

server.

See “About the Remote Media Agent for
Linux Servers” on page 1898.

Symantec Backup Exec Remote Agent for
Macintosh Systems

Enables Windows Server network
administrators to perform backup and
restore operations on Macintosh systems
that are connected to the network.

See “Backing up Macintosh systems”
on page 1850.

Symantec Backup Exec Remote Agent for
NetWare Systems

Provides backup and restore of remote
NetWare resources.

See “About backing up NetWare servers”
on page 1866.

About Backup Exec application protection agents

The following application protection agents provide non-disruptive protection
for corporate email messaging, knowledge base, and mission-critical database

applications:
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Backup Exec application protection agents

Item

Description

Symantec Backup Exec Active Directory
Recovery Agent (ADRA)

Lets you restore the objects and attributes
from the following Microsoft applications
without having to perform an authoritative
or non-authoritative full restores:

B Active Directory
B Active Directory Application Mode

B Active Directory Lightweight Directory
Services

See “How the Active Directory Recovery
Agent works” on page 862.

Symantec Backup Exec Agent for Microsoft
Exchange Server

Provides backups for your Exchange Server
data. You can restore individual mailboxes,
mail messages, and public folders from the
Information Store backups that have Backup
Exec’s Granular Recovery Technology (GRT)
option enabled. Use Backup Exec Continuous
Protection Server (CPS) to provide complete
recovery to any point in time of the
Information Store, including the latest
complete transaction log.

See “About the Backup Exec Exchange
Agent” on page 1070.

Symantec Backup Exec Agent for Microsoft
SQL Server

Protects active databases and verifies all of
your SQL data automatically. You can
customize your data protection needs down
to the filegroup level. For fast point-in-time
backups, you can use this option to run
transaction log backups with truncation.
Redirected restores allow you to easily
restore SQL data to other SQL servers on the
network.

See “About backup strategies for SQL”
on page 1210.
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Table 1-6 Backup Exec application protection agents (continued)

Item Description

Symantec Backup Exec Agent for Microsoft | Protects all of the files and attributes
SharePoint associated with a SharePoint installation.
You can use the GRT option to restore
individual workspaces and documents from
abackup of the entire farm. You can restore
data to the original Information Store or
redirect it to another Information Store
without affecting other workspaces.

See “About using the SharePoint Agent with
SharePoint Portal Server 2003 and Windows
SharePoint Services 2.0” on page 1194.

Symantec Backup Exec Agent for Oracle® on | Provides the ability to initiate backup and
Windows and Linux Servers restore operations from Backup Exec or from
the RMAN console as a Database
Administrator (DBA). Provides data
protection of both individual table spaces as
well as complete Oracle databases. You can
also include archived redo files and control
files without taking them offline.

See “About the Backup Exec Oracle Agent”
on page 1265.

Symantec Backup Exec Agent for Lotus Provides seamless online backup protection
Domino Server for Lotus Domino servers. The Lotus Agent
uses Lotus Domino APIs to support
transactional logging, which protects the
entire Lotus Domino server.

See “About the Agent for Lotus Domino
Server” on page 1040.

Symantec Backup Exec Agent for Enterprise | Provides a disaster recovery solution for
Vault Enterprise Vault archived data. Recovery of
the archived data is not dependent on the
archive source, such as Exchange Server or
a specific file system.
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Table 1-6 Backup Exec application protection agents (continued)

Item Description

Symantec Backup Exec Agent for DB2 on | Allows backup and restore on Microsoft
Windows Servers Windows servers. Backup and restore jobs
can be started from the Backup Exec
Administration Console or from a DB2
command line processor.

See “About the Backup Exec DB2 Agent”

on page 933.
Symantec Backup Exec Agent for SAP Provides superior data protection by
Applications allowing backups of critical data while the

application is still online and in use. The SAP
Agent, certified by SAP, is a reliable solution
that provides both local and remote
protection of the latest versions of SAP™
databases using the SAP (BC-BRI BACKINT)
interface while enabling you to efficiently
manage your data.

See “About backing up and restoring with
the SAP Agent” on page 1319.

About Backup Exec's virtual machine agents

The following agents allow for protection and recovery of virtual machines:

Table 1-7 Backup Exec virtual machine agents

Agent Description

Symantec Backup Exec | Lets you back up and restore the online virtual machines that use
Agent for VMware VMware ESX Server or vCenter Server (formerly VirtualCenter).
Virtual Infrastructure | You can restore a virtual machine to it's original location, or
redirect it to another virtual server.

See “About the Agent for VMware” on page 1334.
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Table 1-7

Backup Exec virtual machine agents (continued)

Agent Description

Symantec Backup Exec
Agent for Microsoft
Hyper-V

machines.

Lets you do the following:

m Back up and restore the configuration settings for the virtual
server host, which is the physical computer that runs the
virtual server software.

Back up and restore all virtual machines, which are the virtual
computers that reside on the virtual server host.

Back up and restore selected online and offline virtual

Redirect restores of the virtual machines to a different virtual
server host or virtual machine.

See “About the Agent for Microsoft Hyper-V” on page 1145.

About Backup Exec client protection agents

The following options provide protection for remote Microsoft Windows servers
and Macintosh systems on the network, as well as automated protection of desktop

and laptop systems.

Table 1-8

Backup Exec client protection agents

Item

Description

Symantec Backup Exec Desktop and Laptop
Option

Lets you protect all business data. It provides
continuous backup protection whether users
are in the office or on the road. Users can
synchronize files between their desktop and
laptop.

Symantec Backup Exec Remote Agent for
Windows Systems

Provides backup and restore of remote
Windows systems.

See “About the Remote Agent for Windows
Systems” on page 1877.

Symantec Backup Exec Remote Agent for
Macintosh Systems

Enables Windows Server network
administrators to perform backup and
restore operations on Macintosh systems
that are connected to the network.

See “Backing up Macintosh systems”
on page 1850.
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About Backup Exec media server storage options

The following options let you extend Backup Exec’s capabilities to use larger or
more efficient media storage devices or share storage resources over a SAN.

Table 1-9 Backup Exec media server storage options
Item Description
Deduplication Option Provides the following features to support a

data reduction strategy:

m Reduces the amount of disk storage that
is required for backups by storing only
unique data.

m Reduces backup network usage by
sending only unique data across the
network.

m Works with OpenStorage devices,
including Symantec PureDisk and devices
from DataDomain and Quantum.

See “About the Deduplication Option”
on page 1514.

Microsoft Exchange Mailbox Archiving
Option

Lets you archive Microsoft Exchange Server
emails that have been backed up. After data
is archived, it is deleted from its source
location, which reduces the amount of data
on the Exchange Server.

The Archiving Options use Enterprise Vault
technology to move archive data to
disk-based vault stores. Only data that is
already backed up is archived so that there
is little affect on the Exchange server. End
users can retrieve current and previous
version of files by browsing a web interface
called Backup Exec Retrieve.

See “About the Archiving Option”
on page 1360.
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Table 1-9

Backup Exec media server storage options (continued)

Item

Description

File System Archiving Option

Lets you archive Windows NTFS data that

has been backed up. After data is archived,
it is deleted from its source location, which
reduces the amount of data on the file server.

The Archiving Option uses Enterprise Vault
technology to move archive data to
disk-based vault stores. Only data that is
already backed up is archived so that there
is little effect on the file system server. End
users can retrieve current and previous
versions of files by browsing a web interface
called Backup Exec Retrieve.

See “About the Archiving Option”
on page 1360.

Symantec Backup Exec NDMP Option

Enables Backup Exec to use the Network
Data Management Protocol (NDMP) to
initialize and control backups and restores
on supported devices.

See “About installing the NDMP Option”
on page 1786.

Symantec Backup Exec Library Expansion
Option (LEO)

Enables support for each additional drive in
a robotic library. When you install Backup
Exec, support for the first drive in every
robotic library is included.

See “About the Library Expansion Option ”
on page 437.

Symantec Backup Exec Virtual Tape Library
(VTL) Unlimited Drive Option

Enables support for all additional drives
after the first drive in each virtual tape
library. When you install Backup Exec,
support for every single-drive virtual tape
library is included.

See “About the Virtual Tape Library
Unlimited Drive Option ” on page 436.
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Backup Exec media server storage options (continued)

Item

Description

Symantec Backup Exec Central Admin Server
Option

Maximizes your Backup Exec for Windows
Servers investment by providing centralized
administration and load balanced job
processing functionality for existing or
newly configured Backup Exec for Windows
Servers media servers.

See “How CASO works” on page 1450.

Symantec Backup Exec SAN Shared Storage
Option (SAN SSO)

Lets Backup Exec operate in a Storage Area
Network (SAN), providing a high
performance LAN-free backup solution. SAN
SSO lets multiple distributed media servers
share common, centralized storage devices
connected over a SAN. This configuration
provides greater efficiency and fault
tolerance. In addition to increasing
performance and backup speeds in the SAN
environment, the Shared Storage Option
load balances backup activity across multiple
Backup Exec media servers and centralizes
management tasks while lowering the total
cost of hardware ownership.

See “About installing the SAN Shared
Storage Option” on page 1926.
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Table 1-9 Backup Exec media server storage options (continued)

Item

Description

Symantec Backup Exec Advanced Disk-based
Backup Option (ADBO)

Provides the following features:

m Synthetic backup assembles, or

synthesizes, data from one previous full
or incremental backup and subsequent
incremental backups. This feature
eliminates the need to run full backups.
The synthesis is performed on the Backup
Exec media server without accessing the
remote computer. The overall backup
window and the network bandwidth
requirements are reduced.

True image restore enables Backup Exec
to restore the contents of directories to
what they were at the time of a full
backup or incremental backup.

You choose restore selections from a view
of the directories as they existed at the
time of the backup. Files that were
deleted before then are not restored. Only
the correct versions of files are restored
from the appropriate full or incremental
backups. Previous versions are not
restored and then overwritten.

Offhost backup moves the backup
operation away from the remote
computer to a Backup Exec media server
in a fiber-connected SAN environment.
When the backup is moved to the media
server, the remote computer is free for
other operations. Offhost backup for
Exchange Server backups that have the
Granular Recovery Technology (GRT)
option enabled are also supported.

See “What’s new in Backup Exec agents and
options” on page 74.

See “About the synthetic backup feature”
on page 879.

See “About true image restore” on page 892.

See “About offhost backup” on page 899.
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Table 1-9 Backup Exec media server storage options (continued)

Item

Description

Symantec Backup Exec Storage Provisioning
Option

Lets you configure, manage, and monitor a
storage array that is attached to the media
server. A wizard guides you through the
configuration of the storage array. The
wizard creates the virtual disks that Backup
Exec uses as job destination devices on the
storage array. The Storage Provisioning
Option monitors disk usage trends to send
alerts when low disk space occurs on the
storage arrays. Disk usage trends also
provide information about whether the
current disk space is sufficient, and when
you should add disk space.

4

See “About the Storage Provisioning Option’
on page 1950.

About the Administration Console

From the Administration Console, you can access the Backup Exec features.
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Figure 1-2
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The Administration Console screen includes the following components:

Table 1-10

Administration Console components

Item

Description

Menu bar

Backup Exec’s menu bar appears across the top of your screen. To
display a menu, click the menu name or use the keyboard shortcut.
You can launch Backup Exec operations by clicking options from a
menu. Some options may be unavailable until you select an item from
the console screen. For example, you cannot select Rename from the
Edit menu unless you have first selected an item to rename from either
the Devices view or the Media view.
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Administration Console components (continued)

Item

Description

Navigation bar

The navigation bar appears under the menu bar and enables you to
navigate to Backup Exec’s views.

Views that can be accessed through the navigation bar include the
following:

m Home. Use this view to quickly access the Backup Exec features
that you use frequently. You can customize the Home view by
adding or deleting items.

m Media Servers. This view displays only if you have installed the
Central Admin Server Option (CASO). Use this view to monitor and
manage media servers in a CASO-enabled Backup Exec
environment.

m JobSetup. Use this view to perform tasks for new backup, restore,
and media rotation jobs, as well as to launch some utility jobs.

m JobMonitor. Use this view to monitor jobs and job history. Through
this view, you can also access the Outlook-like job calendar.

m Alerts. Use this to view and respond to alerts, view alert history,
apply alert filters, and set up notification recipients to receive
e-mail or pager communications when alerts occur.

m Reports. Use this to view, print, save, and schedule reports about
your media server, its operations, and its device and media usage.
Also, you can use this to create a custom report. You can view a
report in Backup Exec in a PDF or HTML format. You can also save
and print reports in PDF, XML, HTML, Microsoft Excel (XLS), and
Comma Separated Value (CSV) formats.

m Devices. Use this view to configure devices and to perform device
operations and access device properties pages.

B Media. Use this view to manage your media, create media sets,
and create media locations.

m  Backup. Click Backup or click the arrow next to Backup to create
a backup job.

m Restore. Click Restore or click the arrow next to Restore to create
arestore job.

Share Your Ideas

Share Your Ideas is a link that you can use to suggest new ideas for
Symantec Backup Exec. After you have submitted your suggestions,
other community members can vote or comment on the idea. The
ideas that get the most votes move to the top of the list. Symantec
product managers review these ideas for possible features in future
releases.
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Table 1-10

Administration Console components (continued)

Item

Description

Search Knowledge
Base

Type your question or keywords in the Search Knowledge Base search
box, and then click the magnifying glass icon. A browser window
displays the results of the knowledge base search. You must have an
active Internet connection to access the Symantec Knowledge Base.

Task pane

The task pane displays on the left side of the Administration Console
by default, but can be hidden by selecting View, and then selecting
Task Pane. Through the task pane, you can initiate actions such as
creating a new backup job or responding to an alert. The contents of
the task pane are dynamic, changing according to the view selected
from the navigation bar. Some options may be unavailable until an
item is selected from the console screen or a prerequisite task is
performed. For example, you cannot select Rename from the Devices
task pane unless you have first selected an item that can be renamed,
such as a user-created drive pool.

Selection pane

The Selection pane is where you select items to work with, such as
files to back up or restore.

Results pane

The Results pane is the large pane on the right side of the screen that
usually contains a list or tree view of items that correspond to items
that are selected in the Selection pane. For example, if you select a
Backup-to-Disk folder in the Selection pane, the Backup-to-Disk files
that are contained in the folder display in the Results pane. This pane
can be divided to display a preview pane.

Preview pane

The preview pane displays on the bottom right of the Administration
Console. It displays information about the item selected in the list or
tree view. This pane can be hidden by selecting View, and then
selecting Preview Pane.

Status bar

The status bar appears on the bottom of the Administration Console
and provides information about the media server, jobs running or
scheduled to run on the server, alerts, and services running.

Columns

You can change the location of columns by dragging and dropping
them. In addition, you can right-click a column to select the columns
you would like to make visible, configure column settings, or sort the
columns. You can also change the order of the entries in a column by
clicking the column heading. For example, names of reports display
in alphabetical order by default. To display report names in reverse
alphabetical order, click the Name column heading on the Reports
view.
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About the Home view

The Home view on the Backup Exec Administration Console is a central place
from which you can quickly access the Backup Exec features you use frequently.
You can customize the Home view by adding or deleting items. Home view items
contain Backup Exec data and links to features. You can hide or display Help and
Technical Support, Summary, and Detail items.

See “Configuring the Home view” on page 93.

See “Restoring the Home view's default configuration” on page 93.
See “Editing items on the Home view” on page 94.

See “Help and Technical Support items” on page 94.

See “Summary items” on page 96.

See “Detail items” on page 96.

Configuring the Home view

You can customize the Home view by adding or deleting items. Home view items
contain Backup Exec data and links to features. You can select to hide or display
items to create shortcuts for the Backup Exec features that you use frequently.

See “About the Home view” on page 93.

You can quickly restore the Home view to its default configuration at any time.
See “Restoring the Home view's default configuration” on page 93.

To configure the Home view

1 On the navigation bar, click Home.

2 Inthe task pane, under Layout, select the number and type of columns that
you want to display on the Home view.

3 Inthetask pane, under Help and Technical Support Items, Summary Items,
and Detail Items, select the items that you want to display on the Home view.

4  Dragtheitems to the column and position in which you want them to display
to further customize the Home view.

Restoring the Home view's default configuration

You can customize the Home view by adding or deleting items to create shortcuts
for the Backup Exec features that you use frequently.

See “Configuring the Home view” on page 93.
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You can quickly restore the Home view to its default configuration at any time.
To restore the Home view's default configuration
1 On the navigation bar, click Home.

2 Inthe task pane, under Layout, select Default Layout and Content.

Editing items on the Home view

You can edit Detail items to control what information displays on them. Home
view items that are editable have a pencil icon in their title bar.

See “About the Home view” on page 93.
See “Detail items” on page 96.

To edit items on the Home view

1 Onthe navigation bar, click Home.
2 Click the pencil icon to edit the item.
3 Complete the appropriate options.

4  Click OK.

Help and Technical Support items
You can customize the Backup Exec Home view by selecting the items that display.
See “About the Home view” on page 93.

The Help and Technical Supportitems help you configure Backup Exec and resolve
usage issues.

Table 1-11 Help and Technical Support items
Item Description
Getting Started Provides a series of steps that you can follow

to configure logon accounts, devices, media
sets, and the Intelligent Disaster Recovery
Option. The steps to configure the Intelligent
Disaster Recovery Option display only if you
have a license for it.
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Table 1-11 Help and Technical Support items (continued)
Item Description
Technical Support Provides the following support options to

help you understand product features and
functionality or troubleshoot issues:

m  Backup Exec Tech Center

m Backup Exec Technical Support

m Use MySupport to manage new or
existing support cases

Symantec Remote Assistance
Best Practices

Register for software alerts

Get software patches and updates

Documentation

Provides the following documentation
options to help you understand product
features and functionality or troubleshoot
issues:

m View Release Notes
B View Administrator's Guide (PDF)

B View Administrator's Guide Addendum
(PDF)

Installation Tasks

Lets you access the Installation Wizard,
which you can use to install additional
agents and options to other servers.

Job Creation Tasks

Lets you create backup jobs, policies, and
restore jobs by using wizards.

Advanced Configuration Tasks

Lets you perform the following advanced
configuration tasks:

m Setjob defaults and preferences
m Configure alerts and notifications

m Configure the Symantec Volume
Snapshot Provider

Device and Media Tasks

Lets you perform the following device and
media tasks:

m Configure media sets
m Configure devices
m Configure device pools
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Summary items
You can customize the Backup Exec Home view by selecting the items that display.
See “About the Home view” on page 93.

The Summary items provide concise overviews on the status of your alerts, jobs,
devices, and media.

Table 1-12 Summary items

Item Description

Active Alert Summary Provides a summary view of any active
alerts.

Job History Summary Provides a summary view of job history. You
can customize the amount of time for which
you display information about completed
jobs. The job information includes the
number of jobs completed, the amount of
data that was backed up, and the number of
media that was used. It also details the job
statuses.

Current Job Summary Provides a summary view of current jobs.
The summary displays the number of active,
scheduled, and on-hold jobs.

Device Summary Provides a summary view of device
information. The device information
includes the number of devices and their
current statuses.

Media Summary Provides a summary view of media
information. The media information displays
the number of overwritable and appendable
media that are available. You can also view
or change the default media overwrite
protection level.

Detail items
You can customize the Backup Exec Home view by selecting the items that display.
See “About the Home view” on page 93.
Additionally, you can edit the information that displays on Detail items.

See “Editing items on the Home view” on page 94.



The Detail items provide itemized overviews on the status of your alerts and jobs.

Table 1-13

Detail items
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Item

Description

Active Alerts

Lets you view all active alerts.

You can display any or all of the following
types of alerts:

m Attention Required
m Error

m Warning

m Information

Job History

Lets you view job history for the specified
period of time. You can select the window of
time for which you want to view completed
jobs.

Current Jobs

Lets you view all current jobs.

You can choose to display any or all of the
following types of current jobs:

m Active Jobs
m Scheduled Jobs
m Jobs On Hold
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Installing Backup Exec

This chapter includes the following topics:

About installing Backup Exec

Before you install

System requirements

Installing Backup Exec to a local computer

Installing additional Backup Exec options to the local media server
Special considerations for installing Backup Exec to remote computers
Push-installing Backup Exec to remote computers

About installing Backup Exec options to remote computers

Push-installing the Remote Agent and Advanced Open File Option to remote
computers

Push-installing the Desktop Agent and DLO Maintenance Service from the
media server to remote computers

About installing the Remote Agent for Windows Systems
Installing the Remote Administrator

Installing Backup Exec using the command line (silent mode)
Installing a trial version of Backup Exec agents and options
About the installation log

Repairing Backup Exec

Starting and stopping Backup Exec services
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m Uninstalling Backup Exec

m Uninstalling Backup Exec options from the local media server
m About updating Backup Exec with LiveUpdate

m Viewing license information

m Adding licenses

m Finding installed licenses in your environment

m About upgrading from previous versions of Backup Exec

m Post-installation tasks

About installing Backup Exec

Several methods are available for installing Backup Exec.
You can do the following:
m Use the installation wizard, which guides you through the installation process.

m Use the command line, which is called silent mode installation. The silent
mode installation uses the Setup.exe program on the Backup Exec installation
media.

You can install Backup Exec and its options on a local computer, a remote
computer, or both. Additionally, you can install the Remote Administrator, which
lets you administrate the media server from a remote Windows server or
workstation.

Backup Exec may install the additional products:

m Symantec LiveUpdate

m Microsoft XML Core Services (MSXML) 6.0

m Microsoft Report Viewer Redistributable 2005

m Microsoft. NET Framework 3.5 SP1

m Microsoft Windows Imaging Component

m Microsoft SQL Express 2005 SP3

See “Installing Backup Exec to a local computer” on page 114.

See “Installing additional Backup Exec options to the local media server”
on page 118.

See “Push-installing Backup Exec to remote computers” on page 121.
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See “Push-installing the Remote Agent and Advanced Open File Option to remote
computers” on page 129.

See “Installing Backup Exec using the command line (silent mode)” on page 148.

Before you install

Before you install Backup Exec, you should do the following:

m Run the Backup Exec Environment Check on the computer on which you want
toinstall Backup Exec. The Environment Check analyzes the computer to make
sure that the installation process can complete. If Backup Exec finds
configuration issues that can be fixed during the installation, or that may
prevent the installation, warnings appear. Although the Environment Check
runs automatically during installation, you may want to run it manually before
you install Backup Exec or before you back up data with Backup Exec.

See “Checking your environment before installing” on page 102.

m Install the storage device hardware (controller, drives, robotic libraries) on
the media server. Refer to the documentation that is included with your storage
device hardware for installation instructions. Use the appropriate Windows
hardware setup functions to configure your controller and storage devices.
Refer to your Microsoft Windows documentation for more information.

m Check your Windows security settings to make sure that they work properly
with the Backup Exec service account.
See “About the Backup Exec service account” on page 104.

m If the drive on which you want to install Backup Exec is encrypted or
compressed, and you would like to use a default SQL Express database, verify
that an unencrypted and uncompressed drive is available for SQL Express
installation.

m Check the computer name of the computer on which you want to install Backup
Exec. It should only use standard ANSI characters. You may receive errors if
you install Backup Exec on a computer with a name that uses non-standard
characters.

m Exit all other programs.

About the Environment Check

The Symantec Backup Exec Environment Check is a utility that runs on a computer
automatically during installation and that reports the following:
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m If the computer meets the minimum requirements for installation, such as the
operating system, disk and physical memory, sufficient logon account
privileges.

See “System requirements” on page 112.

m If third-party software that uses Backup Exec ports is configured correctly.

m If required components are installed, and if they are versions that are
compatible with Backup Exec.

m If previous versions of Backup Exec and Backup Exec options are installed.

m If storage device hardware and associated drivers are properly installed and
recognized by the Windows operating system.

m If the computer meets the minimum requirements for installation of the
Desktop and Laptop Option.

One of the following results are reported for each item:

Table 2-1 Environment Check results
Result Description
Passed There are no incompatibilities to prevent the Backup Exec installation.

For hardware, this result indicates that the hardware configuration
is recognized by Backup Exec.

Warning An incompatibility with Backup Exec exists, but can be resolved during
the Backup Exec installation.

Failed An incompatibility with Backup Exec exists, and it will cause the
installation to fail. Action is required before you can successfully
install Backup Exec.

Although the Environment Check runs automatically during installation, you may
want to run it manually before installing Backup Exec or before backing up data
with Backup Exec.

See “Checking your environment before installing” on page 102.

Checking your environment before installing

Although the Environment Check runs automatically during installation, you may
want to run it manually before installing Backup Exec or before backing up data
with Backup Exec.

See “About the Environment Check” on page 101.
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To check your environment before installing

1

From the installation media browser, click Pre-installation, and then click
Start the Backup Exec Environment Check.

Click Next.
Do any of the following:

To check the configuration of the Check Local Environment Check.
local computer

To check the configuration ofa Check Remote Environment Check.
remote computer

Click Next.

If you checked Remote Environment Check in step 3, do one of the following,
and then click Next.:

To select the name of acomputer m Click Add Server From List.
from a list m Select the computer from the list, and then click
Next.

To add the name of a computer ®m Click Add Server Manually.
manually m In the Computer Name field, type the name of
the computer.
m In the Domain field, type the name of the
domain.
m Click OK.
m Type the user name and password for this
computer.
m Click OK.

To remove the name of a Select the computer from the list.
computer from the list of m Click Remove.

computers on which the

Environment Check runs

If you want to save the results of the Environment Check, check Save Results
To.

To change the location where the Environment Check results are saved, click
Change Path to browse to a new location.

Click Finish.
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About the Backup Exec service account

All Backup Exec services on the media server run in the context of a user account
that is configured for the Backup Exec system services. You can create this account
during the Backup Exec installation, or you can use an existing user account. To
create a service account for Backup Exec during installation, enter the name and
password of an Administrator account for the Backup Exec services to use.

Note: The Backup Exec service account and the Backup Exec System Logon Account
are set to the same user name when Backup Exec is installed. If you need to change
the user name for the service account is no longer used, then you should also
change the Backup Exec System Logon Account to use new credentials.

See “Changing service account information” on page 105.

If this computer is in a domain, enter a Domain Administrators account, or an
equivalent account that is part of the Domain Admins group. In the Domain list,
select or enter the Domain name.

If this computer is in a workgroup, enter an Administrators account, or an
equivalent account that is part of the Administrators group on the computer. In
the Domain list, select or enter the computer name.

The account that you designate for Backup Exec services, whether it is a new
account or an existing user account, is assigned the following rights:

m Authenticate as any user and gain access to resources under any user identity.
m Create a token object, which can then be used to access any local resources.
m Logon as a service.

m Administrative rights (provides complete and unrestricted rights to the
computer).

m Backup operator rights (provides rights to restore files and directories).
m Manage auditing and security log.
See “Required user rights for backup jobs” on page 319.

Due to security implementations in Microsoft Small Business Server, the service
account must be Administrator.

You cannot install Backup Exec with an account that has a blank password on
Windows Server 2003/2008 or XP computers unless Windows is configured to
allow it. If you try to do so, the following error message appears when Backup
Exec services are created:

The given password is not correct for account [server]\[username].
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You can, however, configure Windows to allow for blank passwords. For more
information, see your Windows documentation.

Changing service account information

On the media server, all Backup Exec services run in the context of a user account
that is configured for the Backup Exec system services.

Note: The Backup Exec service account and the Backup Exec System Logon Account
are set to the same user name when Backup Exec is installed. If you need to change
the user name for the service account is no longer used, then you should also
change the Backup Exec System Logon Account to use new credentials.

See “About the Backup Exec service account” on page 104.

To change service account information

1

2
3
4

On the Toolsmenu, click Backup Exec Services.

Click Services Credentials.

Click Change service account information.

Enter the user name, domain, and password for the new service account.

See “Service Account Information options” on page 105.

Service Account Information options

On the media server, all Backup Exec services run in the context of a user account
that is configured for the Backup Exec system services.

See “Changing service account information” on page 105.

Table 2-2 Service Account Information options

Item Description

Change service account information Enables you to change the user name,
domain, and password for the service
account.

User name Indicates the user name for the service
account.

Domain name Indicates the name of the domain for the

service account.
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Table 2-2 Service Account Information options (continued)
Item Description
New password Indicates the password for the service
account.
Confirm password Confirms the password that you typed in the

New password field.

Change startup options Lets you change the startup options for the
service account.

Automatic Indicates that the service account starts
automatically at system startup.

Manual Indicates that the service account does not
start automatically at system startup. You
must start it manually.

Disabled Indicates that the service account is disabled
at system startup.

Grant Backup Exec system service rights | Lets the service account have the system
to the service account service rights.

About changing Windows security

You can set up Windows security with the Backup Exec service account to protect
your data.

Depending on how the Windows network is configured, change security properties
for the following scenarios:

m Servers in one domain.

m Servers and selected workstations in one domain.

m Servers in more than one domain.

m Servers and workstations in more than one domain.

You can change Windows security to give the Backup Exec service account
administrative rights in the appropriate domains and workstations. You must
grant the Backup Exec service account administrative rights to give Backup Exec
access to the administrative shares (for example, C$) and the ability to protect
the Windows registry.
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Use the Active Directory Users and Computers tool and Domain and Trusts tool
in the Active Directory administrative tools group to change Windows security
properties.

See “Changing Windows security to back up servers (only) in one domain”
on page 107.

See “Changing Windows security to back up servers and selected workstations in
one domain” on page 107.

See “Changing Windows security to back up servers in more than one domain”
on page 108.

See “Changing Windows security to back up servers and workstations in more
than one domain” on page 109.

Changing Windows security to back up servers (only) in one domain

You can change Windows security to give the Backup Exec service account
administrative rights in the appropriate domains and workstations. You must
grant the Backup Exec service account administrative rights to give Backup Exec
access to the administrative shares (for example, C$) and the ability to protect
the Windows registry.

To change Windows security to back up servers (only) in one domain

¢ When prompted for a user name, add the name of an existing or new service
account (for example, Administrator) as a member of the local Administrators
group for the Domain. It is highly recommended that you also enter a
password.

Changing Windows security to back up servers and selected
workstations in one domain

You can change Windows security to give the Backup Exec service account
administrative rights in the appropriate domains and workstations. You must
grant the Backup Exec service account administrative rights to give Backup Exec
access to the administrative shares (for example, C$) and the ability to protect
the Windows registry.
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Table 2-3 How to change Windows security to back up servers and selected
workstations in one domain

Step Description

Step 1 Add the name of an existing or new service
account (for example, Administrator) as a
member of the Global Domain Admins group.

Step 2 Ensure that on each workstation in the
domain you want to back up, the Global
Domain Admins group is a member of the
workstation’s local Administrators group.

Changing Windows security to back up servers in more than one domain

You can change Windows security to give the Backup Exec service account
administrative rights in the appropriate domains and workstations. You must
grant the Backup Exec service account administrative rights to give Backup Exec
access to the administrative shares (for example, C$) and the ability to protect
the Windows registry.

Table 2-4 How to change Windows security to back up servers in more than
one domain

Step

Description

Step 1

Establish a One Way Trust Relationship
between the Host Domain (the domain in
which the media server resides) and the
Target Domains (the domains that are to be
backed up).

Do the following in the order listed:

m In the Host Domain, permit the Target
Domains to trust the Host Domain.

m Ineach Target Domain, trust the Host
Domain.

Step 2

In each Target Domain, add the Host
Domain’s name of an existing or new service
account (for example, Administrator) in the
local Administrators group.
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Changing Windows security to back up servers and workstations in
more than one domain

You can change Windows security to give the Backup Exec service account
administrative rights in the appropriate domains and workstations. You must
grant the Backup Exec service account administrative rights to give Backup Exec
access to the administrative shares (for example, C$) and the ability to protect
the Windows registry.

Table 2-5 How to change Windows security to back up servers and
workstations in more than one domain

Step Description

Step 1 Establish a One Way Trust Relationship
between the Host Domain (the domain in
which the media server resides) and the
Target Domains (the domains that are to be
backed up).

Do the following in the order listed:

m In the Host Domain, permit the Target
Domains to trust the Host Domain.

m Ineach Target Domain, trust the Host
Domain.

Step 2 In each Target Domain, add the Host
Domain’s name of an existing or new service
account (for example, Administrator) in the
local Administrators group.

Step 3 On each workstation to back up, add the Host
Domain’s name of an existing or new service
account (for example, Administrator) in the
Local Administrators group.

About Microsoft SQL Server 2005 Express Edition components installed
with Backup Exec

The Backup Exec installation program installs Microsoft SQL Server 2005 Express
Edition components that are required to run Backup Exec.

Backup Exec prompts you to do one of the following:

m Install the required Microsoft SQL Express components with Backup Exec and
create a default Backup Exec instance.
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m Select a Microsoft SQL Server 2005 (SP3) or SQL Server 2008 instance that
already exists on the network on which you want to run Backup Exec. If you
install Backup Exec on a computer that runs Windows Server 2008, you must
select a SQL Server 2008 instance.

During the installation process and upgrade process, Backup Exec stops and starts
the SQL service several times. Other user-created databases that use the SQL
Server instance are unavailable during the process. To avoid such conflicts, you
should install Backup Exec into its own SQL instance.

If you choose to install Backup Exec into an existing SQL 2005 instance, make
sure that SQL 2005 Service Pack 3 or later is installed before you continue with
the installation.

Caution: Backup Exec may not function properly if you install it into an existing
SQL instance that uses case-sensitive collation. Symantec recommends that you
avoid installing Backup Exec to a SQL instance that uses case-sensitive collation.

When Backup Exec is installed into an existing instance, the automated master
database restore feature is not available. To recover the Master database, you
must replace it with the Master database copy that Backup Exec automatically
creates and updates when the Master database is backed up.

You cannot install multiple Backup Exec databases on the same SQL Server
instance.

Note: If you are installing a managed media server, it is recommended that you
select alocal Microsoft SQL Server 2005 (SP3) instance or later on which to install
the Backup Exec database for this managed media server. Do not select the same
SQL Server instance that is used by the central administration server.

About Backup Exec’s standard features

When you enter a Backup Exec license key, you can select any of the following
additional features that are available for installation.

Table 2-6 Backup Exec’s standard features
Feature Description
Tape Device Drivers Installs the Symantec tape device drivers for all supported

tape devices that are attached to the server. If there are
no tape devices attached to your media server, uncheck
this option.
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Table 2-6 Backup Exec’s standard features (continued)
Feature Description
Online Documentation Installs the Backup Exec Administrator’s Guide in a pdf
file format.
Enable Robotic Library Enables support for tape libraries, or optical robotic
Support libraries and library storage systems. Backup Exec includes

support for one drive in every robotic library. Each
additional drive in a library requires a Library Expansion
Option license.

Copy Server Configurations

Enables you to copy jobs, selection lists, and job templates
between media servers. This option is recommended for
environments that contain multiple Backup Exec media
servers. This option is required for the Central Admin
Server Option.

Managed Media Server

Installs the managed media server component of the
Central Admin Server Option. You can install managed
media servers after you install a central administration
server.

Advanced Open File Option

Ensures that all files on a Windows computer are backed
up even if they are open and in use. This option is free
with each license of Backup Exec, Backup Exec Remote
Agent for Windows Systems, and Backup Exec application
agents and options. To control specific snapshot settings,
install the Advanced Open File Option along with the
Advanced Disk-based Backup Option.

Intelligent Disaster Recovery

Provides a recovery solution for both local and remote
Windows computers.

Virtual Tape Library Support

Provides support for every single-drive Virtual Tape
Library (VTL). You must purchase the Virtual Tape Library
Unlimited Drive Option to support additional drives in
each VTL.

If you select this option, the Enable Robotic Library

Support option is selected automatically. You cannot
uncheck Enable Robotic Library Support unless you
uncheck Virtual Tape Library Support.

All other options and agents require the purchase of additional licenses. Installing
a trial version enables many options that must be purchased separately and are

not included as part of Backup Exec.
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If you have a licensed version of Backup Exec, you can use a trial version of most
options and agents for a specified period of time.

See “Installing a trial version of Backup Exec agents and options” on page 160.

System requirements

The following are the minimum system requirements to run this version of Backup

Exec:

Table 2-7

Minimum system requirements

Item

Requirements

Operating system

You can find a list of compatible operating systems, platforms, and
applications at the following URL:

http://entsupport.symantec.com/umi/V-269-1

You cannot install a Backup Exec media server on a computer that
runs the Windows Server Core installation option of Windows Server
2008. You can only install the Backup Exec Remote Agent for Windows
Systems on Server Core computers.

You cannot install SQL Express or SQL Server 2005 on a Windows
Server 2008 computer that is configured in a Read Only Domain
Controller (RODC) role. The Read Only Domain Controller role does
not let you use the local accounts which are required for SQL Express
and SQL Server 2005. When you install Backup Exec on an RODC
computer you must select a remote SQL instance for the Backup Exec
Database .

Additional
application
support

You can use Backup Exec with Microsoft Windows Microsoft
Operations Manager (MOM) 2005.

Internet browser

Internet Explorer 6.0 or later. Service Pack 1 is required for SQL Server
2005 Express.

Processor

Intel Pentium, Xeon, AMD, or compatible.
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Table 2-7 Minimum system requirements (continued)
Item Requirements
Memory Required: 512 MB RAM

Recommended: 1 GB RAM (or more for better performance)

Note: RAM requirements may vary depending on the operations
performed, the options installed, and the specific computer
configuration.

For the Central Admin Server Option: 512 MB RAM required, 1 GB
recommended.

Virtual Memory Recommendations: 20 MB above the Windows
recommended size for total paging file size (total for all disk volumes).
Refer to your Microsoft Windows help documentation for instructions
on how to view or set the paging file size.

Installation disk
space

1.44 GB (Typical installation)
2.32 GB (Includes all options)

Note: Disk space requirements may vary depending on the operations
performed, the options installed, and the specific system configuration.
Backup Exec database and catalogs require additional space. An
additional 330 MB is required for SQL Express.

Other Hardware

The following hardware is recommended:

Network interface card or a virtual network adapter card.
CD/DVD drive.
(Recommended) A mouse.

(Optional for pager notification) Modem that Microsoft Windows
supports.
m (Optional for printer notification) Printer that Microsoft Windows
supports.

Storage Hardware

You can use storage media drives, robotic libraries, removable storage
devices, and non-removable hard drives.

You can find a list of compatible devices at the following URL:
http://entsupport.symantec.com/umi/V-269-2

Support is available for the first drive in each robotic library when
you purchase Backup Exec. To enable support for each additional
robotic library drive, you must purchase the Backup Exec Library
Expansion Option.
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Installing Backup Exec to a local computer

The Backup Exec installation media includes an installation program that guides
you through the installation process.

You can also use the installation program to upgrade from a previous version of
Backup Exec.

See “About upgrading from previous versions of Backup Exec” on page 172.

To install Backup Exec to a non-English version of Windows, download the SQL
Express SP3 setup file from the Microsoft Web site before you install Backup Exec
if all of the following are true:

m You want to use a local Backup Exec SQL Express instance.

m You have non-English SQL Server instances on the computer on which you
want to install Backup Exec.

If you upgrade from a previous version of Backup Exec that uses a non-English
version of Windows, you must download the SQL Express SP3 setup file for that
language from the Microsoft Web site.

Note: If you install Backup Exec through terminal services and the installation
media is on a shared drive (network share), you must install it using a UNC path.
Installation by mapped drives is not supported in this situation.

The installation process creates an installation log named Bkupinst.htm on the
computer where Backup Exec is installed.

See “About the installation log” on page 161.

After you install Backup Exec, you should perform the post-installation tasks.
See “Post-installation tasks” on page 173.

To install Backup Exec to a local computer

1 From the installation media browser, click Installation, and then click Start
the Backup Exec Installation.

If the Microsoft. NET Framework 3.5 SP1 is not already installed on this
computer, Backup Exec installs it. The installation of the Microsoft. NET
Framework may take some time.

On the Welcome panel, click Next.
Click I accept the terms of the license agreement, and then click Next.

Check Local Install, and then click Install Backup Exec software and options.
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Click Next.

For first-time installations and upgrade installations, the Backup Exec
Environment Check runs automatically after you click Next.

Review the results of the Environment Check.
Do one of the following:

m If the Environment Check does not reveal any issues that may prevent a
successful installation of Backup Exec, click Next.

m Ifthe Environment Check reveals any issues that may prevent a successful
installation of Backup Exec, click Cancel to exit the wizard. Correct the
issues before you attempt to install Backup Exec again.

Do one of the following:

If you do not have license keys Do the following in the order listed:

for Backup Exec and its options m  Go to https://licensing.symantec.com to

activate the product.

License keys are required to install Backup Exec

and its options. You can access the Web site

from any computer that has Internet access.
m When you receive your license keys, go to step

9.

If you have license keys for Go to step 9.
Backup Exec and its options

Select one of the following methods to enter license keys:

To enter license keys manually Do the following in the order listed:

m Type the Backup Exec license key into the
license key field.
m Click Add.

m Repeat for each license key for each option or
agent that you want to install.

To import license keys from a file Do the following in the order listed:

m Click Import from file.
B Select the besernum.xml file.

To install a trial version Leave the license key field blank.
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10

11

12

13

14
15

16

Click Next.

The license keys that you entered are saved to the besernum.xml file, which
is located in the %allusersprofile%\Application Data\Symantec\Backup Exec
directory.

Select any additional options or agents that you want to install.
See “About Backup Exec’s standard features” on page 110.
Click Next.

If you selected the File System Archiving Option or the Microsoft Exchange
Mailbox Archiving Option, the Archiving Option Environment Check runs.
The Archiving Option Environment Check verifies that the computer meets
the minimum requirements for installing and configuring Enterprise Vault.
If the computer does not meet the minimum requirements, you must uncheck
the archiving options or fix the errors before you can continue with the
installation.

Do one of the following:
To change the directory where  Click Change to select a new directory.

the Backup Exec files are
installed

To accept the default directory  Proceed to step 14.
(recommended)

Symantec recommends that you do not select a mount point as the destination
directory because if you delete the mount point, Backup Exec is uninstalled.

Click Next.

Provide a user name, password, and domain for an Administrator account
that the Backup Exec system services can use, and then click Next.

See “About the Backup Exec service account” on page 104.

On the Choose SQL Server panel, do one of the following to select a location
to store the Backup Exec Database .

The Choose SQL Server panel does not appear for upgrades. You cannot
change the database location during the upgrade process. If you want to
change the database location after the upgrade, use BE Utility.
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To create a local Backup Exec
SQL Express instance

To use an existing SQL Server
2005 or SQL Server 2008 instance -

Click Next.
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Do the following in the order listed:

m Click Create alocal Backup Exec SQL Express
instance to store the database on.

m Tochange the location of the Backup Exec SQL
Express instance, click Browse.

m Select the location, and then click OK.

Do the following in the order listed:

Click Use an existing instance of SQL Server
2005 (SP3aor later) or SQL Server 2008 on the
network to store the database on.

m Select the instance.

When Backup Exec is installed into an existing
instance, the automated master database restore
feature is not available. To recover the Master
database, replace it with the Master database copy
that Backup Exec automatically creates and
updates when the Master database is backed up.

Caution: During the installation process and
upgrade process, Backup Exec stops and starts the
SQL service several times. Other user-created
databases that use the SQL Server instance are
unavailable during the process. To avoid such
conflicts, you should install Backup Exec into its
own SQL instance.

Backup Exec attempts to connect to the instance.

If the Symantec Backup Exec Database panel appears, perform the following

steps to identify the location of the SQL Express SP3 setup file:

Click Browse.

Navigate to the location where you downloaded the SQL Express SP3 setup

file.
Click OK.
Click Next.
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19 Ifyouare prompted, select how the Symantec Device Driver Installer should
install device drivers for the tape storage devices that are connected to the
server, and then click Next.

Symantec recommends that you select Use Symantec device drivers for all
tape devices.

20 If you are prompted, enter information or choose settings for the additional
options that you want to install, and then click Next after each selection.

21 Read the Backup Exec installation summary, and then click Install.

The installation process takes several minutes to complete. During the process,
the progress bar may not move for several minutes.

22 When the installation is complete, you can run LiveUpdate, view the readme,
and create a shortcut to Backup Exec on the desktop.

23 Click Finish to close the installation wizard.

24 IfRestart System appears, restart the computer in order for the configuration
to take effect.

Installing additional Backup Exec options to the local
media server

You can install agents and options when you install Backup Exec. However, if you
have already installed Backup Exec and want to install additional options, review
the documentation for those options to ensure that your system meets all minimum
requirements. The Backup Exec services may be stopped while the additional
options are installed. If any active jobs are running, you are prompted to stop
them, or to wait for the jobs to finish.

See “Installing Backup Exec to a local computer” on page 114.

Note: If you install Backup Exec through Terminal Services and the installation
media is on a shared drive (network share) you must install using a UNC path.
Installation by mapped drives is not supported.

If you installed the trial version or the Not For Resale (NFR) edition of Backup
Exec, you can install trial versions of the additional options. If you have a licensed
version of Backup Exec, you can use a trial version of most options and agents for
a specified period of time.

See “Installing a trial version of Backup Exec agents and options” on page 160.
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Note: If the Central Admin Server Option is installed, and you want to install
additional options on a managed media server, you can pause the managed media
server. When a managed media server is paused, the central administration server
does not delegate jobs to it. When the installation is complete, un-pause, or resume,
the managed media server.

See “Pausing a managed media server in CASO” on page 1507.

To install additional Backup Exec options to the local media server

1

On the Tools menu, click Install Options and License Keys on this Media
Server.

On the Welcome panel, click Next.

Verify that Local Install and Additional Options are selected, and then click
Next.

Select one of the following methods to enter license keys:

To manually enter license Do the following in the order listed:

keys m Type alicense key into the license key field.

m Click Add.

m Repeat for each license key for each option or agent
that you want to install.

To import license keys from Do the following in the order listed:

afile m Click Import from file.

m Select the besernum.xml file.

To install a trial version Leave the license key field blank.

Click Next.
Select the additional options that you want to install, and then click Next.

If you are prompted, enter information or choose settings for the additional
options that you want to install. Click Next after each selection.

Read the Backup Exec installation summary, and then click Install.

The Backup Exec services are stopped while the additional options are
installed. If any active jobs are running, you are prompted to stop them, or
to wait for the jobs to finish.

When the installation is complete, the services are restarted.

Click Finish.
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Special considerations for installing Backup Exec to
remote computers

There are special considerations that you should be familiar with before you install
Backup Exec to remote computers.

Table 2-8 Special considerations for installing Backup Exec to remote
computers
Item Consideration
Windows XP To push-install Backup Exec to a Windows XP SP2/Server 2003

SP2/Server 2003 SP1 | computer, you must enable File and Printer Sharing on the
Windows Firewall Exceptions list for the following ports:

m 135 (RPC)
m 445 (TCP)

m 103X (mostly 1037)
m 441 (RPC)

For more information about the Windows Firewall Exceptions list,
refer to your Microsoft Windows documentation.

During the installation process, Backup Exec sets the Remote
Launch and Remote Access security permissions for the
Administrator’s group.

You should enable the "Allow remote administration exception"
group policy for the computer to which you push the installation.

Windows Server 2008 | To push-install Backup Exec to a computer that runs Windows
Server 2008, you must enable certain items on the destination
computer’s Windows Firewall Exceptions list. You must enable
the following items:

m File and Printer Sharing
® Windows Management Instrumentation (WMI)

For more information refer to your Microsoft Windows
documentation.

Symantec Endpoint To push-install Backup Exec to a computer that runs Symantec
Protection (SEP) 11.0 | Endpoint Protection (SEP) version 11.0 or later, you must configure
or later SEP to share files and printers. The file and printer sharing feature
is turned off by default.

See “Push-installing Backup Exec to remote computers” on page 121.
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Push-installing Backup Exec to remote computers

If you install Backup Exec through Terminal Services and the installation media
is on a shared drive (network share) you must use a UNC path. Installation by
mapped drives is not supported.

You can set up multiple server installations. Backup Exec processes up to five
remote computer installations concurrently.

Before, you install Backup Exec to remote computers, you should review the special
considerations.

See “Special considerations for installing Backup Exec to remote computers”
on page 120.

Note: You can also use Microsoft’s Add or Remove Programs utility to install
Backup Exec to a remote computer. See your Microsoft documentation for more
information.

The installation process creates an installation log named Bkupinst.htm on the
computer where Backup Exec is installed.

See “About the installation log” on page 161.
To push-install Backup Exec to remote computers

1 Do one of the following:

To push-install Backup Exec to remote Do the following steps in the order listed:

computers from the installation media m From the installation media browser,

click Installation, and then click Start
the Backup Exec Installation.

m On the Welcome panel, click Next.

m Select Iacceptthe termsof thelicense
agreement, and the click Next.

m UncheckLocal Install, and then check
Remote Install.

m  Click Next.

m  On the Remote Servers panel, click
Add.

m Toinstall Backup Exec on one remote
computer, select Add a Single Server,
or to install Backup Exec on multiple
computers using the same settings,
select Add Multiple Servers with the
Same Setting.
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To push-install Backup Exec to remote ~ On the Tools menu, click Install Agents
computers from the Backup Exec media and Media Servers on Other Servers.
server

Select Symantec Backup Exec, and then click Next.

Type the fully qualified name, IP address, or computer name of the remote
computer or click Browse to locate the remote computer.

4  C(Click Add to List, and then repeat steps 3 and 4 for each remote computer to
which you want to push-install the programs.

If you are push-installing from the installation media and you selected Add
a Single Server in step 1, you can skip this step.

5 Under Remote Computer Logon Credentials, type the credentials that Backup
Exec can use to connect to the remote servers.

You must use Administrator credentials. These remote computer logon
credentials are not the same as the Backup Exec service account credentials
in step 12.

6 Click Next.

Select one of the following methods to enter license keys:

To enter license Do the following in the order listed:

keys manually m Type alicense key into the license key field.

m Click Add.

B Repeat for each license key for each option or agent that you
want to install.

To import license Do the following in the order listed:

keys from a file m Click Import from file.

m Select the besernum.xml file.

To install a trial Leave the license key field blank.
version

Click Next.
Select the agents and options that you want to install, and then click Next.

10 In the Destination Folder field, enter the location where you want to install
Backup Exec.

11 Click Next.
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12 Complete the service account credentials options as follows:

13
14

User Name

Password

Domain

Click Next.

Do one of the following to select a location on which to store the Backup Exec

Type the user name for an Administrator account that the Backup
Exec services can use.

If the remote computer is in a domain, use a domain administrators
account or an equivalent account that is part of the domain
administrators group.

If the remote computer is in a workgroup, use an Administrators
account or an equivalent account that is part of the Administrators
group on the computer.

Type the password for an Administrator account that the Backup
Exec services can use.

If the computer is in a domain, select the domain in which the
computer is located.

If the computer is in a workgroup, select the computer name.

Database , and then click Next.

To create a local Backup Exec Do the following in the order listed:

SQL Express instance

m Click Create alocal Backup Exec SQL Express
instance to store the database on.

m To change the location of the database, type
the new location in the Destination Folder
field.
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15
16
17
18

19

To use an existing SQL Server Do the following in the order listed:

2005 or SQL Server 2008 instance m Click Use an existing instance of SQL Server

2005 (SP3aor later) or SQL Server 2008 on the
network to store the database on.
m Select the instance.

When Backup Exec is installed into an existing
instance, the automated master database restore
feature is not available. To recover the Master
database, you must replace it with the Master
database copy that Backup Exec automatically
creates and updates when the Master database is
backed up.

Caution: During the installation process and
upgrade process, Backup Exec stops and starts the
SQL service several times. Other user-created
databases that use the SQL Server instance are
unavailable during the process. To avoid such
conflicts, you should install Backup Exec into its
own SQL instance.

Backup Exec attempts to connect to the instance.

This step is skipped during upgrades.

Click Next.

Review the note about tape device drivers, and then click Next.
Click Next.

If you are prompted, enter information or choose settings for additional
options being installed, and then click Next or OK after each selection.

After Backup Exec validates the remote computers, you can change the list
in any of the following ways:

To manually add one remote computer  Click Add, and then click Add a Single
Server.

To manually add multiple remote Click Add, and then click Add Multiple
computers Servers with the Same Settings.
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To add multiple remote computers by
importing an existing list of computers

To change the product that you selected
to install or to change other properties
you selected for this installation

To delete a remote computer from the list

To save this list of remote computers and
the associated remote computer logon
credentials

To save the list of remote computers to
an XML file

To fix the errors that were located during
the validation

To enable Backup Exec to attempt to
re-validate an invalid remote computer

Click Import and Export, and then select
one of the following options:

m Select Import from File to enable
Backup Exec to add the names of the
remote computers from a selected list.

m Select Import Servers Published to
this Media Server to enable Backup
Exec to add the names of all the remote
computers that are set up to publish
to this media server.

You must enter remote computer logon
credentials for the list of remote
computers.

Select the remote computer that you want
to change, and then click Edit.

Select the remote computer that you want
to delete, and then click Delete.

Verify that Save the server list for future
remote install sessions is checked.

This option enables the names and the
credentials of all of the remote computers
to be added automatically the next time
you install Backup Exec or options to these
remote computers.

Click Import and Export, and then click
Export to File.

You can select the location to save the
Push_Export.xml file. This option is useful
if you want to use the same list for
multiple media servers. When you import
the list, you must re-enter the remote
computer logon credentials.

Right-click the name of the computer, and
then click Fix Errors.

Right-click the name of the computer, and
then click Retry Validation.

After all of the computers in the list are validated and the list is complete,

click Next.
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21 Read the Backup Exec installation review, and then click Install.
See “About the installation log” on page 161.
22 Click Next, and then click Finish to exit the wizard.

If you did not restart the remote computer, you may need to do it now in order
for the configuration to take effect.

About installing Backup Exec options to remote
computers

You can install the following options to remote computers:
m Remote Agent for Windows Systems

m Advanced Open File Option (AOFO)

m Desktop and Laptop Option (DLO) Desktop Agent

m Desktop and Laptop Maintenance Service

See “Push-installing the Remote Agent and Advanced Open File Option to remote
computers” on page 129.

See “Push-installing the Desktop Agent and DLO Maintenance Service from the
media server to remote computers” on page 132.

These features are push-installed to remote computers from a media server. Push
installations save time by eliminating the need for local access at the target
computer for the installation to be successful. You can install Backup Exec to as
many as five remote computers concurrently.

There are special considerations that you should be familiar with before you install
Backup Exec options on remote computers.

Table 2-9 Special considerations for installing Backup Exec options to remote
computers

Item Consideration

32-bit and 64-bit computers | If you try to push-install an option from a 32-bit computer
to a 64-bit computer, you may be prompted to insert the
64-bit installation media.
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Table 2-9 Special considerations for installing Backup Exec options to remote
computers (continued)

Item Consideration

Remote Agent for Windows You cannot push-install the Remote Agent for Windows
Systems Systems when the remote computer is in the ForceGuest
configuration and it is not in a domain. ForceGuest is an
operating system configuration that limits incoming users
to Guest-level access. Instead, use the installation media
or the network to install the Remote Agent on the
Windows computer.

See “Installing Backup Exec using the command line
(silent mode)” on page 148.

You can also turn off ForceGuest. In Windows XP,
ForceGuest is configured by the Use simple file sharing
option. In Windows Vista, ForceGuest is configured by
the Network Access: Sharing and security model for local
accounts settings. Refer to your Microsoft Windows
documentation for more information.

Backup Exec installs a command line version of the
Remote Agent on the computers that run the Server Core
installation option of Windows Server 2008. The Remote
Agent Utility command line applet is installed with the
Remote Agent. This applet lets you monitor Backup Exec
operations on the remote computer.

See “Remote Agent Utility Command Line Applet
switches” on page 1892.

Terminal Services If you install Backup Exec agents and options through
Terminal Services and the installation media is on a
shared drive (network share) you must install using a UNC
path. Installation via mapped drives is not supported.
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Table 2-9 Special considerations for installing Backup Exec options to remote
computers (continued)

Item Consideration

Windows XP SP2/Server 2003 | To push-install Backup Exec options to a Windows XP
SP1 SP2/Server 2003 SP1 computer, you must enable File and
Printer Sharing on the Windows Firewall Exceptions list
for the following ports:

m 135 (RPC)
m 445 (TCP)
m 103X (mostly 1037)
m 441 (RPC)

For more information about the Windows Firewall
Exceptions list, refer to your Microsoft Windows
documentation.

During the installation process, Backup Exec sets the
Remote Launch and Remote Access security permissions
for the Administrator’s group.

You should enable the "Allow remote administration
exception" group policy for the computer to which you
push the installation.

Windows Vista/Server 2008 | To push-install Backup Exec options to a computer that
runs Windows Vista/Server 2008, you must enable certain
items on the destination computer’s Windows Firewall
Exceptions list. You must enable the following items:

m File and Printer Sharing
m Windows Management Instrumentation (WMI)

For more information refer to your Microsoft Windows
documentation.

To push-install to a Windows Vista computer, the
destination computer must be part of a domain.

For more information, refer to the Microsoft Knowledge
Base.

Symantec Endpoint Protection | To push-install options to a computer that runs Symantec
11.0 or later Endpoint Protection (SEP) version 11.0 or later, you must
configure SEP to share files and printers. File and printer
sharing is turned off by default.
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Push-installing the Remote Agent and Advanced Open
File Option to remote computers

You can install the following options to remote computers:
m Remote Agent for Windows Systems
m Advanced Open File Option (AOFO)

Before you install Backup Exec options on remote computers, review the special
considerations.

See “About installing Backup Exec options to remote computers” on page 126.

The installation process creates an installation log named Bkupinst.htm on the
computer where Backup Exec is installed .

See “About the installation log” on page 161.

If there are problems installing the Backup Exec Remote Agent using this method,
you can try to manually install the Remote Agent.

See “Using a command prompt to install the Remote Agent on a remote computer”
on page 140.

To push-install the Remote Agent and AOFO to remote computers

1 Do one of the following:

To push-install Backup Exec options to Do the following steps in the order listed:
remote computers from the installation

X m From the installation media browser,
media

click Installation, and then click Start
the Backup Exec Installation.

m On the Welcome panel, click Next.

m Select Iacceptthe termsofthelicense
agreement, and the click Next.

m Uncheck Local Install, and then check
Remote Install.

m Click Next.

m On the Remote Servers panel, click
Add.

m To install Backup Exec on one remote
computer, select Add a Single Server,
or to install Backup Exec on multiple
computers using the same settings,
select Add Multiple Servers with the
Same Setting.
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11

12
13

To push-install Backup Exec options to ~ On the Tools menu, click Install Agents
remote computers from the Backup Exec and Media Servers on Other Servers.
media server

Select Remote Agent for Windows Systems, and then click Next.

Type the fully qualified name of the remote computer or click Browse to
locate the remote computer.

Click Add to List, and then repeat steps 3 and 4 for each remote computer to
which you want to push-install the options.

If you are push-installing from the installation media and you selected Add
a Single Server in step 1, you can skip this step.

Under Remote Computer Logon Credentials, type the credentials that Backup
Exec can use to connect to the remote servers.

You must use Administrator credentials.
Click Next.

Select Advanced Open File Option if you want to install it with the Remote
Agent for Windows Systems.

In the Destination Folder field, enter the path where you want to install the
files.

Click Next.

Verify that the option to enable the remote agent to publish information to
the media servers is selected.

Verify that the media servers to which you want to publish are listed. You
can add, edit, or remove media servers.

Click Next.

After Backup Exec validates the remote computers, you can change the list
in any of the following ways:

To manually add one remote computer  Click Add, and then click Add a Single
Server.

To manually add multiple remote Click Add, and then click Add Multiple
computers Servers with the Same Settings.
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To add multiple remote computers by
importing an existing list of computers

To change the product that you selected
to install or to change other properties
you selected for this installation

To delete a remote computer from the list

To save this list of remote computers and
the associated remote computer logon
credentials

To save the list of remote computers to
an XML file

To fix the errors that were located during
the validation

To enable Backup Exec to attempt to
re-validate an invalid remote computer

Click Import and Export, and then select
one of the following options

m Select Import from File to enable
Backup Exec to add the names of the
remote computers from a selected list.

m Select Import Servers Published to
this Media Server to enable Backup
Exec to add the names of all the remote
computers that are set up to publish
to this media server.

You must enter remote computer logon
credentials for the list of remote
computers.

Select the remote computer that you want
to change, and then click Edit.

Select the remote computer that you want
to delete, and then click Delete.

Verify that Save the server list for future
remote install sessions is checked.

This option enables the names of all of the
remote computers and their credentials
to be added automatically the next time
you want to install Backup Exec or options
to these remote computers.

Click Import and Export, and then click
Export to File.

You can select the location to save the
XML file. This option is useful if you want
to use the same list for multiple media
servers. When you import the list, you
must re-enter the remote computer logon
credentials.

Right-click the name of the computer, and
then click Fix Errors.

Right-click the name of the computer, and
then click Retry Validation.

After all of the computers in the list are validated and the list is complete,

click Next.
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15 Read the Backup Exec installation review, and then click Install.

See “About the installation log” on page 161.

16 Click Next, and then click Finish to exit the wizard.

If you did not restart the remote computer, you may need to do it now in order
for the configuration to take effect.

Push-installing the Desktop Agent and DLO
Maintenance Service from the media server to remote

computers

You can install the following options to remote computers:

m Desktop Agent

m DLO Maintenance Service

To push-install the Desktop Agent and DLO Maintenance Service to remote

computers

1 Onthe Tools menu, click Install Agents and Media Servers on Other Servers.

2 Select Desktop and Laptop Agent or DLO Maintenance Service, and then
click Next.

3 Type the fully qualified name of the remote computer or click Browse to
locate the remote computer.

4  C(Click Add to List, and then repeat steps 3 and 4 for each remote computer to
which you want to push-install the options.

5 Under Remote Computer Logon Credentials, type the credentials that Backup

Exec can use to connect to the remote servers.
You must use Administrator credentials.

Click Next.



Installing Backup Exec

Push-installing the Desktop Agent and DLO Maintenance Service from the media server to remote computers

After Backup Exec validates the remote computers, you can change the list

in any of the following ways:

To manually add one remote computer

To manually add multiple remote
computers

To add multiple remote computers by
importing an existing list of computers

To change the product that you selected
to install or to change other properties
you selected for this installation

To delete aremote computer from the list

To save this list of remote computers and
the associated remote computer logon
credentials

To save the list of remote computers to
an XML file

To fix the errors that were located during
the validation

To enable Backup Exec to attempt to
re-validate an invalid remote computer

Click Add, and then click Add a Single
Server.

Click Add, and then click Add Multiple
Servers with the Same Settings.

Click Import and Export, and then select
Import from File to enable Backup Exec
to add the names of the remote computers
from a selected list.

You must enter remote computer logon
credentials for the list of remote
computers.

Select the remote computer that you want
to change, and then click Edit.

Select the remote computer that you want
to delete, and then click Delete.

Verify that Save the server list for future
remote install sessions is checked.

This option enables the names of all of the
remote computers and their credentials
to be added automatically the next time
you want to install Backup Exec or options
to these remote computers.

Click Import and Export, and then click
Export to File.

You can select the location to save the
XML file. This option is useful if you want
to use the same list for multiple media
servers. When you import the list, you
must re-enter the remote computer logon
credentials.

Right-click the name of the computer, and
then click Fix Errors.

Right-click the name of the computer, and
then click Retry Validation.
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8 After all of the computers in the list are validated and the list is complete,
click Next.

9 Read the Backup Exec installation review, and then click Install.
See “About the installation log” on page 161.
10 Click Next, and then click Finish to exit the wizard.

If you did not restart the remote computer, you may need to do it now in order
for the configuration to take effect.

About installing the Remote Agent for Windows

Systems

You can install the Remote Agent for Windows Systems by using the following
methods, depending on your environment:

m Install the Remote Agent from the Backup Exec installation media by taking
the media to the computer and running the Backup Exec installation program.
See “Installing additional Backup Exec options to the local media server”
on page 118.

m Push-install the Remote Agent and the Advanced Open File Option (AOFO) to
one or more remote computers from the media server.
See “Push-installing the Remote Agent and Advanced Open File Option to
remote computers” on page 129.

m Push-install the Remote Agent and AOFO to aremote computer that is displayed
in the backup selections list.

See “Installing the Remote Agent and the Advanced Open File Option to a
remote computer in the backup selections list” on page 135.

m Use a Microsoft Active Directory network to centrally manage the installation
of the Remote Agent and the AOFO to computers in the network.
See “How to install the Remote Agent and Advanced Open File Option in an
Active Directory network” on page 135.

m Install the Remote Agent and AOFO by using command script files.
See “Using a command script to install the Remote Agent and AOFO ”
on page 143.

There are special considerations for installing the Remote Agent.

See “About installing Backup Exec options to remote computers” on page 126.
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Installing the Remote Agent and the Advanced Open File Option to a
remote computer in the backup selections list

As you are making backup selections, you can install the Remote Agent and the
Advanced Open File Option (AOFO) on computers that you want to back up.

Note: AOFO can only be installed on 32-bit computers that run Windows 2000/XP.

To install the Backup Exec Remote Agent and the Advanced Open File Option to a
remote computer in the backup selections list

1 Onthe navigation bar, click the arrow next to Backup.
2  Click New Backup Job.
3 Onthe View by Resource tab, do one of the following:

If the remote computer has been Do the following in the order listed:

added to Favorite Resources m Expand Favorite Resources.

m Expand Windows Systems.

If the remote computer has not Do the following in the order listed:

been added to Favorite Resources .
m Expand Domains.

m Expand Microsoft Windows Network.
m Expand the appropriate domain.

4  Right-click the computer that you want to install the Remote Agent and the
AOQFO to, and then click Install Remote Agent/Advanced Open File Option.

5 Use the installation wizard to complete the insallation.

See “Push-installing the Remote Agent and Advanced Open File Option to
remote computers” on page 129.

How to install the Remote Agent and Advanced Open File Option in an
Active Directory network

You can centrally manage the installation of the Backup Exec Remote Agent for
Windows Systems and the Advanced Open File Option (AOFO) to computers in
an Active Directory network. You configure the installation once, and then use a
Group Policy Object to assign that installation to computers in an Organizational
Unit. The options are installed automatically whenever a computer in the
Organizational Unit is started.
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Note: Review your organization’s deployment plans before you implement a rollout
of the Backup Exec Remote Agent and Advanced Open File Option to client
computers. You should also review your Group Policy Desktop Management and

Active Directory documentation.

Note: AOFO can only be installed on 32-bit computers that run Windows 2000/XP.

Table 2-10

Installing the Remote Agent and Advanced Open File Option in an

Active Directory network

Action

Description

Create a transform for the Remote Agent
and/or AOFO.

See “Creating a transform” on page 137.

A transform contains changes that you want
to make to the Remote Agent’s Windows
Installer package when a computer starts,
such as installation path, which computers
to publish to, and whether to install AOFO.
You must create separate transforms for
32-bit computers and 64-bit computers.

Requirements to create a transform are as
follows:

m The computer on which you want to
create the transform must have Microsoft
Windows 2000 or later.

m The computers on which you want to
install the Remote Agent must be
running MSI 3.1.

m The computers on which you want to
install the Remote Agent must be
running MSXML 6.0.

m Only assignment to computers is
supported. Assignment to users is not
supported.

Create a distribution point (share) that
contains the source file of the Remote Agent
that you want to install.

See “Creating a software distribution point
(share)” on page 138.

You must copy the transform that you
create, and the Backup Exec RAWS32 or
RAWSX64 directory, to the distribution
point.
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Table 2-10 Installing the Remote Agent and Advanced Open File Option in an

Active Directory network (continued)

Action

Description

Configure a Group Policy Object to assign | The software is installed automatically when
the transform and the RAWS32 or RAWSX64 | the computers in the Organizational Unit
directory in the distribution point to are started.

computers in an Active Directory
Organizational Unit.

See “Configuring a Group Policy Object”
on page 139.

Creating a transform

To install the Remote Agent and the Advanced Open File Option in an Active
Directory network, you must create a transform.

See “How to install the Remote Agent and Advanced Open File Option in an Active
Directory network” on page 135.

To create the transform

1 Do one of the following:

From the Backup Exec installation media browser, click Installation, and
then click Start the Backup Exec Remote Agent Installation.

From a media server on which Backup Exec is installed, go to \Program
Files\Symantec\Backup Exec\Agents\RAWS32 and double-click Setup.exe.

2 Onthe Welcome panel, click Next.

On the Install Type panel, click Create a Transform to use Active Directory
to install the Remote Agent, and then click Next.

4 On the Install Option panel, do the following:

Select the options that you want to include in the transform.

The configuration that you specify in the transform becomes the default
setting for a client computer in the Active Directory network when it
performs setup.

Enter the path where the Remote Agent will be installed on client
computers

To change the default path, click Change.

The path should not be a removable drive or a network drive.

5 Click Next.
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6 Do the following in the order listed:

m Verify that the option Enable the Remote Agent to publish the IP address
and name of the remote computer and the version of the Remote Agent
to media servers is selected.

m Click Add to enter the media server name or IP address of all of the media
servers that you want the Remote Agent to publish to after the transform
has been applied.

7 Click Next.

The computer that the Remote Agent is installed on is displayed in the media
server’s backup selection tree under Favorite Resources.

8 Enter a file name and a path where the transform will be created, and then
click Next.

To change the default path, click Change.

Use a meaningful file name for the transform. For example, the name could
include the names of the options in the transform and the platform you plan
to apply the transform to, such as RemoteAgentDefaultPathNoPublishing.

9 To create the transform, click Install.
10 After the transform is created, set up a distribution point for the source files.

See “Creating a software distribution point (share)” on page 138.

Creating a software distribution point (share)

To install the Remote Agent and the Advanced Open File Option in an Active
Directory network, you must create a software distribution point after you create
a transform.

See “Creating a transform” on page 137.

See “How to install the Remote Agent and Advanced Open File Option in an Active
Directory network” on page 135.

Table 2-11 How to create a software distribution point (share)
Step Description
Step 1 Create a shared folder, and then set

permissions so that client computers that
will run the installation have access to the
shared folder.
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Table 2-11 How to create a software distribution point (share) (continued)
Step Description
Step 2 Copy the following directories from the

media server to the shared folder:

m RAWS32 or RAWSX64
m MSXML

By default, these folders are located in
\Program Files\Symantec\Backup
Exec\Agents.

Step 3 Copy the transform from the path where it
was created to the RAWS32 or RAWSX64
directory on the shared folder.

Step 4 Configure a Group Policy Object to deploy
the source files.

See “Configuring a Group Policy Object”
on page 139.

Configuring a Group Policy Object

To install the Remote Agent and the Advanced Open File Option in an Active
Directory network, you must configure a Group Policy Object after you create a
software distribution point and create a transform.

See “Creating a transform” on page 137.
See “Creating a software distribution point (share)” on page 138.

See “How to install the Remote Agent and Advanced Open File Option in an Active
Directory network” on page 135.

To configure a Group Policy Object to deploy the software

1 From the Active Directory snap-in that manages users and groups, click
Properties, and create a new Group Policy Object or edit an existing one.

Refer to your Microsoft Windows documentation for information on creating
a Group Policy Object.

Under Computer Configuration, expand Software Settings.
Right-click Software Installation, click New, and then click Package.

4 On the File Open dialog box, browse to the software distribution point by
using the Universal Naming Convention (UNC) name, for example, \\server
name\share name, select the package file, and then click Open.
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10

11

12

Select the package file Symantec Backup Exec Remote Agent for Windows
Systems.msi, and then click Open.

When prompted, apply the Advanced Option.

After Active Directory checks the msi package, on the General Properties tab,
make sure the correct versions of the options are being installed.

On the Deployment tab, set up the configuration for your environment.

Make sure the option Make this 32-bit x86 application available to WIN64
machines is not selected.

If you want the Remote Agent to be uninstalled if the computer is removed
from the Organization Unit, select the option Uninstall this application when
it falls out of the scope of management.

On the Modifications tab, click Add, browse to the share, and select the
transform that you created.

Select Open, and make any other changes that are necessary, and then click
OK.

Close all of the dialog boxes.

When a computer in the Organizational Unit that you specified is started,
the transform is processed and the options that you specified are installed.

View the installation log that is created on the destination computers to verify
the installation of the Remote Agent and/or the AOFO.

Using a command prompt to install the Remote Agent on a remote
computer

You can install the Remote Agent by using a command prompt.

The installation process creates an installation log named RAWSinst.htm.

See “About the installation log” on page 161.
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To use a command prompt to install the Remote Agent on a remote computer

1

At a remote computer, map a drive letter to the Backup Exec media server
Agents directory. By default, the Agents directory is located at the following
path:

\Program Files\Symantec\Backup Exec\Agents

or you can copy the following folders to the same local directory:
To install to a 32-bit computer: RAWS32 and MSXML folders

To install to a 64-bit computer: RAWSX64 and MSXML folders

Open a command prompt and type the drive letter that you mapped in step
1 and the following path:

To install to a 32-bit computer: \RAWS32:

To install to a 64-bit computer: \RAWSX64:
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3 Do one of the following:

To install the Remote Agent to a 32-bit
computer without publishing enabled:

To install the Remote Agent to a 32-bit
computer with publishing enabled:

To install the Remote Agent to a 64-bit
computer without publishing enabled:

To install the Remote Agent to a 64-bit
computer with publishing enabled:

Run the following command:

setup.exe /RANT32: /S: -boot

Run the following command:

setup.exe /RANT32: /S: /ADVRT:
<media server name 1> <media

server name 2>

Run the following command:

setup.exe /RAWSX64: /S: -boot

Run the following command:

setup.exe /RAWSX64: /S: /ADVRT:
<media server name 1> <media

server name 2>

The Remote Agent is installed on the remote computer in the following

directory:

If you installed the Remote Agent to a
32-bit computer:

If you installed the Remote Agent to a
64-bit computer:

\Program Files\Symantec\Backup
Exec\RAWS

\Program Files\Symantec\Backup
Exec\RAWS

Using acommand prompt to uninstall the Remote Agent from a remote
computer

You can uninstall the Remote Agent by using a command prompt.
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To use a command prompt to uninstall the Remote Agent from a remote computer

1 At the remote computer, map a drive letter to the Backup Exec media server
Remote Agent directory using the following path:

To uninstall the Remote Agent from a
32-bit computer:

To uninstall the Remote Agent from a
64-bit computer:

\Program Files\Symantec\Backup
Exec\Agents\RAWS32

\Program Files\Symantec\Backup
Exec\Agents\RAWSX64

2 Open acommand prompt, and then type the drive letter that you mapped in

step 1.

3 Run the following command:

To uninstall the Remote Agent from a
32-bit computer:

To uninstall the Remote Agent from a
64-bit computer:

setup.exe /RANT32: /S: -u

The /s: parameter is used to run the
operation in silent mode, without the
benefit of a user interface. The -u
parameter specifies an uninstall
operation.

setup.exe /RAWSX64: /S: -u

Using a command script to install the Remote Agent and AOFO

You can use command script files to install the Remote Agent and the Advanced
Open File Option (AOFO). The command script files are included in the Remote

Agent installation directory.

The installation process creates an installation log named RAWSinst.htm.

See “About the installation log” on page 161.
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To use a command script to install the Remote Agent and AOFO

1 Map adrive letter to the Agents directory of a Backup Exec media server. By
default, the Agents directory is located at the following path:

\Program Files\Symantec\Backup Exec\Agents
2 Do one of the following:

To install the Remote Agent ona Double-click setupaa in the RAWS32 directory.
32-bit computer

Toinstall the Advanced Open File Double-click setupaofo in the RAWS32 directory.

Option on a 32-bit computer By default, the command script installs the option

automatically on the remote server in the following
directory:

\Program Files\Symantec\Backup Exec\RAWS

To install the Remote Agent ona Double-click setupaax64 in the RAWSX64
64-bit computer directory.

3 Ifyouinstalled the Advanced Open File Option, you must restart the remote
computer.

Using a command script to uninstall the Remote Agent and AOFO

One command script file is available to uninstall both the Remote Agent and the
AOFO. The uninstall command script removes both options together. You cannot
remove the options separately using the command script.
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To use a command script to uninstall the Remote Agent and Advanced Open File
Option

1

Map a drive letter to the Backup Exec media server by using one of the
following paths:

To a 32-bit computer \Program Files\Symantec\Backup
Exec\Agents\RAWS32

To a 64-bit computer \Program Files\Symantec\Backup
Exec\Agents\RAWSX64

Do one of the following:

For a 32-bit computer Double-click Removeaaofo.

For a 64-bit computer Double-click Uninstallaaofox64.

Note: This script applies only to the Remote Agent for
Windows Systems 12.5.

Both the Remote Agent and the Advanced Open File Option are removed from
the computer.

Restart the remote computer.

Installing the Remote Administrator

The Remote Administrator lets you administer the media server from a remote
Windows server or workstation. To support the Remote Administrator, the Backup
Exec system services must be running on the media server that you want to
administer.

To install the Remote Administrator

1

g ~ W N

From the installation media browser, click Installation.

Click Start the Backup Exec Installation.

On the Welcome panel, click Next.

Select I accept the terms of the license agreement, and then click Next.

Toinstall the Administration Console as a Remote Administrator, click Install
Remote Administration Console only, and then click Next.

To change the location where the files are installed, click Change to select
another directory for the installation.
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7  Click Next.
8 Review the installation summary, and then click Install.

9 Click Finish.

Running the Remote Administrator

The Remote Administrator lets you administer the media server from a remote
Windows server or workstation. To support the Remote Administrator, the media
server requires that the Backup Exec system services must be running.

You may be prompted for a user name and password to browse some network
shares even if you are logged into the Remote Administrator computer under an
account that is valid for those shares. Provide a domain-qualified user name and
password when prompted (for example, domain1\howard).

For workgroup accounts, when logging in between different workgroups, you can
provide only a user ID when prompted, and leave the workgroup line blank.

See “Installing the Remote Administrator ” on page 145.

To run the Remote Administrator

1 Click Start.

2 Point to Programs, and then click Symantec Backup Exec.

If you are connecting to aremote administration console from a media server,
on the Network menu, click Connect to Local Media Server to break the
connection. Click Connect to Media Server to connect to another media
server.

3 Select the appropriate options.
See “Connect to Media Server options” on page 146.

The status of the local services appears at the bottom of this dialog box. If
you try to connect to a server and the connection fails, this dialog box displays
the services status for the server you attempted to connect to.

4 Click OK.

Connect to Media Server options

On this dialog box, you can enter the credentials that are required to administer
a media server from a remote Windows server or workstation.

See “Running the Remote Administrator ” on page 146.
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Table 2-12 Connect to Media Server options
Item Description
Server Indicates the name of the media server. You

can select the name from the list or type the
name of the server if you are running the
Remote Administrator from a media server.

Each server in the domain that has Backup
Exec installed automatically appears in the
list box.

Low speed connection (RAS)

Minimizes the amount of information
initially retrieved from the media server to
which you are connected. When this option
is selected, views such as the device view and
the media view do not expand automatically
when the Administration Console is loaded.
This option reduces the time that is required
to connect to the remote media server.
Information for each view is updated when
the view is selected.

This option is useful if you connect to the
media server over a modem line.

User name

Indicates an administrator user name for the
server to which you want to connect.

You cannot log on to the remote
administration console with a user name that
has a blank password on Windows Server
2003/2008 and XP/Vista computers. You
must configure Windows to allow blank
passwords. Otherwise, the error message
"Logon failure: user account restriction"
appears. For more information, see your
Windows documentation.

Password

Indicates the password for the user.

Domain

Indicates the domain to which the user
belongs. You can select the domain from the
list or type the domain name.

Services

Lets you access the Backup Exec Services
Manager to stop and start services or to set
thelogon credentials that are used to run the
services.
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Installing Backup Exec using the command line (silent

mode)

Installing Backup Exec using the command line is referred to as Silent Mode
Installation. This method of installation uses the setup.exe program on the Backup
Exec installation media, a series of command switches, and the /S: switch.

Requirements for Command Line Installation include the following:

m Backup Exec installation media.

m Administrator privileges on the computer where you want to install, configure,

or uninstall Backup Exec.

The installation process creates an installation log named Bkupinst.htm on the
computer where Backup Exec is installed.

See “About the installation log” on page 161.

To install Backup Exec using the command line (silent mode)

1
2
3

Open a Windows command prompt.
Change to the drive containing the Backup Exec installation media.

Change directories to one of the following:

For 32-bit computers be\winnt\install\be32

For 64-bit computers \be\winnt\install\bex64

Type setup /Ts: and the appropriate switches. For example:

setup /TS: /USER:<user> /DOM:domain /PASS:password /SNO:license
key /S:

See “Command line switches for silent mode installation of Backup Exec”
on page 149.

If you use the command line switches without the /S: switch, the Backup Exec
installation program launches with the command line parameters as defaults
for the installation options. For example, if /S: had been left in the above

example, the Backup Exec installation program launches with the user name,
domain, password, and license key appearing on the installation dialog boxes.

Press Enter.
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Command line switches for silent mode installation of Backup Exec

The command line switches used for silent mode installation of Backup Exec are
described in the following table.

Note the following general rules for using these switches:

m Substitute values appropriate for your environment for values shown in italics;
for example substitute your password for password.

m Enclose the value in quotation marks if it contains spaces, such as "Operations

Weekly Backup".
Table 2-13 Command line switches for silent mode installation of Backup Exec
Switch Additional Switches Description
/TS: Installs Backup Exec
using the options
specified with the

additional switches.
The /USER:"user"
/DOM:"dm"
/PASS:"pw" is
required.
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Table 2-13

Command line switches for silent mode installation of Backup Exec

(continued)

Switch

Additional Switches

Description

/USER:"user"
/DOM:"dm"
/PASS:"pw"

Required. Specifies
an existing user,
domain, and
password for the
Backup Exec system
service account.
Silent mode
installation will not
create a user.

Note: When using
/PASS:, if a quote is
needed as part of the
password, specify it
as \". For example, if
the password is
pass"word, type it as
/PASS:pass\"word. If
the characters \" are
used as part of the
password, you must
precede each
character with a \.
For example, if the
password is
pass\"word, type it
as
/PASS:pass\\\"word.

/DEST:"path"

Specifies the path
where Backup Exec
will be installed.
Otherwise, the
default path
Program
Files\Symantec\Backup
Exec is used.

/DOCS:

Installs online
documentation.
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Table 2-13 Command line switches for silent mode installation of Backup Exec
(continued)
Switch Additional Switches Description
/NOINSTALL: Allows you to select
all install options
without actually
installing the Backup
Exec software. This
option can be used in
conjunction with the
/CPF: switch.
/SNO:license key Specifies one or

more license keys to
use for installing
Backup Exec and
additional options.
License keys are not
required to install
the Remote
Administrator. You
may specify up to 99
license keys. If none
are specified, then a
trial copy of Backup
Exec is installed.

The following
examples show how
the /SNO switch can
be used:

/SNO:s1

/SNO:s1 s2 s3 s4

Note: If you install
alicense for an
option or agent, you
must also type a
switch that specifies
the option or agent.
The switches that
specify an option or
agent are included in
this table.
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Table 2-13 Command line switches for silent mode installation of Backup Exec
(continued)
Switch Additional Switches Description
/TD:NEW or ALL /TD:NEW installs

tape drivers only for
drives that do not
have drivers loaded.

/TD:ALLinstalls tape
drivers for all drives.

Note: To install the
Symantec tape
drivers, the Windows
driver signing policy
must be set to
Ignore. See your
Microsoft Windows
documentation for
instructions on
changing the driver
signing policy.

/CPF:"path\filename.cpf"

Creates a file
containing all of the
installation
parameters
provided. Note that
the file is not
encrypted, which
exposes parameters.

/DBSERVER:<server\instance>

Installs the Backup
Exec database to the
specified SQL server.

/DBINSTPATH: <SQL Express destination folder>

Installs the default
instance of SQL
Express in the
specified folder.

/NOUPDATE:

Skips the installation
of Symantec
LiveUpdate.




Installing Backup Exec

Installing Backup Exec using the command line (silent mode)

Table 2-13 Command line switches for silent mode installation of Backup Exec
(continued)
Switch Additional Switches Description
/DISADVRT Installs the Remote
Agent without
publishing it.
/SQLXSETUP:<SQL Express Install Package> Specifies the

location of the
language-specific
install package for
Microsoft SQL
Server 2005 Express
Edition.

/LOADER:

Installs the Library
Expansion Option.

/IDR:

Installs the
Intelligent Disaster
Recovery Option.

/AOFO:

Installs the
Advanced Open File
Option.

/DLO:

Installs the Backup
Exec Desktop and
Laptop Option.

/DLO5:

Installs the five-user
version of the
Backup Exec Desktop
and Laptop Option.

/MMS:<CAS server name>

Creates a managed
media server for use
with the Central
Admin Server
Option.
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Table 2-13 Command line switches for silent mode installation of Backup Exec
(continued)
Switch Additional Switches Description
/CASOPVLLOCAL: <1 or 0> /CASOPVLLOCAL:<1>
indicates that device

and media data will
be stored locally on
the managed media
server. Use this

switch with /MMS:..

/CASOPVLLOCAL:<0>
indicates that device
and media data will
be stored on the
central
administration
server. Use this
switch with /MMS:..

/R3:

Installs the Backup
Exec Agent for SAP
Applications (SAP
Agent).

/SSO0:

Installs the SAN
Shared Storage
Option with this
server as the
primary server.

/SSO:server name

Installs the SAN
Shared Storage
Option with this
server as the
secondary and the
<server name> as
the primary.

/SHAREPT: Installs the Agent for
Microsoft
SharePoint.

JEXCH: Installs the Agent for

Microsoft Exchange
Server.
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Table 2-13 Command line switches for silent mode installation of Backup Exec
(continued)
Switch Additional Switches Description

/LOTUS: Installs the Agent for
Lotus Domino.

/ORACLE: Installs the Agent for
Oracle on Windows
or Linux Servers.

/SQL: Installs the Agent for
Microsoft SQL
Server.

JEV: Installs the Agent for
Enterprise Vault.

/NTA: Installs the Remote
Agent for Windows
Systems.

/ADBO: Installs the
Advanced
Disk-based Backup
Option.

/CASO: Installs the Central
Admin Server
Option.

/ADR: Installs the Active
Directory Recovery
Agent.

/NDMP: Installs the NDMP
Option.

/DB2: Installs the Agent for
DB2.

/MAC: Installs the Remote
Agent for Macintosh
Servers.

/RAULUS: Installs the Remote

Agent for Linux or
UNIX Servers.
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Table 2-13

Command line switches for silent mode installation of Backup Exec

(continued)

Switch

Additional Switches

Description

/VRTSRV:

Installs the Agent for
Microsoft Virtual
Server.

/VMWARE:

Installs the Agent for
VMware Virtual
Infrastructure.

/STORPROV:

Installs the Storage
Provisioning Option.

/DEDUPE:

Installs the
Deduplication
Option.

/EXCHARCH:

Installs the
Exchange Mailbox
Archiving Option.

/NTFS:

Installs the File
System Archiving
Option.

/VTL:

Installs the Virtual
Tape Library
Unlimited Drive
Option.

/FIXEDSPO:

Installs the Storage
Provisioning Option
- Basic.

/RMAL:

Installs the Remote
Media Agent for
Linux Servers.

/COPYCONFIG:

Installs the Copy
Server Configuration
option.

-?

Provides help on all
command line
operations, usage,
and special switches.
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Installing the Remote Administrator using the command line

You

can also use Silent Mode Installation to install the Remote Administrator.

Options for the Remote Administrator are specified with the use of additional
command switches.

To install the Remote Administrator using the command line

1 Open a Windows command prompt.
2 Change to the drive containing the Backup Exec installation media.
3 Change directories to one of the following:
For 32-bit computers \be\winnt\install\be32
For 64-bit computers \be\winnt\install\bex64
4 Type setup /RA: and the appropriate switches. For example:
setup /RA: /S:
The command line switches used for silent mode installation of the Remote
Administrator are described in the following table.
Remember the following general rules for using these switches:
m Substitute values appropriate for your environment for values in italics;
for example, substitute your password for password.
m Enclose the value in quotation marks if it contains spaces, such as
"Program Files\Symantec\Backup Exec".
Table 2-14 Command line switches for Remote Administrator silent mode
installation
Switch Additional Switches Description
/RA: Installs Remote

Administrator using
the options specified
with the additional
switches.
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Table 2-14

Command line switches for Remote Administrator silent mode

installation (continued)

Switch

Additional Switches

Description

/DEST:"path"

Specifies the path
where Remote
Administrator will
be installed.
Otherwise, the
default path
Program
Files\Symantec\Backup
Exec is used.

/DOCS:

Installs online
documentation.

/NOINSTALL:

Allows you to select
all install options
without actually
installing the Backup
Exec software. This
option can be used
with the /CPF:
switch.

/CPF:"path\filename.cpf"

Creates a file
containing all of the
installation
parameters
provided. Note that
the file is not
encrypted, which
exposes parameters
such as the password

-?

Provides help on all
command line
operations, usage,
and special switches.

Uninstalling Backup Exec using the command line

If Backup Exec is already installed, you can use the setup.exe program to uninstall

Backup Exec program files and Backup Exec data.
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To uninstall Backup Exec using the command line
1 Open aWindows command prompt.
2 Change to the drive containing the Backup Exec installation media.

3 Change directories to one of the following:

For 32-bit computers \be\winnt\install\be32

For 64-bit computers \be\winnt\install\bex64

4  Toremove the Backup Exec program files but keep all of the Backup Exec
data, type:

SETUP /UNINSTALL:

To remove the Backup Exec program files and the Backup Exec data, type:

SETUP /REMOVEALL:

Creating installation parameter files

If you use the command line switches without the /S: switch, the Backup Exec
installation program launches with the command line parameters as defaults for
the installation options. For example, suppose you type:

SETUP /TS: /USER:user /DOM:domain /PASS:password /SNO:license
key

The Backup Exec installation program is launched. The screens that allow you to
enter the logon credentials and the license key will appear with the information
you provided on the command line.

You can also use the /CPF: command to create a parameter file that contains all
of the command line options you provided. This parameter file can then be used
to provide the options for installing either Backup Exec or the Remote
Administrator. Note that the file is not encrypted, which exposes parameters such
as the password.

To create installation parameter files
1 Open aWindows command prompt.

2 Change to the drive containing the Backup Exec installation media.
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3 Change directories to one of the following:

For 32-bit computers \be\winnt\install\be32

For 64-bit computers \be\winnt\install\bex64

4 Typesetup /TS: and the appropriate switches, including /CPF: and the full
path name of the parameter file. For example, type:

setup /TS: /USER:user /DOM:domain /PASS:password /SNO:license
key /CPF:"A:\file name" /S:

Backup Exec will be installed on your server and a parameter file containing
the user name, domain, password, and license key will be saved to a floppy
diskette. You can use this parameter file to install to another computer.

Using installation parameter files

You can use the /CPF: command to create a parameter file that contains all of the
command line options you provided. This parameter file can then be used to
provide the options for installing either Backup Exec or the Remote Administrator.

See “Creating installation parameter files” on page 159.

To use installation parameter files

1 Open aWindows command prompt.

2 Change to the drive containing the Backup Exec installation media.
3 Change directories to \WINNT\ INSTALL\BE.

4 Type:SETUP /PARAMS:"A:\file name" /S:
5

If you want to overwrite a parameter, specify the new parameter. For example,
to change the password, type:SETUP /PARAMS:"A:\file name" /PASS:new

password/S:

Installing a trial version of Backup Exec agents and
options

You can install a trial version of most Backup Exec agents and options at any time
after the core product is licensed. Each agent and each option has its own
independent trial period. When a trial period is about to expire, Backup Exec warns
you with an alert.
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You can view a list of agents and options that are available for a trial period. You
can also view the amount of time that is left in each individual trial period.

See “Viewing license information” on page 168.
To install a trial version of Backup Exec agents and options

1 Onthe Tools menu, click Install Options and License Keys on this Media
Server.

Click Next.
Select the agents or options you want to evaluate.

Click Next.

g b~ W N

If you are prompted, enter information or choose settings for the additional
options that you want to install. Click Next after each selection.

6 Read the Backup Exec installation review, and then click Install.

The Backup Exec services are stopped while the additional options are
installed. If any active jobs are in progress, you are prompted to stop them,
or to wait for the jobs to finish.

When the installation is complete, the services restart.

7 Click Finish.

About the installation log

Backup Exec creates an installation log file, named Bkupinst.htm, when you install
Backup Exec and when you install patches. This log file can help you troubleshoot
installation problems. The log file provides links to TechNotes for the most
common errors. If you install the Remote Agent for Windows Systems, a log file
called RAWSinst.htm is also created.

In addition, the text in the log file uses the following colors so you can identify
warnings and errors:

Table 2-15 Installation log colors
This color Indicates
Black Normal operations
Orange Warning messages
Red Error messages

For most versions of Windows, Bkupinst.htm is saved in:
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%allusersprofile%\Application Data\Symantec\Backup Exec\Logs.

The Application Data folder is a hidden folder. If you do not see the Application
Data folder, refer to the Microsoft Windows documentation for instructions on
how to display hidden folders.

Repairing Backup Exec

If you have missing or corrupted Backup Exec files or registry keys on the local
media server, run the Repair option. The program stops all Backup Exec services,
reinstalls corrupted files and registry keys, reinstalls tape devices (stand-alone
drives and libraries), and restarts the services. The database is not reinstalled.

Any changes made to Backup Exec program files and registry keys will be reset
to the original settings.

To repair Backup Exec
1 Close the Backup Exec application.
2 From the Windows Control Panel, double-click Add or Remove Programs.

3 Atthe Add or Remove Programs dialog box, select Symantec Backup Exec,
and then click Change.

On the Welcome panel, click Next.

Select Local Install and Repair, and then click Next.
Make sure the option Remote Install is not selected.
Select Install.

If you are prompted to enter credentials for the Backup Exec service account,
type the correct credentials.

8 Click Finish.

Starting and stopping Backup Exec services

You can start, stop, and restart Backup Exec services.
To start or stop Backup Exec services

1 On the Tools menu, click Backup Exec Services.
2  Select the appropriate options.

See “Backup Exec Services Manager options” on page 163.
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Backup Exec Services Manager options

You can start, stop, and restart Backup Exec services.

See “Starting and stopping Backup Exec services” on page 162.

Table 2-16 Backup Exec Services Manager options

Item Description

Server Indicates the name of a server for which you want to start, stop,
or restart services. You can type the name of a server or import
alist of servers.

Add Enables you to add the name of a server for which you want to
start, stop, or restart services.

Import List Enables you to import a list of servers for which you want to
start, stop, or restart services.

Start all services Starts all Backup Exec services for the selected server.

Stop all services Stops all Backup Exec services for the selected server.

Restart all services Stops all Backup Exec services and then restart the services for
the selected server.

Services credentials Changes service account information or changes startup options.

Refresh Refreshes this dialog box.

Remove Servers Removes a selected server or servers from the server list.

Uninstalling Backup Exec

Use Microsoft’s Add or Remove Programs option to remove Backup Exec from a

computer. For additional information on Add or Remove Programs, refer to your

Microsoft documentation.

Uninstalling Backup Exec also removes Symantec tape class drivers. If you reinstall
Backup Exec and want to use Symantec tape class drivers, you must reinstall them.

Note: When using the Shared Storage Option, you must uninstall Backup Exec
from the secondary servers before uninstalling it from the primary server.
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Uninstalling Backup Exec options from the local media server

To uninstall Backup Exec

1
2
3

Close Backup Exec.
From the Windows Control Panel, select Add or Remove Programs.

On the Add or Remove Programs dialog box, select Symantec Backup Exec,
and then click Remove.

When you are prompted to confirm that you want to uninstall Backup Exec
from your computer, click Yes.

If you want to remove all of the files that are associated with Backup Exec,
click Yes, please remove Backup Exec and all of its associated files from the
system.

Click Next.

If the uninstall program fails, click View Installation Log File for additional
information.

If you are prompted, restart the computer.

Uninstalling Backup Exec options from the local media

server

The install wizard removes Backup Exec options from the local media server. All
corresponding files, registry keys, and configurations are removed.

To uninstall Backup Exec options from the local media server

1

g A W N

On the Tools menu, click Install Options and License Keys on this Media
Server.

On the Welcome panel, click Next.
Under Local Install, click Additional Options.
Click Next.

On the License Keys panel select the license key of the option that you want
to uninstall, and then click Remove.

Click Next.

On the Configure Options panel, verify that the option you want to remove
is not checked, and then click Next.

Read the installation summary, and then click Install to start the process.

When the install wizard has completed, click Finish.
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About updating Backup Exec with LiveUpdate

Symantec LiveUpdate, which provides updates, upgrades, and new versions of
Backup Exec, is installed automatically with Backup Exec. If you enable the
automatic update option, you can configure LiveUpdate to poll the main Symantec
Web server on a scheduled interval. The automatic update option only searches
for Backup Exec updates. It does not show updates for other Symantec products
that use LiveUpdate. Likewise, when LiveUpdate is scheduled to automatically
update other Symantec products, it does not search for Backup Exec updates.

Note: By default, LiveUpdate checks for updates every Sunday night at 10pm. If
there is an update, LiveUpdate notifies you with an alert.

In addition to scheduling LiveUpdate, you can also run it manually at any time.
You can access LiveUpdate from several locations in Backup Exec. However, you
cannot access it from the Windows Start menu.

Caution: During the installation and upgrade processes, Backup Exec stops and
starts the SQL Server service several times. Other user-created databases that
use the SQL Server instance are unavailable during the installation or upgrade
process. To avoid such conflicts, you should install Backup Exec into its own SQL
instance.

Backup Exec installs the latest version of LiveUpdate. If a previous version of
LiveUpdate is detected on the computer, Backup Exec upgrades it.

You can view any hot fixes or service packs that are installed on the media server.
See “Viewing installed updates” on page 168.

LiveUpdate installs updates on the Backup Exec media server. You can then
push-install or manually copy those updates to Backup Exec Remote Agents.

If LiveUpdate installs any files, the Bkupinst.htm installation log file is updated
with information about those files.

You can use the LiveUpdate Administrator Utility with LiveUpdate. The LiveUpdate
Administrator Utility allows an administrator to modify LiveUpdate so that
network users can download program and virus definition updates from an internal
server rather than going to the Symantec LiveUpdate server over the Internet.

Go to ftp://ftp.symantec.com/public/english_us_canada/liveupdate/luadmin.pdf
See “About scheduling automatic updates using LiveUpdate” on page 166.

See “Running LiveUpdate manually” on page 168.


ftp://ftp.symantec.com/public/english_us_canada/liveupdate/luadmin.pdf
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See “About the installation log” on page 161.

About scheduling automatic updates using LiveUpdate
You can schedule LiveUpdate to check for updates as follows:
m Once on a specific date at a specific time
m Every day at a specific time
m Every week on a specific day of the week and at a specific time
m Every month on a specific day of the month and at a specific time

When you schedule automatic updates through Backup Exec, the settings apply
only to updates for Backup Exec. Changes that you make to the LiveUpdate
schedule for Backup Exec do not affect the schedule for any other software
applications that use LiveUpdate.

At the scheduled time, LiveUpdate automatically connects to the appropriate Web
site, and then determines if your files need to be updated. Depending on the options
that you select, Backup Exec either downloads and installs the files in the proper
location or sends an alert to notify you that updates are available.

Backup Exec sends the following LiveUpdate alerts:

Table 2-17 LiveUpdate alerts
Backup Exec sends this alert When
LiveUpdate Informational Alert An update is installed successfully.
LiveUpdate Warning Alert An update is installed successfully. However,
you must restart the computer.
LiveUpdate Error Alert An update fails to install.

See “Scheduling automatic updates using LiveUpdate” on page 166.

Scheduling automatic updates using LiveUpdate
You can schedule LiveUpdate to check for updates for Backup Exec.
See “About scheduling automatic updates using LiveUpdate” on page 166.
To schedule automatic updates using LiveUpdate
1 On the Tools menu, click Options.

2 Onthe properties pane, under Settings, click LiveUpdate.
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3 Complete the appropriate options.

See “Default options for LiveUpdate” on page 167.

4 Click OK.

Default options for LiveUpdate

You can schedule LiveUpdate to check for updates for Backup Exec.

See “Scheduling automatic updates using LiveUpdate” on page 166.

Table 2-18 Default options for LiveUpdate

Item

Description

Enablescheduled automatic
updates

Lets you schedule automatic updates, and then choose the
frequency of the updates.

Automatically download
and install all available
updates

Enables Backup Exec to download and install all updates
that are available without prompting you first.

Only notify me of available
updates

Enable Backup Exec to alert you when updates are available.
Updates are not downloaded or installed. This option is the
default.

If you select this option, you need to run LiveUpdate
manually to download and install the available updates.

Once

Enables Backup Exec to check for new updates only on the
date and time that you specify in the On and At fields.

Daily

Enables Backup Exec to check for new updates every day.
In the At field, enter the time to check for new updates.

Weekly

Enables Backup Exec to check for new updates once a week.
In the Every field, select the day of the week on which to
check for updates. In the At field, enter the time to check
for new updates.

Monthly

Enables Backup Exec to check for new updates once a month.
In the Every field, select the day of the month on which to
check for updates. In the At field, enter the time to check
for new updates.

Interval

Lets you set the date and time that you want Backup Exec
to check for new updates.
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Running LiveUpdate manually

You can either set a schedule for LiveUpdate or run LiveUpdate manually at any
time to check for updates. You can configure LiveUpdate to run in either Interactive
mode or Express mode. Interactive mode gives you the flexibility to choose which
updates you want to install. Express mode automatically installs all of the Backup
Exec updates. For information about how to change the LiveUpdate mode, see the
LiveUpdate documentation.

Note: By default, LiveUpdate is configured for Interactive mode. If you change it
to Express mode you must cancel the LiveUpdate session and restart it before the
change takes place.

To run LiveUpdate manually
1 On the Tools menu, click LiveUpdate.
2 Do one of the following:

If LiveUpdate is set for Express mode Click Start.

If LiveUpdate is set for Interactive mode Click Next.

Viewing installed updates

You can view hot fixes and service packs that are installed on a media server. You
must be logged on with administrator privileges.

If a hot fix is installed prior to a service pack, that hot fix no longer displays as
installed since the service pack contains the hot fix.

A hot fix that is offered after the service pack is released is displayed with the
prior service pack.

To view installed updates
1 Onthe Help menu, click About.
2 Click Installed Updates.

Viewing license information

You can view information about the Backup Exec options that are licensed and
installed on a media server. You can also view a list of agents and options that are
available for a trial, as well as how much time is left in each individual trial period.
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See “Adding licenses” on page 170.
To view license information

¢ Do one of the following:

To view license information from Do the following in the order listed:

the Help menu m On the Help menu, click About.

m Click License Information.

To view license information from Do the following in the order listed:

the media server properties On the navigation bar, click Devices.

Select the media server from the tree view.

m Under General Tasks in the task pane, click
Properties, and then click License
Information.

See “License information options” on page 169.

License information options

You can view information about the Backup Exec options that are licensed and
installed on a media server.

See “Viewing license information” on page 168.

Table 2-19 License Information options
Item Description
Option Lists the names of the available Backup Exec
options.
Licensed Displays Yes if the option is licensed on the media

server. Displays No if the option is not licensed.

Installed Displays Yes if the option is installed on the media
server. Displays No if the option is not installed.

If the option is installed, it may still require some
additional configuration.
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Table 2-19 License Information options (continued)
Item Description
Trial Lists the following statuses:

B Available
m  Expired
m N/A

If the option is in a trial period, the remaining
number of days in the trial period appears.

Maintenance Indicates whether a maintenance contract exists
for the option.

Adding licenses

You can add licenses to activate additional agents or options at any time. If the
trial period runs out on an agent or option, you need to enter a license key to
continue to use it.

For information about how to obtain a license key, contact your reseller, or go to
the following URL:

https://licensing.symantec.com
To add licenses

1 On the Tools menu, click Install Options and License Keys on this Media
Server.

Click Next.

Verify that Local Install and Additional Options are selected, and then click
Next.

4 Select one of the following methods to enter license keys:

To manually enter Do the following in the order listed:

license keys m Type alicense key into the license key field.

m Click Add.

B Repeat for each license key for each option or agent
that you want to install.

To import license keys Do the following in the order listed:

from a file m Click Import from file.

m Select the besernum.xml file.


https://licensing.symantec.com
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Click Next.

Verify that the additional options are selected for installation, and then click
Next.

7 If you are prompted, enter information or choose settings for the additional
options that you want to install. Click Next after each selection.

8 Read the Backup Exec installation review, and then click Install.

The Backup Exec services stop while the agents or options are installed. If
any active jobs are in progress, you are prompted to stop them, or to wait for
the jobs to finish.

When the installation is complete, the services are restarted.

9 Click Finish.

Finding installed licenses in your environment

The License Assessment Tool lets you run a license key scan on the computers on
which the following are installed:

m Backup Exec 2010
m Backup Exec System Recovery
Both of these products are Backup Exec installations.

On each Backup Exec installation for which you run a license key scan, the License
Assessment Tool reviews the resources that are backed up. Resources are files
such as Windows shares, or application databases such as Microsoft SQL Server.
A report compares the number of resources that are backed up with the number
of license keys that are installed.

Note: Scans for time periods and date ranges do not apply to the Backup Exec
Archiving Option. Only the resources that are backed up by Remote Agents are
scanned if you select a time period or date range.

The License Assessment Tool report provides the following information:

m The number of additional licenses that are recommended for a Backup Exec
installation.

m The versions of Backup Exec that are installed so that you can consider
purchasing upgrades.
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Running the License Assessment Tool does not ensure license compliance. For
more information about licensing, contact your reseller, or go to the following
URL:

https://licensing.symantec.com
To find installed licenses in your environment
1 On the Tools menu, click Backup Exec License Assessment Tool.

2 Follow the on-screen prompts.

About upgrading from previous versions of Backup

Exec

You can use the Backup Exec installation media to upgrade from Backup Exec
version 11d and later to the current version. No separate upgrade utility is
necessary. The current version of Backup Exec replaces any previous versions.
Separate installations of different versions cannot exist on the same computer.
Most settings and all catalogs and all data directories from previous versions of
Backup Exec are kept, unless you choose to remove them.

A Backup Exec Remote Administration Console that runs the current version of
Backup Exec can manage media servers on which Backup Exec version 11d and
later is installed. However, if the media server uses a previous version of Backup
Exec, you cannot use any of the new features of the current version. If you want
to use the features of the current version, you must use the current version on
both the Remote Administration Console and the media server. A Remote
Administration Console that uses a previous version of Backup Exec cannot be
used with a media server on which the current version is installed.

Before you upgrade Backup Exec, do the following:

m Delete the job histories and the catalogs that you no longer need to shorten
the upgrade window.

m Run a database maintenance job.

m Upgrade any existing instances of SQL Server 2000 to either SQL Server 2005
with SP3 or to SQL Server 2008.

You cannot change the configuration of your media servers during an installation.
For example, you cannot change a central administration server to a managed
media server. If you want to change the configuration of your media servers, do
it either before or after you upgrade to the current version. You cannot change
the database location during the upgrade process. If you want to change the
database location after the upgrade, use BEUtility
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Toupgrade the options that are installed on remote computers, you must reinstall
them. Options that are push-installed are not upgraded until you reinstall them.
The Remote Agent for Windows Systems and the Advanced Open File Option are
push-installed.

Post-installation tasks

For best results before starting Backup Exec, do the following:

Make sure that your storage devices are connected and configured properly.
See “About storage devices” on page 425.

Decide if your backup will be to a tape device or a disk device. You can configure
both devices when you prepare your Backup Exec environment.

Note the following:

m If you're backing up to a tape device, verify that the device is supported.
You can install drivers for the devices when you configure your Backup
Exec environment.

m If you're backing up to a disk device using the Backup-to-Disk feature,
decide where you can create a backup folder. You should create it on a disk
that won’t be included in the backup jobs and that has enough free space
to contain the backup job.

See “About backup-to-disk folders ” on page 480.

Understand how Backup Exec provides overwrite protection for your media.
See “About media overwrite protection” on page 210.

Understand the default media set and its infinite overwrite protection period.
See “About media in Backup Exec” on page 207.

Learn about creating new media sets with weekly, monthly, or quarterly
retention periods.
See “About the default media set” on page 214.

Decide which resource credential you want your Backup Exec logon account
to use when browsing and making backup selections. You can use an existing
Backup Exec logon account, or create a new one.

See “Creating a Backup Exec logon account” on page 179.

Decide the format that you want to display all reports, either HTML or Adobe
Portable Document Format (PDF). The default setting is HTML.
See “Setting default options for reports” on page 703.
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Configuring Backup Exec
settings and options

This chapter includes the following topics:

About configuring Backup Exec

About configuring logon accounts

About Backup Exec defaults

About job priority

Changing the default device and media set for jobs
Changing default preferences

Copying configuration settings to another media server
Copying logon account information

About audit logs

About database maintenance

Viewing the location of Backup Exec databases
Hiding columns

Showing a hidden column

Rearranging columns

Sorting column information

Viewing properties
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About configuring Backup Exec

During installation and prior to first use, you configure several Backup Exec
features, such as a default logon account, database information, and audit log
settings. Configuring Backup Exec lets you standardize Backup Exec before jobs
are created and run.

You can perform the following initial operations:

m Configure logon accounts.
See “About configuring logon accounts” on page 176.

m Set the default Backup Exec logon account.
See “About the default Backup Exec logon account” on page 177.

m Create new Backup Exec system logon accounts.
See “About the Backup Exec System Logon Account” on page 181.

m Copy configuration settings and logon information to another media server.
See “Copying configuration settings to another media server” on page 190.

m Configure audit logs.
See “About audit logs” on page 196.

m Configure database maintenance.
See “Configuring database maintenance” on page 200.

m Configure and organize columns in Backup Exec.
See “Hiding columns” on page 204.

About configuring logon accounts

A Backup Exec logon account stores the credentials of a user account that you
use to access aresource, such as a Windows computer. Backup Exec logon accounts
enable Backup Exec to manage user names and passwords and can be used to
browse resources or process jobs. Using Backup Exec logon accounts enables you
to apply credential changes to the jobs that use them.

Backup Exec logon accounts are used to browse local and remote resources.
Whenever the Backup Exec logon credentials are passed between the media server
and the remote resource, the credentials are encrypted.

Backup Exec logon accounts can also be associated with selection list entries at
the device level such as shares, databases, etc. If you need to edit the credentials,
you can edit the Backup Exec logon account and the changes will be applied to
the selected resources that use the Backup Exec logon account.
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Backup Exec logon accounts are not user accounts. When you create a Backup
Exec logon account, an entry for the account is entered into the Backup Exec
database; no operating system accounts are created. If your user account
credentials change, you must update the Backup Exec logon account with the new
information. Backup Exec does not maintain a connection with the user account.

You can view, create, delete, edit, and replace Backup Exec logon accounts.

The following types of logon accounts are included in Backup Exec:

Table 3-1 Types of logon accounts

Type of logon account Description

Default Backup Exec logon Used to browse local and remote resources, make backup
account job selections, and restore data.

See “About the default Backup Exec logon account”

on page 177.
Backup Exec system logon Used to access most or all of your resources. It contains
account the Backup Exec Services credentials.

See “About the Backup Exec System Logon Account”
on page 181.

Backup Exec logon account Used to manage Backup Exec user names and passwords,
browse local and remote resources, process jobs, and
apply credential changes to the jobs that use them.

See “Creating a Backup Exec logon account” on page 179.

See “Creating a Backup Exec logon account” on page 179.

About the default Backup Exec logon account

The default Backup Exec logon account enables you to browse, make selections,
or restore data. The first time you start Backup Exec, you must specify a default
Backup Exec logon account using the Logon Account Wizard. You can select an

existing Backup Exec logon account or create a new one.

You can create multiple Backup Exec logon accounts; however, each Backup Exec
user can only have one default Backup Exec logon account.

Your default Backup Exec logon account enables you to perform the following:

m Browse resources. Your default Backup Exec logon account enables you to
browse local and remote resources when you create backup jobs. To browse
resources, each user must have a default Backup Exec logon account that is
associated with their user account. The Backup Exec logon account does not
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have to be the same user name as the user that is used to log on to Backup
Exec.

For example, you are logged on to a media server named MEDIASERVER as
the local Windows administrator. When you start Backup Exec, you are
prompted to create a default Backup Exec logon account for the local
administrator because one does not exist. You can create a Backup Exec logon
account for the local administrator that has the credentials for a domain
administrator. The Backup Exec logon account will have the following
properties:

User name: DOMAIN\Administrator

Description: MEDIASERVER\Administrator Default Account

Owner: MEDIASERVER\Administrator

When you change your default Backup Exec logon account, you can use your
new default Backup Exec logon account to browse resources immediately; you
do not have to restart your system in order for the changes take effect.

m Make backup selections. You can select a different Backup Exec logon account
when you make selections for backup. If your default logon account does not
have rights, the Logon Account Selection dialog box appears and enables you
to create or select a different Backup Exec logon account. You can also change
the Backup Exec logon account when making backup selections using the
Connect As command in the context menu.

See “How to use Backup Exec logon accounts for SQL resources” on page 1208.
See “Requirements for accessing Exchange mailboxes ” on page 1077.

m Restore. You can assign Backup Exec logon accounts to resources when you

create restore jobs. The default Backup Exec logon account is used unless you

choose a different Backup Exec logon account when you create the restore job,
in Resource Credentials in the Restore Job Properties.

See “Changing your default Backup Exec logon account” on page 184.

See “About Backup Exec restricted logon accounts” on page 178.

About Backup Exec restricted logon accounts

Backup Exec logon accounts can be common or restricted. When you create a
Backup Exec logon account, you can designate it as a restricted account. To use
arestricted logon account, you must be the owner of the logon account or you
must know the password for the logon account. The person who created the logon
account is the owner. If you authorize only a few people to back up or restore data,
you can make the logon account a restricted logon account.

The main reasons to restrict a logon account are as follows:

m To help you limit access to the resources available for backup.
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m To help you limit the computers to which you can restore.

When you use arestricted logon account to select the resources for a job, the logon
account information is saved with the selection list. Anyone who tries to edit the
job must provide the password to the restricted logon account. Backup Exec loads
the selections for that job only when the password for the restricted logon account
is provided.

See “Creating a Backup Exec logon account” on page 179.

See “Editing a Backup Exec logon account” on page 181.

Creating a Backup Exec logon account

You can create Backup Exec logon accounts using the Logon Account Wizard,
which guides you through the creation of a Backup Exec logon account, or by
using the Logon Account Management dialog. You can enter Backup Exec logon
account property information when you create the Backup Exec logon account;
however, Backup Exec assigns the Backup Exec logon account owner to the user
name you used to log on to Backup Exec. The owner of the Backup Exec logon
account cannot be modified.

See “Editing a Backup Exec logon account” on page 181.

See “Replacing a Backup Exec logon account” on page 183.

See “Changing your default Backup Exec logon account” on page 184.
To create a Backup Exec logon account

¢ Do one of the following:

To create a new logon account by using  On the Tools menu, click Wizards > Logon
the Logon Account wizard Account Wizard..

The wizard guides you through the setup
process.

To create a new logon account manually Do the following in the order listed:

1 On the Network menu, click Logon
Accounts.

2 Click New.
3 Enter the appropriate options.

See “Add Logon Credentials options”
on page 180.
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Add Logon Credentials options

You can enter Backup Exec logon account property information when you create
the Backup Exec logon account.

See “Creating a Backup Exec logon account” on page 179.

Table 3-2 New Logon Account options
Item Description
User name Indicates the fully qualified user name for the Backup

Exec logon account. For example,
DOMAIN\Administrator. The user name is provided
when you attempt to connect to a resource. The user
name is not case sensitive for the resources that are
accessed.

Password Indicates the password for the account. The password
you enter is encrypted for security. You can leave this
field blank if this Backup Exec logon account does not
need a password.

Confirm password Verifies the password. The password must match the
password you typed in the Password field.

Account Name Indicates the unique name for the Backup Exec logon
account. The user name is automatically added if you
do not enter information into the field.

Notes Indicates how the Backup Exec logon account will be
used.

This is arestricted logon Enables the Backup Exec logon account to be used only

account by the owner of the logon account and those who know

the password. If this is not selected, the Backup Exec
logon account will be a common account. Common
accounts are shared accounts that can be accessed by
all users.

See “About Backup Exec restricted logon accounts”
on page 178.

This is my defaultlogon account | Makes this account your default Backup Exec logon
account, which is used to browse, make selections, or
restore data on your local and remote resources.
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About the Backup Exec System Logon Account

The Backup Exec System Logon Account (SLA) is created when you install Backup
Exec. When the SLA is created, the user name and password match the credentials
provided during install for the Backup Exec Services credentials. The owner of
the SLA is the user that installed Backup Exec and is a common account by default.
Common accounts are shared accounts that can be accessed by all users.

The Backup Exec System Logon Account may have access to most or all of your
resources since it contains the Backup Exec Services credentials. If you want to
make Backup Exec more secure, you can change the SLA to be arestricted account.
You can also delete it after making another logon account the default. However,
if you delete the SLA, the jobs in which it is used may fail. If the SLA is deleted,
you can re-create it using the Logon Account Management dialog box.

The SLA is used for the following tasks and jobs:

m Jobs migrated from a previous version of Backup Exec

m Duplicate backup data jobs

m Command Line Applet (bemcmd.exe)

m Backup Exec Agent for SAP Applications

See “Creating a new Backup Exec System Logon Account” on page 185.
See “Creating a Backup Exec logon account” on page 179.

See “Editing a Backup Exec logon account” on page 181.

See “Replacing a Backup Exec logon account” on page 183.

See “Deleting a Backup Exec logon account” on page 184.

See “Changing your default Backup Exec logon account” on page 184.

See “Copying configuration settings to another media server” on page 190.

Editing a Backup Exec logon account

When you edit a Backup Exec logon account, the changes are automatically applied
to all the resources that use the Backup Exec logon account. Changes made to a
Backup Exec logon account are applied immediately. You do not have to restart
your system for the changes to take effect.

You can edit the following properties for a Backup Exec logon account:
m Type (restricted or common)
m Account name

m Password



182 | Configuring Backup Exec settings and options
About configuring logon accounts

m User name

m Notes

See “Changing your default Backup Exec logon account” on page 184.
To edit a Backup Exec logon account

1 On the Network menu, click Logon Accounts.

2 Select the Backup Exec logon account you want to change, and then click
Edit.

If you are not logged on to Backup Exec with the same user name as the Backup
Exec logon account owner, you must provide the password before you can
edit the account.

3 Modify the Backup Exec logon account properties as needed.
See “Edit Logon Credentials options” on page 182.
4 On the Edit Logon Credentials dialog box, click OK.

Edit Logon Credentials options
You can change the properties of an existing logon account.

See “Editing a Backup Exec logon account” on page 181.

Table 3-3 Edit Logon Credentials options
Item Description
User name Indicates the fully qualified user name for the

Backup Exec logon account. For example,
DOMAIN\Administrator. The user name is provided
when you attempt to connect to aresource. The user
name you enter is not case sensitive for the
resources that are accessed.

Change Password Enables you to change the password for the account.
The password you enter is encrypted for security.

Account Name Indicates the unique name for the Backup Exec
logon account. The user name is automatically
added if you do not enter information into the field.

Notes Indicates how the Backup Exec logon account will
be used.
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Table 3-3 Edit Logon Credentials options (continued)

Item Description

This is arestricted logon account | Enables the Backup Exec logon account to be used

only by the owner of the logon account and those
who know the password. If this is not selected, the
Backup Exec logon account will be a common
account. Common accounts are shared accounts
that can be accessed by all users.

See “About Backup Exec restricted logon accounts”
on page 178.

This is my default logon account Makes this account your default Backup Exec logon

account used to browse, make selections, or restore
data on your local and remote resources.

Changing a Backup Exec logon account password

You can change a Backup Exec logon account password using the following steps.
Changes made to a Backup Exec logon account password are applied immediately.

See “About configuring logon accounts” on page 176.

To change a Backup Exec logon account password

1
2

N O o ~WwW

On the Network menu, click Logon Accounts.
Select the Backup Exec logon account to change, and then click Edit.

If you are not logged on to Backup Exec with the same user name as the Backup
Exec logon account owner, you must provide the password before you can
edit the account.

Click Change password.

In the Password field, type a new password.

In the Confirm field, re-type the password, and then click OK.
On the Edit Logon Credentials dialog box, click OK.

On the Logon Account Management dialog box, click OK.

Replacing a Backup Exec logon account

You can replace a Backup Exec logon account within all existing jobs and selections
lists. The resources and selections lists in existing jobs that use the Backup Exec
logon account will be updated to use the new Backup Exec logon account. If the
new Backup Exec logon account is restricted, you must provide the password.
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See “About configuring logon accounts” on page 176.
To replace a Backup Exec logon account
1 On the Network menu, click Logon Accounts.

2 Select the Backup Exec logon account you want to replace, and then click
Replace.

3 Select the Backup Exec logon account with which you want to replace the
selected Backup Exec logon account.

If the Backup Exec logon account is restricted and you are not logged on to
Backup Exec with the same user name as the Backup Exec logon account
owner, you must provide the password before you can edit the account.

4  Click OK.

Deleting a Backup Exec logon account
You cannot delete a Backup Exec logon account in the following situations:
m It is being referenced by a job.
m It is owned by a user who is logged on to the media server.

m [t is set as the default Backup Exec logon account of a user who is logged on
to the media server.

You can delete a Backup Exec logon account when the owner is logged off and all
users who have it set as their default logon account are logged off.

See “About configuring logon accounts” on page 176.
To delete a Backup Exec logon account
1 On the Network menu, click Logon Accounts.

2 Select the Backup Exec logon account you want to delete, and then click
Delete.

3 Click Yes to confirm the deletion.

Changing your default Backup Exec logon account

You can change your default Backup Exec logon account that enables you to
browse, make selections, or restore data.

See “About the default Backup Exec logon account” on page 177.
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To change your default Backup Exec logon account
1 Onthe Network menu, click Logon Accounts.

2 Select the Backup Exec logon account you want to use as your default Backup
Exec logon account, and then do one of the following:

m Click Set as Default.

m Click Edit, select This is my default logon account, and then click OK.

Creating a new Backup Exec System Logon Account

The Backup Exec System Logon Account enables you to perform several operations.
It is also used with Backup Exec Agent for SAP Applications and Command Line

Applet. If you delete the Backup Exec System Logon Account, you should create

anew one that enables you to perform the specified operations and use the agent
and applet.

See “About the Backup Exec System Logon Account” on page 181.
To create a new Backup Exec System Logon Account

1 On the Network menu, click Logon Accounts.

2  Click System Account.

3 Select the appropriate options, and then click OK to create the system logon
account.

See “Edit Logon Credentials options” on page 182.

About Backup Exec defaults

When you start Backup Exec for the first time, defaults are already configured.
You can adjust the defaults to meet the needs of your environment. Default settings
are available for various types of jobs, such as backup, restore, and test run. You
also can set defaults for catalogs, media management, bar code rules, and database
maintenance.

The defaults that will probably affect you the most are the backup job defaults.
You can change many of these defaults after devising a media rotation strategy
and creating additional media sets and drive pools. In the short term though, you
can run Backup Exec and backup and restore jobs safely by using only the defaults
set during installation.

See the following sections for more information about default options:
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Table 3-4

Backup Exec default options

Item

Description

Jobs

See “Setting default backup options” on page 375.
See “Setting defaults for restore jobs” on page 621.
See “Setting test run default options” on page 372.
See “Setting catalog defaults” on page 585.

See “Creating separate selection lists for each computer or resource”
on page 297.

See “Setting priority and availability windows for selection lists”
on page 295.

Customizing
Backup Exec

See “Setting default pre/post commands” on page 384.

See “Setting default backup network and security options” on page 388.

Configuring
Backup Exec

See “Configuring database maintenance” on page 200.

Reports

See “Setting default options for reports” on page 703.

Administrating
Backup Exec

See “Configuring default schedule options” on page 354.

See “Using checkpoint restart on Microsoft Cluster Server failover”
on page 802.

See “Setting thresholds to recover jobs” on page 580.

See “About scheduling automatic updates using LiveUpdate”
on page 166.

Device and Media

See “Changing default preferences” on page 188.
See “Media locations and vaults” on page 238.

See “Bar code rules in mixed media libraries” on page 233.
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Backup Exec default options (continued)

Item

Description

Options

See “Setting offhost backup options for a backup job” on page 905.

See “Setting default options for the Advanced Open File Option”
on page 923.

See “Setting default backup and restore options for SQL” on page 1217.

See “How to prepare for disaster recovery of Exchange Server”
on page 1141.

See “Configuring default Lotus Domino options” on page 1045.

See “Setting default options for the Remote Agent for NetWare
Systems ” on page 1873.

See “Setting default options for SharePoint Portal Server 2003 and
2007” on page 1171.

About job priority

You can set the priority of access to the devices for Backup Exec jobs.

You can choose from the following levels of priority:

m Highest

m High

m Medium

m Low

m Lowest

This option is most useful if there are limited devices in your environment, but

you want certain jobs to have priority access to the devices. A ready job that has
a higher priority runs before a ready job that has a lower priority. A ready job that

has a higher priority also runs before a ready job that has an earlier scheduled

start time.

If multiple jobs are ready to run but must wait for a device to become available,

then Backup Exec determines which jobs to run first. To make this determination,

Backup Exec reviews the job priority and the scheduled start time of the job.
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Changing the default device and media set for jobs

You can set the default device and media set to use for each job that you create.You
can change the defaults for each job individually.

To change the default device and media set for jobs
1 On the Tools menu, click Options.

2 Onthe Options - Set Application Defaults dialog box, under Job Defaults,
click Device and Media.

3 IntheDevice field, select the device that you want to use as the default device
for jobs.

4 Inthe Media set field, select the media set that you want to be used as the
default media set for jobs.

Changing default preferences

You can set defaults for the way you prefer Backup Exec to display various screens,
indicators, and alerts.

To set default preferences

1 On the Tools menu, click Options.

2 On the Properties pane, under Settings, click Preferences.
3 Select the appropriate options.

See “Default Preferences” on page 188.

Default Preferences

You can set defaults for the way you prefer Backup Exec to display various screens,
indicators, and alerts.

See “Changing default preferences” on page 188.

Table 3-5 Default Preferences
Item Description
Show splash screen at Displays the splash screen when you start Backup Exec. If
startup this option is cleared, the Backup Exec Administration
Console is the first thing to display on startup.
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Item

Description

Include robotic libraries in
inventory job when Backup

Enables Backup Exec to inventory all of the slots in a robotic
library when Backup Exec’s services are starting. Depending

Exec services start up on the number of storage devices that are attached to your
system, this process may take a few minutes.

Display the jobsummary | Enables Backup Exec to display a summary of the job options

before creating a job you selected before submitting the job to the job queue.

Create jobs after a new Enables Backup Exec to automatically display the Create or

policy is created Delete Policy Jobs dialog box after you create a policy. You

can use the Create or Delete Policy Jobs dialog box to create
jobs by associating selection lists with policies.

Display progressindicators
for backup jobs. This
requires additional time to
pre-scan devices.

Displays the percentage complete number while a backup
job processes. These indicators appear in the Job Activity
tab, and they allow you to monitor the progress of the active
job. Backups might take a little longer to complete when
this option is selected because the target resources must be
scanned to determine the amount of data to be backed up.

Due to the time required to scan the target resources,
selecting this option when backing up remote resources is
not recommended.

Enable percentage bars
when available

Displays a shaded percentage complete bar in the Percent
Complete column for active jobs. The percentage complete
bar displays in addition to the percentage complete number.

If the color depth on your computer is set to 256 or less, this
option may appear as unavailable.

Enable ScreenTips

Enables or disables ScreenTips, which provide brief
explanations of selected items on the Administration
Console. When ScreenTips are enabled, you can view them
by holding the mouse pointer on an item. Only selected
items have ScreenTips.

Automatically display new
alerts

Enables alerts to automatically appear on the desktop when
they are sent. Alerts that require a response always appear
on the Backup Exec console.

If you do not choose this option, you are required to view
and respond to alerts through the Alerts view.

189



190

Configuring Backup Exec settings and options

Copying configuration settings to another media server

Table 3-5 Default Preferences (continued)

Item

Description

Play sound after receiving
alert

Enables Backup Exec to send an audible tone when an alert
is generated. Information about alerts can be found in the
Alerts view.

Shade alternate rows in
Backup Exec views

Enables or disables highlighting on every other row in
various lists, such as the current jobs and job history lists
on the JobMonitor. Highlighting facilitates viewing of long
lists. This option is selected by default.

If the color depth on your computer is set to 256 or less, this
option may appear as unavailable.

Set contrast of shading

Sets the darkness of the shading in the rows, if you selected
the Shade alternate rows in Backup Exec views option.

Send a Backup Exec alert on
this date as areminder to
renew your Backup Exec
support contract

Lets you select the date on which you want to receive a
reminder to renew your support contract.

Copying configuration settings to another media

server

You can copy configuration settings and logon information from one media server
to another. This copy ability allows you to quickly set up a group of media servers
with the same configuration or logon settings.

See “Copying logon account information” on page 195.

To copy configuration settings and logon information to other media servers, the
Copy Server Configurations feature must be installed.

See “Push-installing the Remote Agent and Advanced Open File Option to remote

computers” on page 129.

To copy configuration settings to another media server

1 On the Tools menu, click Copy Settings to Media Servers.

2 Select the appropriate settings to copy.

See “Copy Settings options” on page 194.

3 Do one of the following:
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If the media server to which you want to  Select the name of the media server.
copy the setting appears in the
Destination media servers list

If the media server to which you want to Do one of the following:
copy the settings does not appear in the

L. . . B Click Add to add a media server to the
Destination media servers list

list. After you add the media server,
you can select it as a destination.
See “Add Server options in a CASO
environment” on page 193.
See “Add Server options in a
non-CASO environment” on page 192.
m Click Import List to add multiple
media servers from a list. After you
add the list, you can select any of the
media servers on the list as a
destination.

4  Click OK.

Adding multiple destination media servers by importing a list

You can copy some settings from one media server to another media server. If
the media server to which you want to copy the settings does not appear in the
Destination media servers list on the Copy Settings dialog box, you can add it by
importing a list. After you add a media server to the Destination media servers
list, you can select it as a destination.

See “Copying configuration settings to another media server” on page 190.
To add multiple destination media servers by importing a list

1 On the Tools menu, click Copy Settings to Media Servers.

2 On the Copy Settings dialog box, click Import List.

3 Browse to select the list, and then click Open.

4  C(Click OK.

Adding a destination media server in a non-CASO environment

You can copy some settings from one media server to another media server. If
the media server to which you want to copy the settings does not appear in the
Destination media servers list on the Copy Settings dialog box, you can add it.
After you add a media server to the Destination media servers list, you can select
it as a destination.
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See “Copying configuration settings to another media server” on page 190.
To add a destination media server in a non-CASO environment

1 On the Tools menu, click Copy Settings to Media Servers.

2 Click Add.

3 Enter the name of the media server.

4

If necessary, click Change Logon Account and select or enter the correct
logon account information

See “About configuring logon accounts” on page 176.

Changing a logon account does not permanently change the logon account
for each selected media server.

5 Click OK.

Add Server options in a non-CASO environment

You can use the Add Server options dialog box to add media servers to which you
want to copy settings.

See “Copying configuration settings to another media server” on page 190.

See “Adding a destination media server in a CASO environment” on page 192.

Table 3-6 Add Server options in a non-CASO environment
Item Description
Media server name Indicates the name of the media server that

you want to add to the Destination media
servers list on the Copy Setting dialog box.

Logon account to use to connect to the Shows the name of the logon account that

media server is used to access the media servers you
selected.

Change Logon Account Lets you change the logon account that

Backup Exec uses to access the media servers
you selected.

Adding a destination media server in a CASO environment

You can copy some settings from one media server to another media server. If
the media server to which you want to copy the settings does not appear in the
Destination media servers list on the Copy Settings dialog box, you can add it.
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After you add a media server to the Destination media servers list, you can select
it as a destination.

See “Copying configuration settings to another media server” on page 190.
To add a destination media server in a CASO environment
1 On the Tools menu, click Copy Settings to Media Servers.
2 Click Add.
3 Select the appropriate options.
See “Add Server options in a CASO environment” on page 193.

4 If necessary, click Change Logon Account and select or enter the correct
logon account information to be used to complete the copy operation.

See “About configuring logon accounts” on page 176.

Changing a logon account's credentials for a copy operation does not
permanently change the logon account.

5 Click OK.

Add Server options in a CASO environment

You can use the Add Server options dialog box to add media servers to which you
want to copy settings.

See “Copying configuration settings to another media server” on page 190.

See “Adding a destination media server in a CASO environment” on page 192.

Table 3-7 Add Server options in a CASO environment
Item Description
Add an individual media server Lets you select a single media server to add

to the Destination media servers list on the
Copy Settings dialog box. After you add the
name of the media server, you can then copy
settings to it.

Media server name Indicates the name of the media server that
you want to add to the Destination media
servers list on the Copy Setting dialog box.

Add all managed media servers Lets you add all of the managed media
servers in your environment to the
Destination media servers list on the Copy
Settings dialog box. This option lets you copy
settings to any managed media server.
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Table 3-7 Add Server options in a CASO environment (continued)

Item

Description

Logon account to use to connect to the

Shows the name of the logon account that

media servers is used to access the media servers you
selected.
Change Logon Account Lets you change the logon account that

Backup Exec uses to access the media servers
you selected.

Copy Settings options

On the Copy Settings dialog box, you can select the type of settings to copy to

another media server.

See “Copying configuration settings to another media server” on page 190.

Table 3-8 Copy Settings options
Item Description
Default job options Lets you copy default job options from this

media server to another media server.

Default schedule

Lets you copy the default schedule settings
from this media server to another media
server.

Error-handling rules

Lets you copy error-handling rules from this
media server to another media server.

Alert configuration

Lets you copy the alert configuration from
this media server to another media server.

Add

Lets you add a media server to the
Destination media servers list. After you
add a media server to the list, you can copy
settings to it.

Edit

Lets you change the logon account that is
used to connect to the selected media server.

Remove

Lets you remove the selected media server
from the Destination media servers list.
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Table 3-8 Copy Settings options (continued)
Item Description
Import List Lets you import a list of media servers to the

Destination media servers list. After you
add media servers to the list, you can copy
settings to them.

Copying logon account information

You can copy logon account information to a different media server.
To copy logon accounts information
1 From the Network menu, click Logon Accounts.

2 Select the logon account information you want to copy, and then click Copy
to Servers.

3 Inthe Server Name field, enter the name of the media server you want to
copy the logon account information to, and then click Add.

4  Click OK.

Copy Logon Account options
You can copy logon account information to a different media server.

See “Copying logon account information” on page 195.

Table 3-9 Copy Logon Account options
Item Description
Server Name Indicates the name of the media server you want to copy the logon

account information to, and then click Add.

Add Adds the media server from the Server Name field to the list of media
servers.

Remove Removes a media server from the list.

Import List Imports a list of media servers to be added to the media servers in the
list. The list should include only the media server name, with one per
line.

Logon Account Specifies the logon account to use when connecting to the media
servers in the list.
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Table 3-9 Copy Logon Account options (continued)

Item Description

Ifan account with | Overwrites logon accounts for an existing job having the same name.
this description | This option only appears if you are copying a job to another media
already existson | server.

the destination
server, overwrite
it

About audit logs

Use audit logs to examine and review information about operations that have
been performed in Backup Exec. The audit log displays the date and time of the
activity, who performed it, what the activity was, and a description of the activity.

You can view information about activities that occur for all or any of the following:
m Alerts

m Audit logs

m Devices and media

m Encryption keys

m Error-handling rules

m Jobs

m Logon accounts

m Policies and job templates
m Selection lists

m Server configuration

You can delete the audit logs as part of the Backup Exec database maintenance,
and you can save the audit log to a file. Changes made to the audit log, such as
when database maintenance occurs, can also be displayed in the audit log.

See “Configuring the audit log” on page 197.
See “Viewing the audit log” on page 197.
See “Removing entries from the audit log” on page 199.

See “Saving the audit log to a file” on page 199.
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Configuring the audit log

Configure the audit log to display information about specific operations that are
performed on items in Backup Exec.

See “About audit logs” on page 196.

See “Viewing the audit log” on page 197.
To configure the audit log

1 On the Tools menu, click Audit Log.
2  Click Configure Logging.

3 On the Audit Log Configuration dialog box, select the check box of the
category that you want to display in the audit log.

Expand the category by clicking the plus sign to the left of the category. Select
the operations that you want to display for the category.

Clear the check box of any item or operation that you do not want to display.

4 Click OK.

Viewing the audit log

You can view audit logs to see when changes were made in Backup Exec and which
users made the changes.

See “Configuring the audit log” on page 197.
To view the audit log
1 On the Tools menu, click Audit Log.

2 In Select category to view, select the category for which you want to view
audit information.

See “Audit Logs options” on page 198.

3 Use the scroll bar at the bottom of the Audit log window to view the whole
entry, or double-click the entry to display the same information in an
easy-to-read Audit Log Record.

Audit Log Record options

You can view audit logs to see when changes were made in Backup Exec and which
users made the changes.

See “About audit logs” on page 196.
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Table 3-10 Audit Log Record options
Item Description
Date/Time Shows the date and time that this change

was made in Backup Exec.

User Name

Shows the domain and the user name of the
user that made the change.

Category

Shows the category to which the log belongs.

Message

Shows the action that was recorded by
Backup Exec for the operation that was
performed.

Audit Logs options

You can view audit logs to see when changes were made in Backup Exec and which

users made the changes.

See “Viewing the audit log” on page 197.

See “Removing entries from the audit log” on page 199.

See “Saving the audit log to a file” on page 199.

Table 3-11 Audit Logs options

Item

Description

Select category to view

Lets you select the category for which you
want to view audit logs.

Date/Time

Shows the date and time that this change
was made in Backup Exec. Click the column
head to sort the information by date.

User Name

Shows the domain and the user name of the
user that made the change. Click the column
head to sort the information alphabetically.

Category

Shows the category to which the log belongs.
Click the column head to sort the
information alphabetically.

Message

Shows the action that was recorded by
Backup Exec for the operation that was
performed. Click the column head to sort the
information alphabetically.
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Table 3-11 Audit Logs options (continued)
Item Description
Refresh Updates the audit log with new entries.
Clear Category Log Removes all entries from an audit log
category.
Save Log to File Indicates where to save audit log entries. You

can save the audit log as a text (.txt) file.

Properties Provides information about the selected
entry.
Configure Logging Lets you select the categories and options to

include in the audit log.

Removing entries from the audit log
You can remove the entries for all categories or for a selected category.
See “About audit logs” on page 196.
To remove entries from the audit log
1 Onthe Tools menu, click Audit Log.

2 In Select category to view, select the category for which you want to view
audit information.

3 Click Clear Category Log to remove all entries from an audit log category.

If you select specific categories to view, only the logs generated for the selected
categories are cleared when you click Clear Category Log.

Saving the audit log to a file
You can save the audit log as a text (.txt) file.
See “About audit logs” on page 196.
To save the audit log to a file
1 Onthe Tools menu, click Audit Log.

2 Click Save Log to File to specify a file name and location to save the audit log
entries.
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About database maintenance

The Database Maintenance option enables you to manage the Backup Exec database
and the Desktop and Laptop Option (DLO) database. Each database maintenance
operation is performed independently on each database. The Backup Exec database
maintains a record of files and data you have configured such as templates and
catalogs.

Database maintenance enables you to perform the following:
m Optimize database size.

m Delete expired data.

m Save the contents of the database files.

m Perform a database consistency check.

Informational alerts are generated at the beginning and the end of the database
maintenance process each time database maintenance is performed. The alerts
provide details about the type of maintenance that was performed on each database
and the amount of time the maintenance took to complete. If the database
maintenance process fails, the alert indicates where the failure occurred and the
reason for the failure.

See “Configuring database maintenance” on page 200.

Configuring database maintenance

The Database Maintenance option enables you to manage the Backup Exec database
and the Desktop and Laptop Option (DLO) database. Each database maintenance
operation is performed independently on each database. The Backup Exec database
maintains a record of files and data you have configured such as templates and
catalogs.

You do not have to select all the options; however, each one performs a different
process that enables you to protect and maintain your database. Selecting all the
options enables you to recover the database quickly and maintain optimal
performance.

See “About database maintenance” on page 200.

To configure database maintenance

1 Onthe Tools menu, click Options.

2 Under Settings, click Database Maintenance.

3 Select the appropriate options, and then click OK.

See “Default Database Maintenance options” on page 201.
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Default Database Maintenance options

You can manage the Backup Exec Database and the Desktop and Laptop Option

(DLO) database.

See “Configuring database maintenance” on page 200.

Table 3-12 Default Database Maintenance options

Item

Description

Enable Backup Exec database
maintenance

Activates the database maintenance process.

Last time maintenance was
performed

Indicates the date and time the last database
maintenance was performed.

Perform database maintenance
at

Indicates the time you want to perform database
maintenance. All the maintenance will occur once a
day at the time you specify.

Delete aged data

Activates the deletion of expired job history, job logs,
alert history, and reports from the Backup Exec
Database after the specified number of days have
passed.

For the Desktop and Laptop Option (DLO) database,
only the Alert History setting applies. DLO does not
have job history, job logs, or reports.

Keep job history for data on
media that have current
overwrite protection periods

Keeps all job history data for any media to which an
overwrite protection policy is currently assigned. After
amedia’s overwrite protection policy expires, the
media’s job history data can be deleted.

Keep job history for specified
number of days

Indicates the number of days to keep job history data
in the database before it is deleted. Job history data
includes summary statistics for a job and details about
media, devices, and backup sets that were used to
process the job.

Joblogs

Indicates the number of days to keep job logs in the
database before they are deleted. Job logs include
detailed information about the job.

Alert history

Indicates the number of days to keep alert history data
in the database before it is deleted. Alert history data
includes property and response information for the
alert.
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Table 3-12 Default Database Maintenance options (continued)
Item Description
Reports Indicates the number of days to keep report data in the

database before it is deleted. Report data includes
property information about report jobs that were
generated. The report itself is not deleted.

Audit logs Indicates the number of days to keep audit log data in
the database before it is deleted. The audit log includes
information about operations that are performed in
Backup Exec.

See “About audit logs” on page 196.

Perform database consistency | Checks the logical and physical consistency of the data
check in the database.

The option is not checked by default. It is recommended
that you run a consistency check periodically at a time
when there is minimal activity from Backup Exec.

Save contents of database to the | Places the data that is contained in the database into
Backup Exec data directory the Backup Exec data directory so that the database
backup file (BEDB.bak) can be backed up. The dump
file will be maintained in the data directory until the
next database maintenance process is performed and
then this file will be overwritten. Selecting this option
enables you to recover the database in the event of
failure.

Optimize database size Reorganizes fragmented pages and decrease the size
of the physical database to 10 percent above what is
actually used.

Viewing the location of Backup Exec databases

On the media server’s advanced properties, you can view information about the
location of the databases for Backup Exec, which include the Backup Exec database,
the device and media database (ADAMM), and the catalog database.

During Backup Exec installation, if you chose the default option to create a local
Backup Exec SQL Express instance on which to store the Backup Exec database,
the databases are all located on the local media server. If you chose another
instance on the network on which to store the Backup Exec database, then the
databases are all located on the Microsoft SQL Server that contains that instance.
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In a SAN SSO configuration, on the secondary servers, the database locations are
the same as the database locations displayed on the primary server.

In a Central Admin Server Option configuration, if the device and media database
location is on the central administration server, that information is displayed.

See “How CASO works” on page 1450.

Note: Advanced properties are displayed only for the media server that the Backup
Exec Administration Console is connected to.

To view the location of Backup Exec databases

1 Onthe navigation bar, click Devices.

2 Select the media server from the tree view.

3 Under General Tasks in the task pane, select Properties.
4  Onthe Advanced tab, view the properties.

See “Advanced properties for a media server” on page 203.

Advanced properties for a media server

On the media server’s advanced properties, you can view information about the
location of the databases for Backup Exec, which include the Backup Exec database,
the device and media database (ADAMM), and the catalog database.

See “Viewing the location of Backup Exec databases” on page 202.

Table 3-13 Advanced properties for a media server
Item Description
Server Shows the name of the Microsoft SQL Server that contains the Backup

Exec database.

Instance Shows the name of the instance that the Backup Exec database is
installed on.

Name Shows the Microsoft SQL Server name of the Backup Exec database.

Path Shows the path of the Backup Exec database.

Server Shows the name of the Microsoft SQL Server that contains the

Advanced Device and Media Management (ADAMM) database.

Instance Shows the name of the instance that the Advanced Device and Media
Management (ADAMM) database is installed on.
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Table 3-13 Advanced properties for a media server (continued)
Item Description
Name Shows the Microsoft SQL Server name for the Advanced Device and

Media Management (ADAMM) database.

Path Shows the path of the Advanced Device and Media Management
(ADAMM) database.
Server Shows the name of the Microsoft SQL Server that contains the Backup

Exec catalog database.

Instance Shows the Database instance that contains the catalog database.

Name Shows the Microsoft SQL Server name for the Backup Exec catalog
database.

Path Shows the path of the Backup Exec catalog database.

Hiding columns

Backup Exec uses panes to present information to you in a structured and
organized manner. Each pane contains several columns that specify the type of
information that is displayed. You can remove the columns that may not interest
you.

See “Showing a hidden column” on page 204.
To hide columns

1 Right-click any column title.

2 Click Configure Columns.

3 Click the column title you want to hide.
4  Click Hide.

Showing a hidden column

If you hide a column, you can show it again at any time.
See “Hiding columns” on page 204.

To show a hidden column

1 Right-click any column title.

2 Click Configure Columns.
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3 Select a column that you want to show.

4  Click Show.

Rearranging columns

You can change the position of columns to suit your needs. You can also chane
the size of the columns to better match the size of the information in the columns.

To rearrange columns

1 Right-click any column title.

2 Click Configure Columns.

3 Select a column title, and then click Move Up or Move down.

Each click of the Move Up option moves the column name one column to the
left in the pane, while each click of the Move Down option moves the selected
column name one column to the right.

4  If you want to change the width of a column, do the following:
m Select the column.
m In the Width of selected column (in pixels) field, enter the column width.

5 Click OK.

Sorting column information

You can choose the order in which Backup Exec sorts the information in columns.
To sort column information

1 Right-click any column title.

2 (Click Multi-Column Sort.

3 Inthe Sortby list, select the column titles on which you want to sort
information.

4 Click Ascending to sort the information in ascending order or click
Descending to sort the information in descending order.

To sort by additional columns, repeat step 3 and step 4 in the Then by lists.
Click OK.
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Viewing properties
Properties provide detailed information, such as statistics, dates, and settings.
To view properties
¢ Do one of the following:

m Right-click the item for which you want to view properties, and then click
Properties.

m Select the item for which you want to view properties, and then in the
task pane under General Tasks, click Properties.



Managing media

This chapter includes the following topics:

About media in Backup Exec

About media overwrite protection

Selecting settings for media management

Viewing audit log entries for media operations

Configuring specific media operations to appear in the audit log
Media labeling

About WORM media

Creating a new catalog

Creating a restore job while reviewing media or devices

Media locations and vaults

About moving media to a vault or to the offline media location
About removing damaged media

General properties for media

Statistics properties for media

Media rotation strategies

About media in Backup Exec

With Backup Exec’s media management tools you can do the following:
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m Protect data from being overwritten.

m Set up media rotation strategies.

m Track the location of media.

m Label media automatically.

m Read and track media labels with bar codes.

m Collect and report media statistics.

With Backup Exec, you are not required to select media for jobs; it is done for you
by the Advanced Device and Media Management (ADAMM) component. Backup
Exec tracks all media that is loaded into attached storage devices, media that is
offline, and media that has been placed in media vaults.

The following table lists and describes the Media nodes in the Media view.

Table 4-1

A description of media nodes in the Media view

Media node

Media node description

All Media

Lists all media that has been introduced into Backup Exec. Any
media that is available for overwriting in backup operations, such
as scratch or recyclable media, displays in blue.

See “General properties for media sets” on page 218.

Media Sets

Lists default system media sets and media sets that you create. A
media set is a set of rules that manage media. These rules include
the append and the overwrite protection periods, and vault rules,
which allow you to set dates for when media should be moved to
or returned from a media vault

Media that are associated with a media set are allocated media.
Allocated media have current append and overwrite protection
periods. Media that are associated with a media set, but have
expired overwrite protection periods are recyclable media.

See “About creating media sets” on page 214.

Cleaning Media

Lists all cleaning media.

See “Defining a cleaning slot ” on page 454.
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Table 4-1 A description of media nodes in the Media view (continued)

Media node

Media node description

Imported Media

Lists all media created by a product other than this installation
of Backup Exec. By default, imported media have an overwrite
protection period of Infinite, but can still be overwritten if the
media overwrite protection level is set to Partial or None. You can
overwrite imported media using several methods. Data can be
restored from imported media until that media is overwritten.

See “Selecting settings for media management” on page 225.

Backup Exec and
Windows NT Backup
Media

Lists all media from another installation of Backup Exec.

See “Creating a new catalog” on page 236.

Foreign Media

Lists all media from a product other than Backup Exec.

See “Creating a new catalog” on page 236.

Retired Media

Lists all media that you have taken out of service, usually because
of an excessive number of errors. After amedia has been associated
with the retired media set, it is not selected for backup jobs by
Backup Exec. It is still available for restore operations, if it has
not been damaged. Retired Media protects media from being used
(overwritten).

You can delete media that is in Retired Media to remove it from
Backup Exec. You may want to delete media, for example, when
you have a lot of offsite media that you do not want to recycle or
if you throw away the media. If you decide to use deleted media
in Backup Exec, it is recognized as Imported Media and must be
cataloged before you can restore from it.

See “About removing damaged media” on page 247.

Scratch Media

Lists all media that can be overwritten. New, blank, and erased
media are automatically associated with the Scratch Media set.

See “About media overwrite protection” on page 210.
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Table 4-1 A description of media nodes in the Media view (continued)

Media node Media node description

Keep Data Infinitely - | Lists all media that you use in backup jobs when you use the

Do Not Allow backup job defaults. Until you create another media set that you

Overwrite associate with the media, the default rules in the media set Keep
DataInfinitely - Do Not Allow Overwrite apply to all backup jobs
that you create.
You can rename this media set at any time after installation, so
it may not continue to be displayed as Keep Data Infinitely - Do
Not Allow Overwrite.
See “About the default media set” on page 214.

Media Location Lists the location of media when it is online, offline, or in a

user-defined media vault.

See “Media locations and vaults” on page 238.

See “Creating media sets by using the Media Set Wizard” on page 216.

See “About creating media sets” on page 214.

See “Associating media with a media set” on page 217.

About media overwrite protection

Each media is associated with a media set, which is a set of rules that manage

media.

These rules include the following:

Table 4-2 Rules specified in the media set

Rule Description

Append period The amount of time that data can be appended (added) to media. It is

measured from the time the media was first allocated. It can be
specified in hours, days, weeks, or years.
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Table 4-2 Rules specified in the media set (continued)
Rule Description
Overwrite The amount of time that media is protected from being overwritten.

protection period

It is measured from the time of the last write to the media, that is, at
the end of the last append or overwrite job. It can be specified in hours,
days, weeks, or years. When the overwrite protection period is over,
the media becomes recyclable and can be overwritten.

The overwrite protection period begins when the backup job is
completed. If there is an append period, the overwrite protection
period begins again each time an append job completes. Because the
overwrite protection period does not begin until the job completes,
the amount of time that the job takes to complete affects the amount
of time until the media can be overwritten. You may shorten the
overwrite protection period to take into account the amount of time
a job may run.

For example, setting the overwrite protection period for seven days
and the append period for four days ensures that data will not be
overwritten for at least seven days, and that data can be appended to
the media for the next four days. The last data appended to this media
is retained for at least seven days.

Your media rotation strategy must balance between your need to save useful data
as long as possible, and the fact that media are not in infinite supply. The
compromise between the longevity of stored backup data and the cost of more
media is controlled in Backup Exec by the rules specified in the media set, which
allows Backup Exec to identify which media can be written to and which media is
overwrite-protected.

The following graphic shows the relationship between the append period and
overwrite protection periods.
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Figure 4-1 Append periods and overwrite protection periods
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The append and overwrite protection periods that you specify apply to all the data
on the media.
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Each time data is written to a media, the time remaining in the overwrite protection

period is reset and the countdown restarted.

Figure 4-2 How overwrite protection periods are reset
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Because the overwrite protection period does not begin until the job completes,
the amount of time that the job takes to complete affects the amount of time until
the media can be overwritten.

For example, suppose that you create a media set named Weekly with an overwrite
protection period of seven days, and an append period of 0 days, and you schedule
a full backup job to run each Friday at 20:00. When it is time for the full backup

to run at 20:00 the following Friday, the job cannot run because the first backup
job that ran the previous Friday did not complete until 21:10 p.m. The overwrite
protection period for the Weekly media set still has 70 minutes remaining.

Typically, to prevent this situation, you would shorten the overwrite protection
period to account for the amount of time a job may run. For this example, the
scheduled job recurring at 20:00 can run if the overwrite protection period is set
to 6 days instead of 7 days.
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About the default media set

When Backup Exec is installed, the following important defaults are set to protect
media from being overwritten:

m A media set named Keep Data Infinitely - Do Not Allow Overwrite is created.

m The append and overwrite protection periods are set to Infinite for the media
set Keep Data Infinitely - Do Not Allow Overwrite.

m All backup jobs you create are associated with the media set Keep Data
Infinitely - Do Not Allow Overwrite.

By using these defaults, you can keep all of your backup data safe from overwriting
(unless you erase, label, or format the media, or associate it with scratch media).
You will eventually run out of overwritable media unless you continually introduce
scratch media into Backup Exec.

To ensure that Backup Exec has media available, you can do the following:

m Create new media sets with append and overwrite protection periods set to
intervals of time that accommodate your needs (such as weekly, monthly, etc.)
and then specify these media sets when you create a backup job. When the
overwrite protection period expires, the media are still displayed as being
associated with that media set, but with a status of recyclable. Whenever more
media are needed for other jobs, Backup Exec automatically finds and
overwrites recyclable media.

m Change the append and overwrite protection periods of the media set Keep
Data Infinitely - Do Not Allow Overwrite to finite periods. The risk with
changing the overwrite protection period in the media set Keep Data Infinitely
- Do Not Allow Overwrite is that if you continue to use this media set as the
default media set for all backup jobs, your data may not be protected as long
as you need it to be.

See “About creating media sets” on page 214.

See “Deleting a media set” on page 216.

See “Renaming a media set” on page 217.

See “Associating media with a media set” on page 217.

See “Editing general properties for media sets” on page 218.

About creating media sets

A media set consists of rules that specify append periods, overwrite protection
periods, and vaulting periods.
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When you create a new media set, you specify an append period and an overwrite
protection period for the set. When media is associated with the media set, the
append and overwrite protection periods apply to that media.

You can also specify vault rules, which allow you to set dates for when media
should be reported as ready to be moved to or returned from a media vault. The
Vault Wizard logically moves the media, and then exports the media, but you
must physically move the media to and from the vault. You can use the Vault
Wizard to print or view reports that contain details on which media are ready to
be moved, and to update the media location.

If your environment includes remote sites, you should create separate media sets
for each remote site, so that if vault rules are enabled, the reports contain details
on which media are ready to be moved for just that site.

Note: Even if the overwrite protection period is current, media can still be
overwritten if the overwrite protection level is set to None.

See “Creating media sets” on page 215.

See “Media overwrite protection levels” on page 220.

See “About media overwrite protection” on page 210.

See “Deleting a media set” on page 216.

See “Renaming a media set” on page 217.

See “Editing general properties for media sets” on page 218.
See “Configuring vault rules for media sets” on page 240.

See “Using the Vault Wizard to move media” on page 244.

Creating media sets

Create a media set to set up the rules that specify append periods, overwrite
protection periods, and vaulting periods for media.

To create a media set

1 Onthe navigation bar, click Media.

2 Under Media Set Tasks in the task pane, click New Media Set.

3 On the General tab, select the appropriate options, and then click OK.
See “General properties for media sets” on page 218.

4  On the Vault Rules tab, select the appropriate options, and then click OK.

See “Properties for vault rules for media sets” on page 240.
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Creating media sets by using the Media Set Wizard

The Media Set Wizard guides you through the process of creating a new media
set, and may be helpful if you are new to Backup Exec or are unfamiliar with the
concepts and terminology of media sets. Before you run this wizard, you should
understand media overwrite protection and append periods.

See “About media overwrite protection” on page 210.
If you do not need a wizard to set up a new media set, you can create it manually.
See “About creating media sets” on page 214.

If you set the media overwrite protection level to Full, you must have blank media
ready and online before the first backup job runs. If you plan to use imported
media, you must inventory it first.

To create media sets by using the Media Set Wizard
1 On the Tools menu, point to Wizards.

2 Click Media Set Wizard, and then follow the instructions.

Deleting a media set

Use Delete to remove a media set from the Media Sets category. If you delete a
media set to which scheduled jobs are targeted, you are prompted to retarget the
jobs to another media set.

You cannot delete a media set that has associated media. You must associate the
media with another media set first.

Caution: Make sure that the media set to which you associate the media has the
appropriate overwrite protection and append periods.

To delete a media set
1 Onthe navigation bar, click Media.

2 Inthe Media selection pane, under Media Sets, select the media set that you
want to delete.

Under General Tasks on the task pane, click Delete.
4  When prompted to delete the media set, click OK.

If there are scheduled jobs allocated to the deleted media set, you are prompted
to redirect the jobs to another media set.

See “Retarget Job options ” on page 503.
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Renaming a media set

When you rename a media set, any jobs that use that media set will display the
new media set name.

To rename a media set
1 On the navigation bar, click Media.

2 IntheMedia selection pane, under Media Sets, select the media set you want
to rename.

Under General Tasks on the task pane, click Rename.

In the Name field, type the new name you want to assign to this media set,
and then click OK.

Associating media with a media set

When you associate media with a media set, the media uses the append and
overwrite protection period properties of that media set.

Note: Associating scratch or imported media with a media set is not recommended.
Backup Exec automatically associates scratch or imported media with a media set
when a backup job requires it.

To associate media with a media set
1 On the navigation bar, click Media.
2 Expand All Media to display a list of media.
3 Select the media that you want to associate with a media set.
4 Do one of the following:
m Drag the media to the media set.

m Under Media Tasks on the task pane, click Associate with media set,
select a media set to associate the media with, and then click Yes or Yes
toall.

Associate Media with Media Set options

The overwrite protection period, the append period, and any configured vault
rules for a media may change when you associate it with a different media set.

See “Associating media with a media set” on page 217.
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Table 4-3 Options to associate media with a media set
Item Description
Name Displays the name of the media set that the

selected media is currently associated with.

Description Displays a description of the media.

Associate with Displays the name of the media set with
which you want to associate the selected
media.

Editing general properties for media sets

On general media set properties, you can change the following:

m Name of a media set

m Overwrite protection and append periods for a media set

m Media vault and the vaulting periods associated with a media set.

To edit the general properties for media sets

1 Onthe navigation bar, click Media.

2 Inthe Media selection pane, under Media Sets, select a media set.
3 Under General Tasks on the task pane, click Properties.
4

To change the media set name or overwrite or append periods, click the
General tab.

See “General properties for media sets” on page 218.

5 Select the appropriate options, and then click OK.

General properties for media sets

General properties for media sets provide information about the retention period
and the append period for the media.

See “Creating media sets” on page 215.

See “Viewing properties” on page 206.

Table 4-4 General properties for media sets

Item Description

Name Displays the name of the media set.
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Table 4-4 General properties for media sets (continued)
Item Description
Creation date Displays the date and time when the media set was

created. Backup Exec sets the date and time
automatically. You cannot change them.

Overwrite protection period

Displays the length of time in hours, days, weeks, or
years to retain the data on the media before the media
can be overwritten.

Note: Regardless of the overwrite protection period
that is set, media can be overwritten if it is erased,
formatted, labeled, associated with Scratch Media, or
if the Media Overwrite Protection Level is set to None

Because of the method Backup Exec uses to compute
time, the unit of time that you enter may be converted.
For example, if you enter 14 days, the next time you

view this property, it may be displayed as two weeks.

The default is Infinite - Don’t Allow Overwrite, which
protects the media from being overwritten for 1,000
years, unless the media is erased, formatted, labeled,
moved to Scratch Media, or if the media overwrite
protection level is set to None.

See “About media overwrite protection” on page 210.

Append period

Displays the length of time in hours, days, or weeks,
that data can be added to media. Because of the method
Backup Exec uses to compute time, the unit of time
that you enter may be converted. For example, if you
enter 14 days, the next time you view this property, it
may be displayed as two weeks.

The append period starts when the first backup job is
written to this media.

The default is Infinite - Allow Append, which allows
data to be appended until the media capacity is
reached.

See “Creating media sets” on page 215.

See “About creating media sets” on page 214.

See “Deleting a media set” on page 216.

See “Renaming a media set” on page 217.
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See “Editing general properties for media sets” on page 218.
See “Configuring vault rules for media sets” on page 240.

See “Using the Vault Wizard to move media” on page 244.

Media overwrite protection levels

The media overwrite protection level is a global setting that supersedes the media
set’s overwrite protection period. Although the terms are similar, the media
overwrite protection level and the media overwrite protection period are different.
The media overwrite protection period is a time interval that changes from one
media set to another. The media overwrite protection level specifies whether to
overwrite scratch, imported, or allocated media, regardless of the media’s overwrite
protection period.

Use the media overwrite protection level to specify the type of media, such as
scratch or imported media, that you want to be available for overwrite backup
jobs.

The options for the media overwrite protection level are as follows:

m  Full - Overwrites scratch media, which are media that contain data you are
willing to discard, and recyclable media, which are media that are associated
with media sets and have expired overwrite protection periods.

m Partial - Overwrites imported media, which are media that was created by
another installation of Backup Exec or some other backup product, and
overwrite scratch media.

m None - Overwrites all media, including those that have current overwrite
protection periods (allocated media).

Caution: The None option is not recommended. It does not protect data from being
overwritten.

See “Selecting settings for media management” on page 225.
See “Media locations and vaults” on page 238.

See “About media overwrite protection” on page 210.

About overwriting allocated or imported media

Backup Exec protects allocated and imported media from being overwritten when
full or partial overwrite protection is used. However, if necessary, you can allow
allocated and imported media to be overwritten by Backup Exec before the data
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overwrite protection period expires, and without setting the media overwrite
protection level to None.

The following methods are available:

m Move the media to ScratchMedia. The media is overwritten when it is selected
for an overwrite job.

m Erase the media. Erased media is automatically recognized as scratch media
and will be overwritten immediately.

m Label the media. The Label Media operation immediately writes a new media
label on the media, which destroys any data contained on the media.

m Format the media. Formatting destroys any data contained on the media.

m Change the overwrite protection period for the media set so that it is expired.
See “About media in Backup Exec” on page 207.

See “About deleting media” on page 248.

See “Editing general properties for media sets” on page 218.

See “How Backup Exec searches for overwritable media” on page 221.

How Backup Exec searches for overwritable media

Media overwrite options set the order in which Backup Exec searches for
overwritable media. When Backup Exec searches for overwritable media for a
backup job, it searches for either scratch media or media that has an expired
overwrite protection period.

You are prompted to select one of the following types of media that you want
Backup Exec to use first:

m Overwrite scratch media before overwriting recyclable media contained in the
targeted media set.
If you choose to overwrite scratch media before recyclable media, more media
may be required for the same number of jobs, but the recyclable media may
be preserved longer for possible recovery.

m Overwrite recyclable media contained in the targeted media set before
overwriting scratch media.
If you choose to overwrite recyclable media before scratch media, you will
re-use the same media more frequently than if you choose to overwrite scratch
media before recyclable media.

In a device pool, Backup Exec selects the oldest recyclable media in all of the
devices in the device pool to use first.
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In arobotic library, Backup Exec selects the oldest recyclable media in the library
to use first. If the robotic library is partitioned, Backup Exec searches for the
oldest recyclable media in the targeted partition only.

Caution: It is recommended that you physically write-protect media containing
critical data by using the write-protect tab on the media cartridge to protect
against unintentional move or erase operations, or expired overwrite protection
periods.

The following table describes the order in which Backup Exec searches for media
to use for an overwrite job, depending on the combination of the overwrite
protection level and the media overwrite option you select.

Table 4-5 How Backup Exec searches for overwritable media
Overwrite protection level and | Media is overwritten in this order:
overwrite option:

Full + Overwrite scratch media first | m Scratch media
Note: This combination provides |® Recyclable media in the targeted media set
the most protection against m Recyclable media in any media set
overwriting media.
Full + Overwrite recyclable media |m Recyclable media in the targeted media set
first m Scratch media
m Recyclable media in any media set
Partial + Overwrite scratch media |m Scratch media
first B Recyclable media in the targeted media set
m Recyclable media in any media set
m Imported media
Partial + Overwrite recyclable m Recyclable media in the targeted media set
media first m Scratch media
B Recyclable media in any media set
m Imported media
None - No overwrite protection + |m Scratch media
overwrite scratch media first m Recyclable media in the targeted media set
Warning: This options is not B Recyclable media in any media set
recommended because it does not | m Imported media
protect data from being m Allocated media in any media set
overwritten.
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Table 4-5 How Backup Exec searches for overwritable media (continued)

Overwrite protection level and
overwrite option:

Media is overwritten in this order:

None - No overwrite protection +
overwrite recyclable media first

Warning: This options is not
recommended because it does not
protect data from being
overwritten.

Recyclable media in the targeted media set
Scratch media

]
[
m Recyclable media in any media set
m Imported media

[ ]

Allocated media in any media set

In addition to setting overwrite protection levels, you must set overwrite options,

which set the order in which Backup Exec searches for overwritable media.
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Figure 4-3
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one.

The most obvious candidates for backup jobs requiring overwritable media are
scratch media and recyclable media (media with expired overwrite protection
periods). These are the first types of media for which Backup Exec searches when
a backup requires media to overwrite. The search pattern is different according
to whether you have chosen Full, Partial, or None. The media indicate that a type

of media set is examined for availability.

See “Selecting settings for media management” on page 225.

See “Media locations and vaults” on page 238.
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Selecting settings for media management

Use this procedure to select settings for the media overwrite protection level, the
media overwrite options, and media labeling.

To select settings for media management

1 On the Tools menu, click Options.

2 Onthe Properties pane, under Settings, click Media Management.
See “Settings for media management ” on page 225.

3 Select the appropriate options, and then click OK.

Settings for media management

Settings for media management include the media overwrite protection level, the
media overwrite options, and media labeling.

See “Selecting settings for media management” on page 225.

Table 4-6 Settings for media management
Item Description
Full - protect allocated and Prevents media in media sets and imported media from
imported media being overwritten.

See “Media overwrite protection levels” on page 220.

This is the safest option to choose because the media
being protected cannot be overwritten until the
following occurs:

m The overwrite protection period for the media
expires.

® You move media that belongs to an active media set
to Scratch Media.

m You erase, format, or label the media.

® You move media from Imported Media to Scratch
Media.

Partial - protect only allocated | Allows imported and scratch media to be overwritten.
media Media in a media set that has an overwrite protection
period that has not expired (allocated media), cannot
be overwritten.

This option is recommended if you have media from an
earlier version of Backup Exec or another product
(imported media) that you want to reuse.
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Table 4-6

Settings for media management (continued)

Item

Description

Prompt before overwriting

Prompts you before Backup Exec overwrites imported

imported media media when Partial has been selected.
The job will not run until you respond to this prompt.
None Disables the media overwrite protection feature. With

This option is not recommended
because it does not protect data
from being overwritten.

this option, you are responsible for making sure that
the media in your storage devices are not accidentally
overwritten.

For example, when an overwrite job is submitted to a
device, and the media overwrite protection level is set
to None, the media in that device is overwritten.

Prompt before overwriting
allocated or imported media

Prompts you before Backup Exec overwrites allocated
or imported media. If you selected None (no overwrite
protection), it is highly recommended that you select
this option to be prompted before overwriting allocated
or imported media.

The job will not run until you respond to this prompt.

Overwrite scratch media before
overwriting recyclable media
contained in the targeted media
set

Lets Backup Exec overwrite scratch media first when
an overwrite job occurs.

See “How Backup Exec searches for overwritable media”
on page 221.

If no scratch media are found in any of the storage
devices, Backup Exec overwrites recyclable media in the
targeted media set.

If no recyclable media are found in the targeted media
set, Backup Exec searches for recyclable media in any
media set.

If no recyclable media are found, Backup Exec
automatically searches for other media to overwrite.
The media that is overwritten depends on the level of
overwrite protection that you set (Full, Partial, or None).
If you select this option, more media may be required
for the same number of jobs than if you choose to
overwrite recyclable media first.

Because this option affects the order in which Backup
Exec overwrites media, choosing to overwrite scratch
media first may allow the recyclable media to be
preserved longer for possible recovery.
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Table 4-6 Settings for media management (continued)

Item

Description

Overwrite recyclable media
contained in the targeted media
set before overwriting scratch
media

Lets Backup Exec overwrite recyclable media in the
targeted media set first when an overwrite job occurs.

If no recyclable media are found in any of the storage
devices, Backup Exec overwrites scratch media.

If no recyclable or scratch media are found, Backup Exec
searches for media to overwrite. The media that is
overwritten depends on the level of overwrite protection
that you set (Full, Partial, or None).

See “How Backup Exec searches for overwritable media”
on page 221.

If you choose to overwrite recyclable media in the
targeted media set first, you will re-use the same media
more frequently than if you choose to overwrite scratch
media first.

Media type

Displays the types of media for which you can create
default labels.

See “Imported media labeling” on page 232.

For example, if you select 4mm, then all 4mm-type
media that are entered for the first time into this
installation of Backup Exec are assigned a label
according to what you specify in the following fields.

Prefix

Displays the current default prefix for the selected
cartridge type. To specify a new prefix on the label, type
from one to eight alphanumeric characters.
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Table 4-6 Settings for media management (continued)
Item Description
Next value Displays the next number that will be included in the

label of the next media that matches the selected
cartridge type when that media is entered for the first
time into this installation of Backup Exec. This number
is incremented by one each time a media that matches
the selected cartridge type is entered into this
installation of Backup Exec.

For example, if Cartridge type is set to 4mm, and Next
value is set to 1, the first time a 4mm media is entered
into this installation of Backup Exec, its label will
include the number 1. The label on the next 4mm media
entered will include the number 2.

To enter a new value, type from one to eight numeric
characters. This number must not exceed the number
specified in the Digits field.

Digits

Displays the length of Next value, including placeholder
zeroes. This field defines the minimum size of the
numeric portion of the label.

For example, if Next value is set to 1, and Digits is set
to 6, then the Next value for the media label is 000001,
000002, 000003, and so on.

If the Next value exceeds the entry in the Digits field,
the extra digit is added. Using the previous example, if
label numbering continued until 999,999, the next label
would be 1,000,000 even though the value specified in
Digits is 6.

Rolling over the label numbering to 1,000,000 and
1,000,001 rather than 000,000 and 000,001 prevents
the duplication of labels.

The number entered in the Digits field must be in the
range of three to eight.

Default media vault

Displays the default vault that you want media moved
to when ajob is run to move media to a vault or to export
media. The default media vault that you select here is

displayed on the job properties dialog box, in Options.

See “Scheduling a job to move media” on page 243.

See “Exporting expired media from a robotic library”
on page 475.
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See “How Backup Exec searches for overwritable media” on page 221.

Viewing audit log entries for media operations

The audit log provides information about media operations, such as when media
are overwritten or appended to. This information can help you find all of the
media that is required for a restore job.

The following options for media operations are enabled by default in the audit
log:

Delete media

Delete media set

Erase media (long)
Erase media (quick)
Format media

Format media (WORM)
Label media

Move media

Overwrite media

To view the audit log entries for media operations

1
2
3

On the Tools menu, click Audit Log.
In the Select category to view field, click Devices and Media .

View the entries in the Audit Log window.

Configuring specific media operations to appear in

the audit log

You can enable some or all media operations to appear in the audit log.

To configure specific media operations to appear in the audit log

1
2
3

On the Tools menu, click Audit Log.
On the Audit Logs dialog box, click Configure Logging.

Expand the Devices and Media category.
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4 Select the operations that you want to log, or clear the check box of any item
or operation that you do not want to log.

5 Click OK.

Media labeling

Media used in Backup Exec is identified by its media label. When new, blank, or
unlabeled media is used during a backup operation, Backup Exec automatically
labels the media. This label consists of a prefix that identifies the cartridge type,
and an incrementing number. For example, if the media is a 4mm tape, then the
prefix would be 4M, followed by 000001. The next media label generated for an
unlabeled 4mm tape would be 4M000002, and so on.

You can allow the media label to be assigned automatically by Backup Exec, or
you can specify a label prefix and number to be assigned for a type of media. For
example, you can specify that all 4mm media that are entered for the first time
into this installation of Backup Exec are labeled with a prefix of ACCT, and with
numbering starting from 1000. You can specify another media type to be labeled
with a prefix of FIN, and with numbering starting at 10,000. Customizing labels
in this manner can help you recognize and organize media.

Another type of media label used by Backup Exec is the media ID, which is a unique
label assigned by Backup Exec to individual media used in Backup Exec. The media
ID is used internally by Backup Exec in order to keep statistics on each media.
Because the media label or bar code label for media can be changed, Backup Exec
must use the media ID, which cannot be changed or erased, to preserve continuity
in record keeping for each individual media. The media ID has no effect on the
media label, or on your ability to rename, label, or erase media.

At times, you may need to use the media ID to distinguish media that have
duplicate media labels. Duplicate labels can be automatically generated in instances
when Backup Exec is reinstalled or media from another Backup Exec installation
is used. Use the media ID to distinguish between duplicate labels. You can view
the media ID in a media’s property page.

Write the media label on an external label fixed to the outside of the physical
media. Whenever you change the media label, you should also change the external
label to match.

The following methods are available in Backup Exec to change a media label:

m Label Media operation. Writes a new media label on the media. This write
operation destroys any data on the media. This option is available on the
Devices view.
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m Rename operation. Changes the name of the media in the display, but does not
write the new label to the media until an overwrite operation occurs. The data
on the media is viable until the media is overwritten.

m Editthelabel in the media’s property page. Editing the label changes the name
of the media in the display, but does not write the new label to the media until
an overwrite operation occurs. The data on the media is viable until the media
is overwritten.

See “Media locations and vaults” on page 238.
See “Labeling media” on page 469.

See “Bar code labeling” on page 232.

See “Renaming a media label” on page 231.

See “General properties for media sets” on page 218.

Renaming a media label

Use Rename to assign a new label to media. The new label is not actually written
to the media until an overwrite operation occurs. All data on the media is preserved
until the next overwrite job. However, the new media label is stored in the database
and is displayed for that media. To write a new media label to the media
immediately, use Label Media on the device’s property page. The media’s contents
will be erased.

If you rename a media, and then use it in another installation of Backup Exec,
that media is treated as imported media, and the media’s original media label is
displayed; the renamed label is not transferred to other installations of Backup
Exec.

To rename media
1 Do one of the following:

m If the media is in a device, then from the navigation bar, click Devices,
and then click that device to display the media.

m Ifyoudon’t know where the media is, from the navigation bar, click Media,
and then click All Media to display all media.

Select the media you want to rename.
Under General Tasks in the task pane, click Rename.

In Name, type a new media label, and then click OK.

o b~ W N

Write this media label on an external label fixed to the outside of the physical
media.
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Imported media labeling

Backup Exec does not automatically relabel imported media. The imported media’s
existing label is read and displayed in the Media view, in one of the Imported
Media sets. Additionally, the imported media’s original media label is displayed
under the heading Media Description in the Results pane of the Media view. You
can edit the media description in the media’s property page to make it a more
descriptive label.

If the media overwrite protection level is set to Partial or None, the imported
media may be selected for a job and be overwritten. The imported media is
automatically labeled when it is overwritten during a job.

If you want to label a specific imported media while maintaining full media
overwrite protection for other imported media, erase the specific media and then
label it.

See “General properties for media sets” on page 218.

Bar code labeling

If there is abar code label on the physical cartridge, and the cartridge is in a robotic
library that has a bar code reader, the bar code label automatically becomes the
media label.

You can change the media label in Backup Exec, but as long as the media has a
bar code label that can be read, the bar code label takes precedence over the media
label. To use the media label you entered using Backup Exec, you must remove
the physical bar code label from the media cartridge, or use the media in a device
without a bar code reader.

For example, Robotic Library 1 has bar code support. During a backup operation,
Backup Exec requests a new or overwritable media for the operation. A new media
with the bar code label 'ABCD' is inserted in the robotic library magazine and the
bar code reader scans the bar code ID on the media label. Backup Exec selects this
media for the operation and detects that a bar code label has been assigned to the
media. Backup Exec automatically uses the bar code label and continues the
operation.

When you change magazines or insert new media in a magazine, use the Scan
option to quickly update slot information.

See “Media labeling” on page 230.

See “Bar code rules in mixed media libraries” on page 233.
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Bar code rules in mixed media libraries

If you have bar code support for a robotic library that uses different types of
drives, you can create a bar code rule so that Backup Exec can identify which

media type to use in a drive. When Backup Exec reads the bar code rule, it locates

the type of media that corresponds to the prefix or suffix and then mounts the
media into a drive that accepts that type of media.

Bar code rules for robotic libraries do not go into effect until you enable them.

See “Enabling bar code rules for robotic libraries” on page 454.

See “Creating bar code rules in mixed media libraries” on page 233.

Creating bar code rules in mixed media libraries

If a robotic library has bar code support, then you can create bar code rules. Bar

code rules specify the type of media that Backup Exec should use in a robotic
library drive.

To create bar code rules in a mixed media library

1

2
3
4

On the Tools menu, click Options.

In the Properties pane, under Settings, click Bar Code Rules.
Click New.

Select the appropriate options.

See “Add Bar Code Rule options” on page 235.

Click OK to save the bar code rule for the media.

Verify that bar code rules are enabled for the robotic library. The bar code
rules do not go into effect until you enable them for the robotic library.

See “Enabling bar code rules for robotic libraries” on page 454.

Editing a bar code rule

You can change the settings of a bar code rule.

To edit a bar code rule

1
2
3

On the Tools menu, click Options.

In the Properties pane, under Settings, click Bar Code Rules.
Click Edit, and then change the options as needed.

See “Add Bar Code Rule options” on page 235.

Click OK to save the changes, and then click OK to exit.
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Deleting a bar code rule

You can delete a bar code rule.

To delete a bar code rule

1 On the Tools menu, click Options.

In the Properties Pane, under Settings, click Bar Code Rules.

2
3 Select a bar code rule to delete, and then click Delete.
4

Click Yes to verify that you want to delete the rule, and then click OK.

Bar Code Rules options

Default bar code rules appear in the list. You can add, edit, or delete bar code rules.

Table 4-7

Default bar code rules

Item

Description

Vendor

Displays the name of this library’s
manufacturer.

Prefix

Displays a prefix that is placed before the
bar code. Only media with bar codes that
have this prefix are used in the specified
drive.

Suffix

Displays a suffix that is placed after the bar
code. Only media with bar codes that have
this suffix are used in the specified drive.

Media type

Displays the media type.

New

Lets you add a new bar code rule.

See “Creating bar code rules in mixed media
libraries” on page 233.

Edit

Lets you edit a bar code rule.

See “Editing a bar code rule” on page 233.

Delete

Lets you delete a bar code rule.

See “Deleting a bar code rule” on page 234.

See “Bar code rules in mixed media libraries” on page 233.
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Add Bar Code Rule options

Bar code rules specify the type of media that Backup Exec should use in a robotic
library drive.

See “Creating bar code rules in mixed media libraries” on page 233.

Table 4-8 Add Bar Code Rule options
Item Description
Select a media type Displays the types of media that you can select to include

in the bar code rule.

Vendor Displays the name of this library’s manufacturer. You can
find the name of the library manufacturer on the library’s
property page. This field is not case-sensitive.

By typing a vendor name here, you restrict the bar code
rule to that vendor’s libraries. If you are creating a general
bar code rule that applies to libraries from different
vendors, leave this field blank.

Bar code prefix Displays a code that is placed before the bar code that
represents a media type. The code can be up to 16
characters, and any combination of letters and numbers.
This field is not case-sensitive.

Bar code suffix Displays a code that is placed after the bar code that
represents a media type. The code can be up to 16
characters, and any combination of letters and numbers.
This field is not case-sensitive.

See “Bar code rules in mixed media libraries” on page 233.

About WORM media

Write once, read many (WORM) data storage is used for archiving data that
requires a long retention period. Data can be written to WORM media one time
only. After that, the media can be appended to, but it cannot be overwritten, erased,
or reformatted.

When WORM media is used in a media set, the overwrite protection period is not
applied to it, but the append period is applied.

New WORM mediais WORM media that has not been written to. When new WORM
media is introduced into Backup Exec, it is placed in the Scratch Media set.
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After the WORM media has been written to one time, you cannot move it to the
Scratch media set. You can move WORM media to the Retired Media set to delete
it from Backup Exec, but you cannot erase it or reformat it.

You can use WORM media for ad hoc backup jobs and for backup jobs created
from policies. When you select the option Use Write once, read many (WORM)
media, Backup Exec confirms that the destination device is or contains a
WORM-compatible drive, and that the WORM media is available in the drive. If
WORM media or a WORM-compatible drive is not found, an alert is sent.

See “Device and media options for backup jobs and templates” on page 327.

Creating a new catalog

Catalog media to do the following:

m Log the contents of a media created by a product other than this installation
of Backup Exec (imported media)

m Create a new catalog on the local hard drive if the catalog for the media no
longer exists.

Before you can restore or verify data, the media must have a catalog. If the media
is being used by this computer for the first time, you may need to inventory the
media first.

See “About inventorying media” on page 431.
To create a new catalog
1 Onthe navigation bar, click Media or Devices.

2 Select the media set or location that is associated with the media to be
cataloged, or select the device containing the media to be cataloged, and then
select the media that you want to catalog.

On the task pane, under Media Tasks, click Catalog media.

4  To specify a device, or a password for a media that is password-protected ,
on the Properties pane, under Target, click Device, and then select the
appropriate options.

See “Device options for catalog jobs” on page 237.

5 To specify a name for the job, or to specify a job priority, on the Properties
pane, under Settings, click General, and then select the appropriate options.

See “General options for utility jobs ” on page 466.
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If you want a person or group to be notified when the job completes, on the
Properties pane, under Settings, click Notification, and then select the
options you want.

See “Sending a notification when a job completes” on page 665.

Do one of the following:

Torunthe jobnow Click Run Now.

To set the
scheduling options
you want to use

On the Properties pane, under Frequency, click Schedule.

See “Scheduling jobs” on page 344.

You can monitor or cancel the catalog job on the Job Monitor.

If the job requires that media be inserted into a robotic library, you are
prompted to create an Import Library job.

See “Importing media to a robotic library” on page 472.

When you create the Import Library job, under Import Job Properties, click
Options, and then select Auto-inventory after import is completed.

Device options for catalog jobs

Device options include the device on which to run a catalog job, and a password

if necessary.

See “Creating a new catalog” on page 236.

Table 4-9

Device options for catalog jobs

Item

Description

Device

Displays the device on which this job will
run.

Password

Displays the password to use if this media is
password-protected and is being cataloged
by this system for the first time.

Confirm password

Confirms that the same password is retyped.

237



238 | Managing media
Creating a restore job while reviewing media or devices

Creating a restore job while reviewing media or
devices

You can create a restore job while reviewing media or devices in Backup Exec. You
must catalog the media before you can select the files that you want to restore.

The catalog for media that was backed up at other Backup Exec installations does
not exist on the media server. You must catalog media that was backed up at other
Backup Exec installations on the local media server before you can view data in
the Restore Job Properties dialog box.

Creating a restore job while reviewing media or devices
1 On the navigation bar, click Media or Devices.

2 Double-click the media set or location that is associated with the data to be
restored.

Select the media that you want to restore.

On the task pane, under Media Tasks, click Restore data.
Select restore job properties.

See “Restoring data by setting job properties” on page 589.

6 If the job requires that media be inserted into a robotic library, you are
prompted to create an Import Library job.

See “Importing media to a robotic library” on page 472.

7 When you create the Import Library job, under Import Job Properties, click
Options, and then select Auto-inventory after import is completed.

Media locations and vaults

Media in Backup Exec can be located in any of the following:

m Online media. This location lists media that reside in a storage device, robotic
library slot, or backup-to-disk folder. Online media is defined by Backup Exec,
so you cannot delete or rename it, and you cannot add or move media to it.

Note: If you move media from the online media location, its overwrite protection
period and append period remain in effect.

m Offline media. This location displays all media that are onsite but are not in
devices or slots, or media vaults. Media are automatically moved to this location
if you use Backup Exec to remove media from a device or slot. You can add
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media to the offline location from another media location. To move offline
media back to online, run an inventory of the devices or slot, or catalog the
media. You cannot delete or rename the offline location.

m User-defined media vault. A media vault is a logical representation of the
actual physical location of media. You can create media vaults to keep track
of where media is physically stored, such as a special media room, a scratch
bin, or an offsite location. For example, you could create a media vault where
media to be sent offsite are moved. Then, print the Media Vault Contents
report, which lists the media contained in that vault, to accompany the physical
media to their offsite storage. You can also create vault rules to help you track
when media should be moved to or returned from a vault.

See “Creating media sets” on page 215.

See “Finding media in a location or vault” on page 242.

See “Configuring vault rules for media sets” on page 240.

See “Using the Vault Wizard to move media” on page 244.

See “Renaming a media vault” on page 241.

See “About moving media to a vault or to the offline media location” on page 242.
See “Deleting a media vault” on page 241.

See “Media Vault Contents Report” on page 734.

Creating media vaults

Create a media vault so that you can track media that are stored in specific sites.
The new vault is displayed under Media Location in the Media view.

To create media vaults
1 On the navigation bar, click Media.
2 Under Media Location Tasks on the task pane, click New media vault.
3 Type the name and a description of the new vault.
See “Media Vault Properties” on page 239.
4  Click OK.

Media Vault Properties
Properties for media vaults include the name and a description of the media vault.

See “Creating media vaults” on page 239.
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Table 4-10 Properties for media vaults
Item Description
Name Displays the name of the media vault.
Description Displays a description of the media vault.

Configuring vault rules for media sets

On the vault rule properties for media sets, you can add or change the following:

The media vault to which you want to send media that are associated with this
media set.

The amount of time to wait between when the media is allocated and when it
is sent to the vault.

The amount of time to wait between returning the media from the vault and
when it was last written to.

Backup Exec does not update the vault automatically. You must use the Update
vault using wizard task to print or view reports that contain details on which
media are ready to be moved to and from the vault, and to update the media
location. You can also schedule a job called Move Media to a Vault to export media
from a device, and update the media location for any media that are moved to a
vault.

To configure vault rules for media sets

1

2
3
4

On the navigation bar, click Media.

In the Media selection pane, under Media Sets, select a media set.
Under General Tasks on the task pane, click Properties.

Click the Vault Rules tab.

See “Properties for vault rules for media sets” on page 240.

Select the appropriate options, and then click OK.

Properties for vault rules for media sets

Properties for vault rules provide information on the dates on which media is
moved to or returned from a media vault.

See “Configuring vault rules for media sets” on page 240.

See “Creating media sets” on page 215.
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Table 4-11 Properties for vault rules for media sets

Item

Description

Select the media vault to use
with this media set:

Displays the media vault that stores the media that is
associated with this media set.

Before the media location can be updated, even if the
move and return dates are overdue, you must run the
task Update vault using wizard .

See “Using the Vault Wizard to move media” on page 244.

This wizard can print reports that detail which media
are ready to move to and return from the vault, and can
update the location of the media if you choose to move
them. However, you must physically collect the media,
and move the media to and from the vault.

Move media to this vault x after
itisallocated (first written to or
overwritten)

Displays the time period after which this media will be
reported as ready to be moved to this vault.

Return media from this vault x
after it is last written to

Displays the time period after which this media will be
reported as ready to be returned from this vault.

See “About creating media sets” on page 214.

Deleting a media vault

You can delete an empty media vault. If there is any media in the vault, you must

move it before you can delete the vault. You cannot delete the online or offline

locations.

To delete a media vault

1 Onthe navigation bar, click Media.

Select the media vault that you want to delete.

2
3 Under General Tasks in the task pane, click Delete.
4

When prompted if you are sure that you want to delete the media vault, click

OK.

Renaming a media vault

You can rename a media vault. You cannot rename the Backup Exec Media
Location defaults Online Media and Offline Media.
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To rename a media vault

1

2
3
4

On the navigation bar, click Media.
On the Media selections pane, click the media vault that you want to rename.
Under General Tasks in the task pane, click Rename.

Type the new name, and then click OK.

Finding media in a location or vault

You can find where media is located by searching for the name on the media label.

To find media in a location or vault

1

2
3
4

On the navigation bar, click Media.
On the Media selection pane, click Media Location.
Under Media Location Tasks on the task pane, click Find media.

Type the name from the media label of the media you want to find, and then
click OK.

About moving media to a vault or to the offline media

location

Several operations are available for you to logically move media to a vault or to
the offline media location. Some move operations also prompt you to export the
media as part of the operation. While these operations logically move the media,
you must physically move the media to an actual location that is represented by
the vault name.

Move media to a vault or to the offline media location using any of the following
methods:

Scan the bar code label or type the media label to logically move media to a
vault or to the offline media location.
See “Scanning bar code labels to move media” on page 243.

Schedule a job to logically move media to a vault after it is successfully exported
from a device.
See “Scheduling a job to move media” on page 243.

In a policy, create a job template to export media.
See “Adding an export media template to a policy” on page 520.

Run the Vault Wizard to export media from a device and to logically move
media to a vault.
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See “Using the Vault Wizard to move media” on page 244.

Drag and drop media to a vault or to the offline media location, and then export
the media from the device.

See “Drag and drop methods to move media” on page 246.

Use the Move to vault option to logically move media to a vault or to the offline
media location.

See “Using the Move to vault task to move media” on page 245.

Scanning bar code labels to move media

If you have a bar code scanner, this is an efficient method for moving media to a
vault or to the offline media location. You can also type a media label into the
dialog box.

To scan bar code labels to move media

1
2

N o0 o b~

On the navigation bar, click Media.

In the Media selections pane, select the media location or vault to which you
want to move media.

In the task pane, under Media Location Tasks in the task pane, click Add
media to selected vault.

See “Move Media to Vault options” on page 246.

Enter each label on a separate line.

Click OK.

Repeat steps 4 and 5 for all the media you want to add.
Click OK.

Scheduling a job to move media

If you set up vault rules for a media set, you can schedule a job called Move Media
to Vault. This job exports the media from the device, and then logically moves
the media to the specified vault.

You can specify a vault for a media set in the media set vault rules, or you can
specify a default vault.

There must be an existing user-defined media vault under the Media Location
node in the Media view.

See “Creating media vaults” on page 239.
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To schedule a job to move media

1
2

On the navigation bar, click Job Setup.

On the task pane, under Backup Strategy Tasks, click New job to move media
to a vault.

To specify a name for the job, or to specify a job priority, on the Properties
pane, under Settings, click General, and then select the appropriate options.

See “General options for utility jobs ” on page 466.

To move the media to a media vault after a successful export, on the
Properties pane, under Settings, click Options, and select a media vault.

If you want a person or group to be notified when the job completes, on the
Properties pane, under Settings, click Notification, and then select the
options you want.

See “Assigning recipients to alert categories for notification” on page 663.

If you want to run the job now, click Run Now. Otherwise, on the Properties
pane, under Frequency, click Schedule to set the scheduling options you
want to use.

See “Scheduling jobs” on page 344.

Using the Vault Wizard to move media

Use the Vault Wizard to print or view reports that contain details on which media
are ready to be moved to and from a vault, and to update vaults.

After avault is updated, if Backup Exec detects a robotic library, you are prompted
to export media. If you choose to export the media, an Export Media job runs.

See “Exporting expired media from a robotic library” on page 475.

Note: If your environment includes remote sites, you should create separate media
sets for each remote site, so that if vault rules are enabled, the reports contain
details on which media are ready to be moved for just that site.

To use the Vault Wizard to move media to a vault

1
2

On the navigation bar, click Media.

Select the vault that you want to update.
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3 Under Media Location Tasks on the task pane, click Update vault using
wizard.

The Vault Wizard appears.

4  Follow the instructions on the wizard.

Using the Move to vault task to move media

You can select media in the Media view, and then choose a vault or the offline
media location to move the media to. The media location is updated in the Backup
Exec database, but the media is not ejected or exported.

To use the Move to vault task to move media
1 Onthe navigation bar, click Media.

2 Expand All Media to display a list of media, and then select the media that
you want to move to a media vault.

3 Under Media Tasks on the task pane, click Move to vault.
See “Move Media options” on page 245.

4  Select a media vault to which you want to move this media, and then click
Yes or Yes to All.

Move Media options
You can move media to a vault or to the offline media location.

See “Using the Move to vault task to move media” on page 245.

Table 4-12 Move Media options

Item Description

Name Displays the media label that you selected
to move.

Description Displays the media description, if there is
one.

Move to Displays a media vault or a media location
to which the media is moved.

Yes Moves a single media to the new location and
updates the Backup Exec database.

No Unselects the media and does not move it.
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Table 4-12 Move Media options (continued)
Item Description
Yes to All Moves all media that was seleted to the new

location and updates the Backup Exec
database.

Move Media to Vault options

You can use a bar code scanner to enter the media labels of the media that you
want to move to this vault. You can also type the media label for any media that
you want to move to this vault.

See “About moving media to a vault or to the offline media location” on page 242.

Drag and drop methods to move media

To move media to a vault or to the offline media location, drag and drop it from
one location to another location. The drag and drop method also prompts you to
export the media from a device.

The following table lists the drag-and-drop rules for media:

Note: If you move media from an online location, its overwrite protection period
and append period remain in effect.

Table 4-13 Media Drag-and-Drop Rules
From/To Online Location | Offline Location | Media Vaults Media All Media
Pools/Sets
Online location No Yes, with a Yes, with a No No
warning that the |warning that the
media is not media is not
physically moved | physically moved
from the online from the online
location. location.
Offline location No No Yes No No
User-defined vault | No Yes Yes No No
Media Pools/Sets | No Yes, with a Yes, with a Yes No
warning warning
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Table 4-13 Media Drag-and-Drop Rules (continued)
From/To Online Location | Offline Location | Media Vaults Media All Media
Pools/Sets
All Media No Yes, with a Yes, with a Yes No

warning that the
media is not

warning that the
media is not

physically moved | physically moved
from the online from the online
location. location.

Using drag and drop methods to move media

After you drag and drop media to a new location, an Export Media job runs. After
the job runs, you are prompted to remove the media from the device.

See “Drag and drop methods to move media” on page 246.

To use the drag and drop method to move media

1 On the navigation bar, click Media.

2 Onthe Media selections pane, click the vault containing the media.

3 Select the media from the Results pane, and drag it to the new location.
4

When you are prompted to export the media, click Yes or Yes to All.

About removing damaged media

Media that meets or exceeds the discard thresholds determined by the media
manufacturer should be associated with the Retired Media media set. Based on
a measurement of soft errors generated by the storage device firmware, media
that exceeds acceptable levels of these errors are reported to Backup Exec as
potential candidates to be discarded.

To decide which media to retire, run a Media Sets report to see the total number
of errors for media, or view the properties for a specific media.

Associate any media with an unacceptable level of errors to Retired Media so
that you are protected against using defective media before critical backup
operations begin. After you mark media as retired, it will not be used by Backup
Exec for future backup jobs. The media is still available to be restored from if it
is not damaged.

See “About deleting media” on page 248.

See “Statistics properties for media” on page 251.
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See “Failed Backup Jobs Report” on page 727.

About deleting media

When you delete media from Backup Exec, all records of the media are removed
from the Backup Exec Database. These records include catalog information, media
statistics, and other information that is associated with the media. You can only
delete media when it belongs to the Retired Media set.

You may want to delete media when the following occurs:
m You have a lot of offsite media that you do not want to recycle.
m You throw away damaged or old media.

Media can only be deleted from Backup Exec after it has been associated with the
Retired Media set.

When deleted media is reused in Backup Exec, it is recognized as imported media.
Before you can restore from the media, you must catalog it.

Note: Deleting media from Backup Exec is not the same operation as erasing media.

See “Deleting media” on page 248.
See “Statistics properties for media” on page 251.

See “Failed Backup Jobs Report” on page 727.

Deleting media
You can delete media from the Backup Exec Database.
To delete media
1 Onthe navigation bar, click Media.

2 Associate the media that you want to delete with the Retired Media set by
doing one of the following:

m Drag the media to the Retired Media icon.

m Under Media Tasks on the task pane, click Associate with media set,
select the Retired Media set to associate the media with, and then click
Yes or Yes to all.

3 Double-click the Retired Media icon, and then select the media that you want
to delete.
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4  Under General Tasks in the task pane, click Delete.

If Delete is unavailable, the media is not associated with the Retired Media
set. You must associate the media with Retired Media before Delete is
available.

5 Click Yes or Yes to All to delete the media that are displayed.

General properties for media

General properties for media provides information about the media.

See “Viewing properties” on page 206.

Table 4-14 General properties for media
Item Description
Media label Displays the media label that was assigned

automatically by Backup Exec, or that was assigned
or changed by the administrator, or that was a
pre-assigned bar code label.

You can edit the media label, which is limited to
32 characters. Editing the label changes the name
of the media in the display, but does not write the
new label to the media until an overwrite operation
occurs. When you edit a media label, try to make
it a concise identifier that will remain constant
even when the media is reused. You should write
this media label on a label fixed to the outside of
the physical media.

Duplicate labels can be automatically generated.
For example, reinstalling Backup Exec or bringing
media from another Backup Exec installation could
cause duplication in labels. Duplicate labels are
allowed, but not recommended.

If a bar code is available, and a bar code-equipped
device is used, then the media label automatically
defaults to that bar code.

Description Displays the original media label if the media is
imported media.

You can edit the media description, which is
limited to 128 characters, to make it a more
descriptive label.
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Table 4-14 General properties for media (continued)
Item Description
Media type Displays the media type and subtype (if available).

Click the button next to the field to change the
media type or subtype.

Export pending

Displays Yes when a job runs that has an
associated Export Media template to export this
media.

See “About export media templates” on page 520.

Media set

Displays the name of the media set this media
belongs to.

Media location

Displays the name of the device or vault where
this media is located.

Creation date

Displays the date and time when the media was
first entered into Backup Exec.

Allocated date

Displays the date and time when the media was
added to a media set as a result of an overwrite
operation.

Modified date

Displays the date and time when data was last
written to the media.

Overwrite protection until

Displays the date and time after which the media
can be overwritten.

Appendable until

Displays the date and time after which the media
can no longer be appended to.

Supports HW encryption

Displays Yes if this media supports hardware
encryption.

See “About hardware encryption” on page 400.

See “Media labeling” on page 230.

See “Creating a test run job” on page 371.

See “Properties for robotic library slots” on page 456.

See “Statistics properties for media” on page 251.
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Statistics properties for media

You can view statistics about a media.

See “Viewing properties” on page 206.

Table 4-15

Statistics properties for media

Item

Description

Hours in use

Displays the total number of hours that this media has
been in use.

Used capacity

Displays the amount of raw capacity on the media that
hasbeen used. Used capacity is calculated by subtracting
available capacity from total capacity.

Used capacity may or may not equal bytes written.

Available capacity

Displays the amount of expected raw capacity on the
media that remains unused. Some tape devices support
the ability to read the amount of remaining capacity of
the media that is currently loaded in the device. If a tape
device supports reading of the remaining capacity
amount, then available capacity is derived from the
remaining capacity amount. Otherwise, available
capacity is calculated by subtracting bytes written from
total capacity.

Because free space is reported in terms of unused raw
capacity, review bytes written and compression ratio
to better estimate if there is enough free space to
accommodate a specific job.

Total capacity

Displays the amount of expected total raw capacity of
the media. Some tape devices support the ability to read
the amount of total capacity of the media that is currently
loaded in the device. If a tape device supports reading of
the total capacity amount, then total capacity is derived
from the total capacity amount. Otherwise, total
capacity is estimated based on past usage of the media.

Compression ratio

Displays the ratio of bytes written to used capacity.
Compression ratio will show the overall effect that data
compression and media flaws are having on the amount
of data that is being stored on the media.
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Table 4-15

Statistics properties for media (continued)

Item

Description

Bytes written

Displays the amount of data that has been written into
blocks on the media. Bytes written may differ from used
capacity due to the effects of data compression and
media flaws. Data compression will tend to increase bytes
written when compared to used capacity. Media flaws
will decrease bytes written when compared to used
capacity.

Bytes read

Displays the number of bytes that have been read from
this media.

Mounts

Displays the number of times this media has been
mounted.

Seeks

Displays the total number of seek operations that have
been performed on this media. Seek operations run to
locate a specific piece of information on the media.

Seek errors

Displays the number of errors encountered while trying
to locate data.

Soft write errors

Displays the number of recoverable write errors
encountered. If you receive soft errors, it may indicate
the beginning of a problem. If you receive excessive
errors for your environment, check the media for
damage.

Hard write errors

Displays the number of unrecoverable write errors
encountered. If you receive hard errors, check the media
for damage.

Soft read errors

Displays the number of recoverable read errors
encountered. If you receive soft errors, it may indicate
the beginning of a problem. If you receive excessive
errors for your environment, check the media for
damage.

Hard read errors

Displays the number of unrecoverable read errors
encountered. If you receive hard errors, check the media
for damage.

See “Editing general properties for media sets” on page 218.

See “About creating media sets” on page 214.
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Media rotation strategies

There are many media rotation strategies you can use to protect your data. They
differ mostly by the number of media required and by the amount of time the
media is kept before it is rotated back into the schedule.

The most commonly used media rotation strategies include the following:

m Son, which uses the same media each day to run a full backup.
See “Son media rotation strategy” on page 253.

m Father/Son, which uses multiple media, includes a combination of weekly full
and daily differential or incremental backups for a two-week schedule, and
provides backups for offsite storage.

See “Father/son media rotation strategy” on page 254.

m Grandfather, which uses multiple media, includes a combination of weekly
and monthly full and daily differential or incremental backups, and provides
backups for offsite storage.

See “Grandfather media rotation strategy” on page 255.

Son media rotation strategy

The Son media rotation strategy requires the following:

Table 4-16 Son media rotation strategy
Item Description
Number of media required 1 (minimum)
Overwrite protection period Last backup

The Son strategy involves performing a full backup every day.

Figure 4-4 Son Backup Strategy
Mon Tue Wed Thu Fri
Media 1 Media 1 Media 1 Media 1 Media 1
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Although the Son strategy is simple to administer, backing up with a single media
is not an effective method of backup. This is because magnetic media eventually
wears out after many uses and the data you can restore only spans back to your
last backup.

Father/son media rotation strategy

The Father/son media rotation strategy requires the following:

Table 4-17 Father/son media rotation strategy
Item Description
Number of media required 6 (minimum)
Overwrite protection period Two weeks

The Father/Son media rotation strategy uses a combination of full and differential
or incremental backups for a two-week schedule.

In the Father/Son scenario, four media are used Monday through Thursday for
differential or incremental backups. The other two media containing full backups
are rotated out and stored offsite every Friday.

The Father/Son strategy is easy to administer and allows you to keep data longer
than the Son strategy, but it is not suitable for the stringent data protection needs
of most network environments.

Week 1

Week 2

Figure 4-5 Father/Son Backup Strategy
Mon Tue Wed Thu Fri
Media 1 Media 2 Media 3 Media 4 Media 5

| | | | | | | I
\waw livawl\vavl\wiw; W

Media 1 Media 2 Media 3 Media 4 Media 6

 S— 1 I ] I T [ ]
A I IWTAS A, uub‘@‘

I Full Backup I T Incremental or Differential
@ |\ Backup

When this backup strategy is first implemented, you must start with a full backup.
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Grandfather media rotation strategy

The Grandfather media rotation strategy requires the following:

Table 4-18 Grandfather media rotation strategy
Item Description
Number of media required 19 (minimum)
Overwrite protection period One year

The Grandfather method is one of the most common media rotation strategies.
It is simple to administer and comprehensive enough to allow easy location of
files when they need to be restored.

In the Grandfather scenario, four media are used Monday through Thursday for
incremental or differential backups; another three media are used every Friday
for full backups.

The remaining 12 media are used for monthly full backups and are kept offsite.
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Figure 4-6 Grandfather Backup Strategy
Mon Tue Wed Thu Fri
Mon 1 Tue 2 Wed 3 Thu 4 Fri 5
Week 1 1 | 1 | 1 | 1 | ﬁ
Mon 1 Tue 2 Wed 3 Thu 4 Fri 6
Week 2 | ] | | I | T | w
AR\ AVIIZTAVIA\ T AW,
Mon 1 Tue 2 Wed 3 Thu 4 Fri 7
Week 3 | ] ! | | | T T ]
A I M AYIIA" A1 B\ VA V] w
Mon 1 Tue 2 Wed 3 Thu 4 Monthly
Week 4 I I I ] I ] I ] w
AN\ AYIMTAYIB\" A,
| Full Backup I I In'cremen'tal or
Differential
NS NI | Backup

The Grandfather strategy is recommended because it offers a good media number
to storage life ratio (19 media/1 year). It is also easy to modify if you want to
incorporate more media. For example, you could perform a full backup on the last
Saturday of the month to keep permanently.
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This chapter includes the following topics:

How to prepare for backup

About backup strategies

How to choose a backup strategy

About selecting data to back up

About using fully qualified computer names in backup selections

About the Computer Name node in the backup selections list

About the Favorite Resources node in the backup selections list

About the Domains node in the backup selections list

Adding an Active Directory domain to the Active Directory Domains node
Deleting an Active Directory domain from the Active Directory Domains node
About the User-defined Selections node in the backup selections list

Adding a user-defined selection to the User-defined Selections node
Deleting a user-defined selection from the User-defined Selections node
About managing Microsoft Virtual Hard Disk (VHD) files in Backup Exec
How to back up user-defined Microsoft Windows Distributed File System data
About selection lists

About resource discovery

About the Backup Exec Shadow Copy Components file system
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m How to restore individual items by using Granular Recovery Technology

How to prepare for backup

Before you back up your data, you should become familiar with how to do the
following:

m Use backup strategies
See “About backup strategies” on page 258.

m Select data to back up
See “About selecting data to back up ” on page 268.

m Create user-defined selection lists
See “About selection lists” on page 283.

m Protect specific types of data, such as Windows Server systems and utility
partitions
See “About selecting data to back up ” on page 268.

About backup strategies

A backup strategy is the collection of procedures you implement for backing up
your network, including what methods of backups are performed, when backups
are performed, and how media is rotated back into use for your regular backups.
A good backup strategy allows minimal time to get a system up and running in
the event of a disaster.

Backup Exec offers flexible solutions for protecting the data on your network. Use
the media rotation feature and let Backup Exec do all the administrative work for
you, or design and manage your own media rotation strategy, the procedures for
reusing media, that meets your exact specifications.

You can create backup job templates that define your backup strategy, and then
reuse the templates to implement your strategy for all resources being protected
by your media server.

See “Media rotation strategies” on page 253.

See “How to choose a backup strategy” on page 258.

How to choose a backup strategy

In order to develop a secure and effective plan for managing your data, you should
consider the following:
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m The importance of the data you are backing up.

m How often your system needs to be backed up.

m How much storage media you will use.

m When you will use certain storage media.

m How you will keep track of your backup information.

See “About backup strategies” on page 258.

How to determine your backup schedule

While there is no requirement on how often to back up your data, there is one
consideration that can help you decide: The cost of re-creating data that was added
or modified since the last backup.

Calculate the manpower, lost time and/or sales, and other costs that would be
incurred if the file server or workstation crashed right before the next backup
was scheduled to take place (always assume the worst scenario). If the cost is
excessive, the strategy should be adjusted accordingly.

For example, the cost to re-create an extensive database system that is continually
updated by several database operators would be quite substantial. On the other
hand, the cost to re-create the data for a user creating one or two inter-office
memos would be considerably less. In this scenario, the network administrator
would probably opt to back up the database several times daily, and set up daily
jobs for the user’s workstation.

In an ideal environment, one full backup should be performed on workstations
every day and servers should be fully backed up more often. Important data files
and directories that constantly change may need to be backed up several times a
day. Because of time and media constraints, this is not feasible for many
environments, so a schedule including incremental or differential backups must
be implemented. For safety reasons, a full backup should always be performed
before adding new applications or changing the server configuration.

How to determine the amount of data to back up

The amount of data to be backed up is a key determinant of the media rotation
strategy you choose. If you are backing up large amounts of data that needs to be
retained on media for long periods of time, you will need to select a strategy that
is suitable for these requirements.
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How to determine a schedule for data storage

The amount of time the data needs to be stored is directly related to the media
rotation scheme you use. For example, if you use one media and back up every
day, your backups will never be more than a day old.

Since storage media is relatively inexpensive when compared to the value of your
data, it is a good idea to periodically back up your system on media not used in
the media rotation scheme and store it permanently. Some administrators may
choose to do this every week, while others may choose to store only one permanent
backup per month.

The threat of viruses is an issue also. Some viruses take effect immediately, while
others may take days or weeks to cause noticeable damage.

You should have at least the following backups available to restore at any time:
m 3 daily backups (for example, Monday, Tuesday, Wednesday).

m A one-week-old full backup.

m A one-month-old full backup.

Having these backups available should allow you to restore your system prior to
when it became infected.

How to determine which devices to back up

Since Backup Exec can back up servers, workstations, and agents, you should
consider which resources you want to protect. You will need to coordinate times
that are suitable to back up different resources. For example, you may want to
back up file servers during the evening and back up workstations at lunchtime.

How to determine the number of resources to back up in a job

When you are setting up jobs for the network, you must decide if you want to
create one job that includes many resources or a job for each resource.

Here are some of the advantages and disadvantages of each method.
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Table 5-1 Advantages and disadvantages of including more than one system
inajob
Method Advantages Disadvantages
One job per device |m If a job fails, you know ® You have more jobs to keep

immediately which resource
was not backed up.

track of (for example,
reviewing job histories, and so

m If aresource is turned off or forth).
moved, backups of other
resources are not affected.
B When resources are added to
the network you can simply set
up new jobs for each resource.
Multiple resources |m There are fewer jobs to keep |m If any of the resources in the
per job track of and create. job are not available during the
® You know the order in which backup, the job results in an
the data is backed up. abnormal completion status.
m Youcould make it an overwrite

job and thus be able to use the
same name for the media and
the job.

About the archive bit and backup methods

Whenever afile is created or changed, the operating system activates the Archive
Bit or modified bit. Unless you select to use backup methods that depend on a date
and time stamp, Backup Exec uses the archive bit to determine whether a file has
been backed up, which is an important element of your backup strategy.

Selecting the following backup methods can affect the archive bit:

m Full - Back up files - Using archive bit (reset archive bit)

m Differential - Back up changed files since last full - Using archive bit (does not

reset archive bit)

m Incremental - Back up changed files since last full or incremental - Using
archive bit (reset archive bit)

Whenever a file has been backed up using either the Full - Back up files - Using
archive bit (reset archive bit) or Incremental - Changed Files - Reset Archive Bit
backup method, Backup Exec turns the archive bit off, indicating to the system
that the file has been backed up. If the file is changed again prior to the next full
or incremental backup, the bit is turned on again, and Backup Exec will back up
the file in the next full or incremental backup. Backups using the Differential -
Changed Files backup method include only files that were created or modified
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since the last full backup. When this type of differential backup is performed, the
archive bit is left intact.

Consider the following backup strategy scenario:

Fred wants to implement a backup strategy for the office fileserver. Fred knows
that all backup strategies begin with a full backup (backup of an entire device
using the full backup method), so he creates a Selection List for his server and
submits the job to run at the end of the day on Friday.

Since most files on the server, such as operating system files and application files,
seldom change, Fred decides that he can save time and media by incorporating
incremental or differential backups in his media rotation scheme. Fred opts to
use incremental backups, so he schedules the script to run at the end of the day,
Monday through Thursday, with the incremental backup method.

Here’s what happens: Fred’s Friday tape contains all of the data on the fileserver
and Backup Exec changes all of the files’ statuses to backed up. At the end of the
day on Monday, the incremental job runs and only the files that were created or
changed (had the archive bit re-set by the operating system) are backed up. When
the incremental job completes, Backup Exec will turn the archive bit off, showing
that the files have been backed up. On Tuesday through Thursday, the same events
happen.

If Fred’s fileserver crashed on Thursday morning, after he got it running, he would
restore each backup in the order in which it was created (for example, Friday,
Monday, Tuesday, and so forth).

If Fred had decided to perform differential backups on Monday through Thursday,
he would have only needed Friday’s and Wednesday’s tapes: Friday’s tape because
it included all of the data, and Wednesday’s tape because it included every file
that had been created or changed since Friday’s backup.

About backup methods

Before you can develop your media rotation strategy, you will need to decide
whether you want to perform only full backups or use a strategy that includes
Full backups and one of the modified backup methods (differential, incremental
or working set backups).

Note: You need to perform a full backup of your server to establish a baseline for
disaster recovery.

The backup methods used by Backup Exec are as follows:
m Full



Preparing for backup
How to choose a backup strategy

See “About the full backup method” on page 263.

m Differential
See “About the differential backup method” on page 264.

m Incremental
See “About the incremental backup method” on page 264.

m Working Set
See “About the working set backup method” on page 265.

There are advantages and disadvantages to each backup method.

See “About backup method advantages and disadvantages” on page 265.

About the full backup method

Full backups include all of the data that was selected for backup. Backup Exec
detects the device as having been backed up. You can use either archive bit or
modified time to determine if a file has been backed up.

Note: You will need to perform a full backup of your server to establish a baseline
for disaster recovery.

Full backups also include Copy backups, which include all selected data and do
not affect any media rotation scheme because the archive bit is not reset. Copy
backups are useful when you need to:

m Back up data for a special purpose (for example, to send to another site).
m Back up specific data.
m Perform an additional backup to take off-site.

m Backupdatathatbelongs to a media rotation job without affecting the rotation
cycle.

Another Full backup option is the Back up and delete the files option. This option
deletes the selected files and folders from the volume after a successful copy
backup. This backup option moves data from disk to storage media to free valuable
disk space and to reduce clutter on your server volume. You should not use this
option as part of a regular backup schedule.

Note: For data to be deleted, rights to delete a file must be granted; otherwise data
is backed up but not deleted. Backup Exec does not delete data from remote
computers on which remote agents are installed when you select the Backup and
delete the files option.
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See “About backup methods” on page 262.

About the differential backup method

Differential backups include all files that have changed since the last full or
incremental backup. The difference between differential and incremental backups
is that incremental backups include only the files that have changed since the
last full or incremental backup.

Backup Exec provides two differential backup methods, one that uses archive bit
and one that uses modified time to determine if the file was backed up. If you
select to use the Full - Back up files - Using archive bit (reset archive bit) and want
to run differential backups, you must use the Differential - Back up changed files
since last full - Using archive bit (does not reset archive bit) method. If you select
to use the Full - Back up files - Using modified time, you must use the Differential
- Back up changed files since last full - Using modified time method.

Note: If you use modified time to determine if files have been backed up, the full
and differential backups must use the same backup selection list.

In most schemes, differential backups are recommended over incremental backups.
Differential backups allow much easier restoration of an entire device than
incremental backups since only two backups are required. Fewer required media
also decreases the risk of not being able to restore important data because of
media errors.

You should not mix differential and incremental backups together.

See “About backup methods” on page 262.

About the incremental backup method

Incremental backups include only the files that have changed since the last full
or incremental backup.

Backup Exec provides two incremental backup methods, one that uses archive bit
and one that uses modified time to determine if the file was backed up. If you
select to use the Full - Back up files - Using archive bit (reset archive bit) and want
torun incremental backups, you must use the Incremental - Back up changed files
since last full or incremental- Using archive bit (reset archive bit) method. If you
select to use the Full - Back up files - Using modified time, you must use the
Incremental - Back up changed files since last full or incremental - Using modified
time method. The advantages and disadvantages described in this section pertain
to either type of differential backup.
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Note: If you use modified time to determine if files have been backed up, the full
and incremental backups must use the same backup selection list.

See “About backup methods” on page 262.

About the working set backup method

The working set backup method includes two options; Changed today and Last
accessed in x days. The Changed today option was called Daily backup in previous
versions of Backup Exec. You can perform backups using the Changed today
method in addition to the media rotation scheme selected. The Changed today
method backs up all files with today’s date (created or changed today). The Changed
today method does not affect the files’ backup status because the archive bit is
not reset.

If you select the Last accessed in x days method, you can then indicate in the Files
accessed in x days field that you want to include data that has been accessed in a
specific number of days.

This option is similar to a differential backup, in which files that have been created
or changed since the last full backup are included; however, the difference lies in
that you can also specify to include all files accessed within the last x number of
days. This option can speed the recovery of a crashed server because you only
need to restore the working set backup to get up and running again, and then
restore the latest full backup at a later time (if necessary).

To effectively include the data needed to make your system operational after
restoring a working set backup, specifying at least 30 days in the Files accessed
in x days field is recommended. With a full/working set backup scheme, the
non-full backups will require more media space than full/differential or
full/incremental schemes. However, in environments where active data is migrated
frequently between machines, or when restore times are especially critical, working
set backups can make up the cost of extra media in time savings for restoring
data.

See “About backup methods” on page 262.

About backup method advantages and disadvantages
There are advantages and disadvantages to each backup method.

See “About backup methods” on page 262.
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Table 5-2

Backup Method Advantages and Disadvantages

Method

Advantages

Disadvantages

Full

m Files are easy to find - Since
full backups include all data
contained on a device, you
don’t have to search through
several media to find a file
that you need to restore.

m There is always a current
backup of your entire system
on one media or media set - If
you should need to restore
your entire system, all of the
most current information is
located on the last full backup.

m Redundant backups - since

most of the files on your file
server rarely change, each full
backup following the first is
merely a copy of what has
already been backed up. This
requires more media.

Full backups take longer to
perform - Full backups can be
time consuming, especially
when you have other devices
on the network that need tobe
backed up (e.g., agent
workstations, remote servers).

Differential

m Files are easy to find -
Restoring a system backed up
with a differential strategy
requires a maximum of two
backups - the latest full
backup and the latest
differential backup. This is
less time consuming than
backup strategies that require
the latest full backup and all
incremental backups created
since the full backup.

B Lesstimerequired for backup
and restore - Differential
backups take less time to
restore than full backups.
Faster recovery is possible in
disaster situations because
you only need the latest full
and differential backup media
to fully restore a device.

Redundant backups - All of the
files created or modified since
the last incremental backup
are included; thus creating
redundant backups.
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Table 5-2 Backup Method Advantages and Disadvantages (continued)

Method Advantages Disadvantages

Incremental m Better use of media - Only m Backups are spread across
files that have changed since multiple media - Since
the last backup are included, multiple media is required in
so there is much less data a disaster situation, this can
storage space required. cause recovery of a device to
Less time required for backup take longer. In addition, the
- Incremental backups take media must be restored in the
much less time than full and correct order to effectively
differential backups to bring the system up to date.
complete.

Working Set Restoring a system backed up | m The Last accessed in (x) days

with a working set strategy
requires only the media
containing the latest working
set backup media and the
media containing the most
recent full backup.

You can perform a working
set backup, restore the data to
anew system, and be up and
running faster than if you had
to restore a full backup
followed by all of the
incremental or differential
backups.

Working set backups take less
time to run than full backups.

method is available only on
platforms that support the last
accessed date (Windows,
NetWare, and UNIX). Working
set backups will work as
differential backups when
selected for other platforms.

About modified time and backup methods

If you select to use Full - Back Up Files - Using modified time, Differential - Using

modified time, or Incremental - Using modified time, Backup Exec uses a file’s

modified time rather than the archive bit to determine if it needs to be backed up.

‘When Backup Exec runs a full or incremental backup, the time the backup launches

is recorded in the Backup Exec database. The next time an incremental or
differential backup launches, Backup Exec compares the file system time to the

backup time recorded in the Backup Exec database. If the file system time is later

than the database time, the file is backed up.
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Note: A file's last modified date and timestamp does not change when the file is
copied or moved. If the file's modified time is older than the previous backup's
modified time, that file is not backed up. To ensure that the files are protected,
run a full backup after you copy or you move files. If you have the Advanced
Disk-based Option, you can run synthetic backups to ensure that any copied or
moved files are protected.

When an incremental backup is run, a new time is recorded in the Backup Exec
database. The database time is not updated with differential backups.

Using the modified time allows Backup Exec to run differential backups on file
system, such as Unix, which do not have an archive bit.

If you want Backup Exec to use modified time to determine if a file has been backed
up, the full and incremental (or full and differential) backups must use the same
backup selection list.

See “About selection lists” on page 283.

The Full - Using modified time backup method adds the time of the backup to the
Backup Exec database only if the full backup job completes successfully. If the
full backup job does not complete successfully, any subsequent backup jobs that
use the differential or incremental modified time backup methods back up all of
the data instead of just the data that changed since the last full backup.

About using the Windows NTFS Change Journal to determine changed

files

For Windows 2000 or later systems, you can enhance incremental and differential
backup performance by selecting to have Backup Exec use the information recorded
in the NTFS Change Journal. NTFS logs all file system changes in the Change
Journal. If you select to use the Change Journal and select Differential - Using
modified time or Incremental - Using modified time as the backup method, Backup
Exec will scan the journal to get a list of changed files rather than scan all files,
reducing the amount of time required to perform the incremental or differential
backup.

About selecting data to back up

When you are setting up a backup job, select the data you want to back up. Make
your selections from the backup selections pane on the Backup Job Properties
dialog box.

You can find a list of icons that appear in the backup selections pane at the
following URL:
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http://entsupport.symantec.com/umi/V-269-12

There are several ways you can select data to back up. You can select an entire
drive, a folder, files, System State, network share, Backup Exec Agent volume, or
user-defined selection. You also can use the Advanced File Selection feature to
include or exclude specific files or specific types of files. Or you can set up a
selection list that you can reuse for several backups.

Note: If the account to which you are logged on does not have sufficient rights,
you are required to supply another logon account that can be used to view files
for backup.

To expand the view for an item, click the plus sign (+) next to it or double-click
the item name. To collapse the view, click the minus sign (-) next to an item or
double-click the item name.

To view the contents of an item, double-click the item’s icon. The item’s contents
appear in the right frame of the backup selections view. For all items (except
System State), you can traverse file levels from either side of the window by
clicking folders and subfolders as they appear.

When you are browsing remote selections, Backup Exec requires a valid logon
account to expand the resources and devices. If the default logon account does
not enable access to aremote selection, Backup Exec prompts you to select another
existing logon account or create a new logon account that can access the selection.

To select data, select the check box next to the drive or directory you want to back
up.

Figure 5-1 Data selection
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the check box are selected, but the item itself cannot be =-{#] £ DHEATHTS

A slash in a check box means some items below the
directory or drive level are selected.

A check mark in a check box means all items at or below
the directory or drive level are selected.

A clear check box means the item can be selected.
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About using fully qualified computer names in backup
selections

You can enter fully qualified computer names in Backup Exec anywhere that you
can enter a computer name. In addition, Backup Exec can show fully qualified
computer names where computer names are listed.

For fully qualified computer names, the following rules apply:

m The maximum number of characters for each label (the text between the dots)
is 63

m The maximum total number of characters in the fully qualified name is 254,
including the dots, but excluding the \\

m The name cannot include the following characters: * | < > ?

To find a fully qualified computer name, from the Control Panel, select System >

Computer Name. The fully qualified name appears in the Full computer name
field.

Symantec does not recommend using both fully qualified computer names and
non-qualified computer names in selection lists. Symantec recommends using
fully qualified computer names.

For example, if you have a computer named Test_Computer, you can have two
selections for it. One selection is called Test_Computer. The fully qualified selection
is called Test_Computer.domain.company.com. In this case, Backup Exec treats
each selection as a separate computer, even though both selections are for the
same computer. For backup jobs that use the short computer name, the catalog
contains the short computer name. For backup jobs that use the fully qualified
name, the catalog contains the fully qualified name.

About the Computer Name node in the backup
selections list

The first node under All Resources shows the name of the computer on which
Backup Exec is installed.

The Computer Name node includes the following sub-nodes:
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Table 5-3 Sub-nodes of the Computer Name node

Sub-node name

Description

Local Drives

Includes hard drives as well as CD-ROM drives that physically
reside on the media server.

Shadow Copy
Components
(Windows Server
2003/2008)

Uses Microsoft’s Volume Shadow Copy Service to protect critical
operating system and application service data, and third-party
application and user data on Windows Server 2003/2008 resources.

System State

Lists a collection of system-specific data that is backed up
whenever the computer name node is selected. Symantec
recommends that you back up System State. However, you can
clear the check box next to System State if you do not want to
back it up with the resources on the server. You cannot select or
expand the System State resources individually. They are backed
up only as a collection, never individually.

You can only perform a full backup on System State. However, if
you select other items at the same time, you can perform other
backup methods on those items. You can back up System State
remotely on other computers if Backup Exec Remote Agent is
installed on the remote computer. For more information about
System State, refer to your Microsoft Windows documentation.

Active Directory
Application Mode

Appears only when Active Directory Application Mode (ADAM)
resources are available for backup. Even though ADAM is a Shadow
Copy component, the ADAM node is not selected automatically
when you select the Shadow Copy Components node. You must
select the ADAM node if you want to back up the ADAM resources.

Backup Execdatabase

Includes job, schedule, job history, notification, alerts, device,
media, and catalog indexes data for Backup Exec.

Utility Partition

Includes the utility partitions that are installed on the system and
available for backup. Individual utility partition objects are named
Utility Partition on Disk disk_number (for example, Utility
Partition on Disk 0), and cannot be expanded. Backing up utility
partitions is recommended when a full system backup is done,
such as for disaster recovery preparation. Utility partitions can
be backed up individually. If there are not utility partitions on the
system, this resource is not available. Administrative rights are
required to browse and back up utility partitions.
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Table 5-3 Sub-nodes of the Computer Name node (continued)

Sub-node name Description

EFI System Partition | Appears if an Extensible Firmware Interface (EFI) system partition
is on the computer. In most cases, each computer will have only
one EFI system partition. However, if more than one exists on a

computer, Backup Exec displays only the active partition.

See “How the Active Directory Recovery Agent works” on page 862.

About the Favorite Resources node in the backup
selections list

The Favorite Resources node lists the remote computers that are set up to publish
information to the media server. Several nodes may appear under the Favorite
Resources node, depending on the type of remote computers that you use.

The nodes that may appear include the following:

m Linux/Unix Servers
See “About publishing Linux, UNIX, and Macintosh computers to media servers”
on page 1814.

m Macintosh Servers

See “About publishing Linux, UNIX, and Macintosh computers to media servers”
on page 1814.

m NetWare Agents
See “About publishing NetWare servers to the NetWare agents list” on page 1865.

m Windows Systems
See “About publishing the Remote Agent for Windows Systems to media
servers” on page 1883.

From the Windows Systems node, you can add or delete remote Windows
computers. When you add or delete a remote computer, it may take a few minutes
for the computer name to appear or to be removed from the Windows Systems
node.

Backup Exec automatically deletes a remote computer from the Windows Systems
node in the following situations:

m The remote computer becomes disconnected from the network.

m The Remote Agent is uninstalled from the remote computer.
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If the media server receives published information from the remote computer
again, Backup Exec adds the computer name to the Windows Systems node again.

If the media server does not receive published information within a 24-hour period,
a user attention icon appears next to the remote computer’s name. This icon is
displayed for 13 days.

Some of the reasons why the media server may not receive published information
include the following:

m The publishing option is disabled on the Remote Agent.

m A media server is removed from the list to publish to.

Adding a Windows system to the Favorite Resources node in the backup

selections list

To add a Windows system to the Favorite Resources node, you must know the
name or IP address of the remote computer.

Note: It may be several minutes before the computer name appears under the
node.

To add a Windows system to the Favorite Resources node in the backup selections
list

1 On the navigation bar, click Job Setup.
2 Do one of the following:

To work with a backup job that is In the Backup Selection Lists pane, click
associated with a policy the backup job with which you want to
work.

To work with a backup job that is not In the Jobs pane, click the backup job with
associated with a policy which you want to work.

In the Task pane, under General Tasks, click Properties.

On the backup selection tree, expand the Favorite Resources node.
Right-click Windows Systems.

Click Add Windows System.

N O o B~ W

In the System Name field, type the name of the Windows computer that you
want to add.
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8 Do one of the following:

Toinstall the Remote Agent on a Windows Select Install the Remote Agent,and then
computer and then add it to the Favorite add to Favorite Resources.

Resources node If you select this option, the installation

wizard appears when you complete the
dialog box.

See “About installing the Remote Agent
for Windows Systems” on page 134.

To add a Windows computer that already Select Add asystem thatalready has the
has the Remote Agent installed on it Remote Agent installed.

9 Inthe Logon Account field, select the logon account you use for the remote
computer. Click New to add a new logon account instead.

10 Click OK.

Deleting a Windows system from the Favorite Resources node in the
backup selections list

You can delete a Windows system from the Favorite Resources node at any time.

Note: It may be several minutes before the computer name is removed from the
node.

To delete a Windows system from the Favorite Resources node in the backup
selections list

1 On the navigation bar, click Job Setup.
2 Do one of the following:

To work with a backup job that is In the Backup Selection Lists pane, click
associated with a policy the backup job with which you want to
work.

To work with a backup job that is not In the Jobs pane, click the backup job with
associated with a policy which you want to work.

In the Task pane, under General Tasks, click Properties.

On the backup selection tree, expand the Favorite Resources node, and then
expand the Windows Systems node.
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5 Right-click the Windows system that you want to delete.

6 Click Delete from Favorite Resources.

Add Windows System options

You can add a Windows system to the Favorite Resources in the backup selections
list.

See “Adding a Windows system to the Favorite Resources node in the backup
selections list” on page 273.

Table 5-4 Add Windows System options
Item Description
System Name Specifies the name or IP address of the

remote computer that you want to add.

Install the Remote Agent, and then add to | Installs the Remote Agent on the remote
Favorite Resources computer, and then adds the remote
computer to the Favorite Resources .

Add a system that already has the Remote | Adds the remote computer to the Favorite
Agent installed Resources node

Logon Account Specifies the logon account to use for the
remote computer. This option is not
available if you selected Install the Remote
Agent,and then add to Favorite Resources.

New Allows you to select a new logon account to
use for the remote computer. This option is
not available if you selected Install the
Remote Agent, and then add to Favorite
Resources.

About the Domains node in the backup selections list

The Domains resource includes Active Directory Domains and the Microsoft
Windows Network. The Microsoft Windows Network node enables you to browse
to resources in a Microsoft Windows network.

The Active Directory Domains node enables you to browse Active Directory
domains. Backup Exec automatically discovers the Active Directory domain to
which the media server belongs and displays it in the backup selection list. Also,
you can manually add Active Directory domains to the backup selections list.
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You cannot select the Active Directory Domains node itself for backup. You must
expand the node to browse Active Directory domains.

When you add an Active Directory domain, you must use a fully qualified domain
name. An example of a fully qualified domain name is domain.companyname.com.

For fully qualified domain names, the following rules apply:

m The maximum number of characters for each label (the text between the dots)
is 63

m The maximum total number of characters in the fully qualified domain name
is 254, including the dots, but excluding the \\

m The name cannot include the following characters: * | < > ?

Adding an Active Directory domain to the Active
Directory Domains node

You must know the fully qualified domain name of the Active Directory domain.
To add an Active Directory domain

1 Onthe navigation bar, click Job Setup.

2 Do one of the following:

To work with a backup job that is In the Backup Selection Lists pane, click
associated with a policy the backup job with which you want to
work.

To work with a backup job that is not In the Jobs pane, click the backup job with
associated with a policy which you want to work.

In the Task pane, under General Tasks, click Properties.
On the backup selections tree, expand the Domains node.
Right-click Active Directory Domains.

Click Manage Active Directory Domains.

In the Name box, type the fully qualified domain name.
Click Add.

Click Close.
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Deleting an Active Directory domain from the Active
Directory Domains node

You can delete an Active Directory domain from the Active Directory Domains
node if you no longer need it.

To delete an Active Directory domain
1 Onthe navigation bar, click Job Setup.
2 Do one of the following:

To work with a backup job that is In the Backup Selection Lists pane, click
associated with a policy the backup job with which you want to
work.

To work with a backup job that is not In the Jobs pane, click the backup job with
associated with a policy which you want to work.

In the Task pane, under General Tasks, click Properties.
On the backup selections tree, expand the Domains node.
Right-click Active Directory Domains.

Click Manage Active Directory Domains.

Select the domain you want to delete in the Domains list.
Click Delete.

Click Close.

O 0 N O U b~ W

Manage Active Directory Domains options

You can add or delete Active Directory domains from Active Directory Domains
in the backup selections.

See “Adding an Active Directory domain to the Active Directory Domains node”
on page 276.

See “Deleting an Active Directory domain from the Active Directory Domains
node” on page 277.
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Table 5-5 Manage Active Directory Domains options
Item Description
Name Specifies the name of the Active Directory

domain you want to add or delete from
Active Directory Domains in the backup

selections.

Domains Lists the domains that currently reside in
Active Directory Domains in the backup
selections.

Add Adds the new domain you specified to Active

Directory Domains in the backup selections.

Delete Deletes the domain you selected in the
Domains list from Active Directory
Domains in the backup selections.

About the User-defined Selections node in the backup
selections list

You can create shortcuts to shares and save them as user-defined selections. Use
this feature to quickly access shares that have a very long path or that are
unavailable when you set up a backup job. A share may be unavailable because
the network resources that are used to locate the computer are offline, even though
the computer may still be running and available. In some cases this happens
because the computer is on the Internet and accessible from within the company’s
private network, but cannot be located by using just its name or normal browsing
methods.

See “Adding a user-defined selection to the User-defined Selections node”
on page 278.

See “Deleting a user-defined selection from the User-defined Selections node”
on page 280.

Adding a user-defined selection to the User-defined
Selections node

You can set up direct access to a share by entering its Universal Naming
Convention (UNC) path name or computer name, or a fully qualified computer
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name. The selections that you specify can be selected for backup operations from
the User-defined Selections node.

Table 5-6 User-defined selection formats
Format type Example
UNC name \\mycomputer\shared\temp
Fully qualified \\mycomputer.domain.companyname.com\temp
computer name

See “About using fully qualified computer names in backup selections” on page 270.

To add a user-defined selection to the User-defined Selections node

1
2

On the navigation bar, click Job Setup.

Do one of the following:

To work with a backup job that is In the Backup Selection Lists pane, click
associated with a policy the backup job with which you want to
work.

To work with a backup job that is not In the Jobs pane, click the backup job with
associated with a policy which you want to work.

In the Task pane, under General Tasks, click Properties.

On the backup selections tree, right-click User-defined Selections, and then
click Manage User-defined Selections.

In the Name box, type the server name and volume name, the computer name,
or fully qualified computer name.

You can provide TCP/IP addresses for user-defined selections, but Symantec
does not recommended it. Backup Exec does not support user-defined
selections for IP addresses in a Dynamic Host Configuration Protocol (DHCP)
environment.

Click Add.

When you are finished adding selections, click Close.
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Deleting a user-defined selection from the
User-defined Selections node

You can delete a user-defined selection from the User-defined Selections node
if you no longer need it.

See “About the User-defined Selections node in the backup selections list”
on page 278.

To delete a user-defined selection from the User-defined Selections node
1 On the navigation bar, click Job Setup.
2 Do one of the following:

To work with a backup job that is In the Backup Selection Lists pane, click
associated with a policy the backup job with which you want to
work.

To work with a backup job that is not In the Jobs pane, click the backup job with
associated with a policy which you want to work.

In the Task pane, under General Tasks, click Properties.

4  Onthe backup selections tree, right-click User-defined Selections, and then
click Manage User-defined Selections.

5 Select the user-defined selection you want to delete in the Selections defined
list.

Click Delete.
Click Close.

User-defined Selections options

You can add or delete user-defined selections from User-defined Selections in
the backup selections.

See “Adding a user-defined selection to the User-defined Selections node”
on page 278.

See “Deleting a user-defined selection from the User-defined Selections node”
on page 280.
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Table 5-7 User-defined Selections options
Item Description
Name Specifies the name of the user-defined

selection you want to add or delete from
User-defined Selections in the backup
selections.

Selections defined Lists the user-defined selections that are
currently defined under User-defined
Selections in the backup selections.

Add Adds the new user-defined selection you
specified to User-defined Selections in the
backup selections.

Delete Deletes the domain you selected in the
Selections defined list from User-defined
Selections in the backup selections.

About managing Microsoft Virtual Hard Disk (VHD)
files in Backup Exec

Microsoft Windows 2008 R2 gives users the ability to create native Virtual Hard
Disk (VHD) files. VHD files are virtual hard disks contained in a single file. For
more information about VHD files, see your Microsoft Windows documentation.

Backup Exec gives you the ability to back up and restore native VHD files. If a
native VHD file is not mounted, you can back up the volume on which it resides
normally.

If a native VHD file is mounted to a drive letter or to an empty folder path, the
file is skipped during backup jobs. You cannot include a mounted VHD as part of
a selection list. To back up the data in a mounted VHD file, select its mount point
in the backup selections.

See “Creating a backup job by setting job properties” on page 320.

You can restore native VHD files as part of any normal restore job. You can also
redirect a restore job to a native VHD if you use Microsoft Windows 2008 R2.
When you redirect a restore job to a native VHD, Backup Exec creates a VHD file
that expands dynamically as you save data to it. The file expands until it reaches
2040 GB, which is the maximum size for a native VHD file. You can create one
VHD file with data from all redirected backup sets or you can create a VHD file
for each backup set.
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See “About redirecting restore jobs to native Microsoft Virtual Hard Disk (VHD)
files” on page 619.

How to back up user-defined Microsoft Windows
Distributed File System data

The Microsoft Distributed File System (DFS) feature consists of DFS Namespaces
and DFS Replication technologies. To back up user-defined DFS configuration
settings and file system data, Symantec recommends specific backup selections.

Backup Exec supports the following:

m DFS for Windows Server 2003 and earlier

m DFS Namespace for Windows Server 2003 R2 and later

m DFS Replication for Windows Server 2003 R2 and later

m File Replication Service (FRS) for Windows Server 2003 and earlier

The following backup selections are recommended for DFS:

Table 5-8 Recommended backup selections for DFS
DFS item to back up Recommended backup selections
Stand-alone DFS or DFS Namespaces The following selections should be backed
configuration settings up:

m The System State registry of the server
that hosts the DFS root

m The System State registry of all remote
servers that host target shares

Domain-based DFS or DFS Namespaces The following selections should be backed
configuration settings up:

m The System State registry of the target
server

m The Active Directory of the domain
controller that hosts the DFS root

m The System State registry of all the
remote servers that host target shares

Note: You cannot restore domain DFS or
DFSN configuration settings from Active
Directory backups for which the Granular
Recovery Technology option was enabled.
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Table 5-8 Recommended backup selections for DFS (continued)

DFS item to back up Recommended backup selections

DFS Namespaces shared data, if Microsoft | The system volume of the server that hosts
replication technologies are not used the shared folders or targets

FRS configuration settings for Windows The System State registry and the Active
Server 2003 and earlier Directory of the domain controller that hosts
the replicated data

Note: You cannot restore FRS configuration
settings from Active Directory backups for
which the Granular Recovery Technology
option was enabled.

FRS data for Windows Server 2003 and The system volume on any server that hosts
earlier the replicated data

About selection lists

Selection lists provide a quick and easy way of selecting files that you back up
often. After you choose devices, directories and files, you can save the selections
as a selection list that you can use in regularly scheduled operations or once-only
operations. Selection lists, which define what is to be backed up, are also
automatically created when you create a backup. You can combine a selection list
with a policy and quickly create a backup job.

Backup Exec detects and notifies you about items in a selection list that are no
longer on the resource. Notification occurs as a selection list is loaded for local
selections, and as any remote server is expanded in the tree.

You can also choose to notify recipients when a job completes that contains a
particular selection list. This feature allows you to notify users who may be
interested that a particular set of selections was backed up. The completion status
of the job is included in the notification.

You can view the job history of the jobs that are associated with a selection list.
See “Viewing the history for backup selection lists” on page 302.

See “Creating selection lists” on page 284.

See “Merging selection lists” on page 288.

See “Replacing selection lists” on page 288.

See “Copying selection lists” on page 290.

See “Deleting selection lists” on page 291.
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See “Editing selection lists” on page 292.

See “Creating separate selection lists for each computer or resource” on page 297.

Creating selection lists

A backup selection list is a list of the resources that you want to back up. After
you create a selection list you can use it with any backup job or policy.

Depending on how you set the Backup Exec default options for selection lists,
Backup Exec will do one of the following when you create a new selection list:

Create a separate selection list for each computer you choose.
Create a separate selection list for each resource you choose.

Create one selection list, regardless of the number of computers or resources
you choose.

See “About selection lists” on page 283.

To create a selection list

1
2

On the navigation bar, click Job Setup.

In the task pane, under Selection Lists Tasks, select New backup selection
list.

Select the resources that you want to back up from the backup selections
pane.

Select the appropriate options.
See “New Backup Selection List options” on page 285.

(Optional) To change the order in which the resources in the selection list
are backed up, in the Properties pane, under Source, click Resource Order.

See “Resource Order Backup options” on page 326.

(Optional) To change or test a logon account for the resources, in the
Properties pane, under Source, click Resource Credentials.

See “Resource Credentials options” on page 325.

(Optional) To set the priority for processing the jobs associated with the
selection list, or to can set a time range when the resources in the list will be
available for backup, in the Properties pane, under Source, click Priority
and Availability.

See “Priority and Availability backup options” on page 296.
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(Optional) To notify users that a job containing this selection list was
completed, in the Properties pane, under Source, click Selection List
Notification.

See “Notification options for jobs” on page 666.

(Optional) To select a preferred server or servers for the resources in the
selection list, in the Properties pane, under Source, click Preferred Servers.

See “Preferred Servers backup options” on page 421.

If you are creating a selection list for a CASO environment, do the following
in the order listed:

m In the Properties pane, under Destination, click Device.

m Check Restrict backup of the selection list to devices on the following
media server or media servers in a pool.

m Select the media server from the drop-down list.

Click OK.

New Backup Selection List options

A backup selection list is a list of the resources that you want to back up.

See “Creating selection lists” on page 284.

The New Backup Selection List dialog box contains the following options:

Table 5-9 New Backup Selection List options
Item Description
Selection list name Designates the name of this selection list.
Load selections from existing list Loads an existing selection list or merges

multiple selection lists.

See “Merging selection lists” on page 288.

Selection list description Describes this selection list.

Include/Exclude Lets you use the Advanced File Selection for

selecting files for backing up.

See “Backup Include/Exclude Selections
options” on page 286.

Include subdirectories Selects the contents of all the subfolders

when a directory is selected.
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Table 5-9 New Backup Selection List options (continued)
Item Description
Show file details Displays any details about the files available
for selecting.
View by Resource Lets you view resources in a tree view.
View Selection Details Lets you view selections as a list of files and

directories.

Backup Include/Exclude Selections options

Advanced file selection allows you to quickly select or de-select files for backup
operations by specifying file attributes.

The Include/Exclude Selections dialog box contains the following fields:

Table 5-10 Include/Exclude Selections options

Option name

Description

General Lets youinclude or exclude any type of resource other than NDMP.
NDMP Lets you include or exclude NDMP resources.
Resources Allows you to include or exclude files from a backup of a different

drive than the one you selected previously on the Backup Job
Properties dialog box.
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Include/Exclude Selections options (continued)

Option name

Description

Path

Specifies the name of the folder and/or subfolder that contains
any specific file you want to include or exclude.

You can use wildcard characters. use a question mark (?) to
represent any single character. Use two asterisks (**) to represent
any number of characters.

For example, on your C: drive you have a My Documents folder
that contains a subfolder called Work Files. There are three Work
Files subfolders called 1999, 2000, and 2001. Each one of those
subfolders has a subfolder called Personnel.

If you type the path as \My Documents\**\Personnel, the backup
will include or exclude the following:

m C:\My Documents\Work Files\2001\Personnel
m C:\My Documents\Work Files\2000\Personnel
m C:\My Documents\Work Files\1999\Personnel

In addition, every subfolder below the ** wildcard is included or
excluded. However, the only files from the subfolders that are
included or excluded are those that match the file name you type
in the File field. So in the example above, every subfolder of C:\My
Documents is included in or excluded from the backup, and only
the files that match the file name you type in the File field are
included or excluded.

After you type the path, type the file name in the File field.

File

Specifies the file you want to include in or exclude from the backup.

You can use wildcard characters. Use a question mark (?) to
represent any single character. Use two asterisks (**) to represent
any number of characters.

For example, to include all files with the .exe extension, type **.exe.

After you type the file name, indicate whether you want to include
or exclude it.

Include

Specifies that the files that you selected should be included in the
job. This is the default option.

Exclude

Specifies that the files that you selected should be excluded from
the job.

Include
subdirectories

Includes the contents of all the subfolders when a directory is
selected.
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Table 5-10 Include/Exclude Selections options (continued)

Option name Description

Only modified files | Includes or excludes modified files in the path you specify.

Only read-only files | Includes or excludes files that cannot be modifed.

Files dated Includes or excludes the files created or modified during a specific

time period. Then select the beginning and ending dates.

Files not accessed in | Includes or excludes files that have not been accessed in a specified
x days number of days. This is useful when you need to migrate older files

from your system.

Merging selection lists

You can create a new selection list by merging two or more existing lists with new
selections.

To merge and replace selection lists

1
2

On the navigation bar, click Job Setup.

Under Selection Lists Tasks in the task pane, select New backup selection
list.

On the New Backup Selection List dialog box, select resources to include in
the selection list.

See “New Backup Selection List options” on page 285.
Click Load selections from existing list.

Select the selection lists that you want to merge with the previously selected
backup selections.

See “Load Selections from Existing List options” on page 289.

Click Merge.

Complete the other options on the New Backup Selection List dialog box.
See “Creating selection lists” on page 284.

Click OK.

Replacing selection lists

You can replace selections in the selection tree with other selection lists.
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To replace selection lists

1
2

8

On the navigation bar, click Job Setup.

Under Selection Lists Tasks in the task pane, select New backup selection
list.

On the New Backup Selection List dialog box, select resources to include in
the selection list.

See “New Backup Selection List options” on page 285.
Click Load selections from existing list.

Select the selection lists that you want to replace the previously selected
backup selections.

See “Load Selections from Existing List options” on page 289.

Click Replace.

Complete the other options on the New Backup Selection List dialog box.
See “Creating selection lists” on page 284.

Click OK.

Load Selections from Existing List options

You can merge selection lists to create a new selection list. You can also replace
the selections with an existing selection list.

Table 5-11 Load Selections from Existing List options
Item Description
Name Displays the names of existing selection lists.
Description Displays the descriptions of existing

selection lists.

Properties Lets you view the properties of the selected

selection list.

Replace Replaces the items in the selection tree with
the selection list you selected in the Name
column.

Merge Merges the items in the selection tree with

the selection list you selected in the Name
column.
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Copying selection lists

You can copy a selection list to reuse it on a new media server. You can also copy
a selection list to the same media server and then edit its settings to create an
entirely new selection list.

See “Editing selection lists” on page 292.
To copy a selection list
1 Onthe navigation bar, click Job Setup.

2 Inthe Backup Selection Lists pane, right-click the selection list you want to
copy, and then click Copy.

3 Complete the appropriate options.
See “Copy Selection List options” on page 290.
4  Click OK.

Copy Selection List options
You can copy a selection list to one or more media servers.

See “Copying selection lists” on page 290.

Table 5-12 Copy Selection List options
Item Description
Copy to this media server Copies the selection list to the media server

on which the selection list currently resides.

Copy to other media servers Copies the selection list to other media
servers.

Name Indicates the name of the destination media
servers to which you can copy the selection
list.

Logon Account Indicates the logon account for each

destination media server.

Add Lets you add a new media server to the list
of destinations.
Edit Lets you edit information about the selected

media server.

Remove Removes the selected media server from the
list of destinations.
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Table 5-12 Copy Selection List options (continued)
Item Description
Import List Imports a list of media servers.

Overwrite selection lists with identical Lets you overwrite selection lists on the
names that already exist on the destination | destination media server if they have the
media server same name as the selection list you select to

copy.

Holding jobs that back up a selection list

You can place all jobs that back up a selection list on hold to prevent the jobs from
running. The jobs do not run until you change the job’s hold status.

To hold jobs that back up a selection list
1 On the navigation bar, click Job Setup.

2 Inthe Backup Selection Lists pane, right-click the selection list whose jobs
you want to place on hold, and then click Hold Jobs. You can select multiple
selection lists by selecting a selection list, and then pressing the <Ctrl> or
<Shift> keys while you click other selection lists.

The jobs that back up this selection list are placed on hold.

3 Toremove the hold and run the jobs according to the schedule, click Remove
Hold.

Deleting selection lists

You can delete a selection list. However, if a selection list is associated with a
policy, you must remove the selection list’s association from the policy before
you can delete the selection list.

See “About selection lists” on page 283.

You cannot delete the Excludes selection list.

See “To edit the Excludes selection list” on page 293.
To delete selection lists

1 On the Edit menu, click Manage Selection Lists.
2 Click the selection list that you want to delete.

3 Click Delete.
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4  Click Yes to delete the selection list or click No to cancel the delete operation.
If the selection list is being used by a job, you will not be able to delete it.
5 Click Close.

Manage Selection Lists options
You can delete or edit existing selection lists.
See “Deleting selection lists” on page 291.

See “Editing selection lists” on page 292.

Table 5-13 Manage Selection Lists options
Item Description
Name Displays the name of the selection list.
Type Displays the type of selection list.
Edit Lets you edit the selected selection list.
Delete Deletes the selected selection list.

Editing selection lists

Editing a selection list affects all jobs that use the selection list. However, if you
edit a selection list that is being used by an active job, the changes do not affect
that job. If you want to only edit selections for a specific job, edit the job rather

than the selection list.

If a resource on your selection list no longer exists and you want to delete it, you
must use the View Selection Details tab.

To edit a selection list
1 On the Edit menu, click Manage Selection Lists.
2 Select the selection list that you want to edit.
3 Click Edit.
4  Edit the selection list properties.

See “New Backup Selection List options” on page 285.
5 Click OK.
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Editing the Excludes selection list

You can change the Excludes selection list at any time.

See “How to include or exclude files for backup” on page 343.

See “About selection lists” on page 283.

To edit the Excludes selection list

1

2
3
4

8

On the Edit menu, click Manage Selection Lists.

On the Manage Selection Lists dialog box, select Excludes.

Click Edit.

Do one of the following:

If the Excludes list was edited m Select the selection rule that you want to

previously edit.
m Click Edit.

If this is the first time the Excludes list Click Insert.
is being edited

Edit the selection list properties.

See “New Backup Selection List options” on page 285.
If you want to delete one of the selection rules:

m Select the selection rule that you want to delete.

m Click Delete.

Click OK.

Click Close.

Excludes Properties options

You can exclude or include new files or folders.

See “Editing the Excludes selection list” on page 293.

Table 5-14 Excludes Properties options
Item Description
Selection list name Displays the selection list name. If you edit

the Excludes properties it should say
"Excludes."
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Table 5-14 Excludes Properties options (continued)
Item Description
Selection list description Describes the Excludes selection list. You

can enter a description here to help
remember the contents of your Excludes
selection list.

View Selection Details Displays the details about the Excludes
selection list.

Edit Lets you edit the Excludes selection list to
add or remove files and folders. You can also
edit the selection criteria.

Insert Lets you create criteria and settings for the
Excludes selection list.

Delete Lets you delete criteria and settings from the
Excludes selection list.

About priority and availability windows for selection lists

When you create a backup selection list, you can specify the priority for processing
the jobs associated with the selection list. In addition, you can set a time range
when the resources in the list will be available for backup. The time range is called
the availability window. You can set a default availability window for selection
lists. When you create a new selection list, the default availability window displays,
but you must select the Limit availability to this daily time window option in
order for the selection list to use the default window.

See “Setting priority and availability windows for selection lists” on page 295.

You can set one availability window per selection list, and the window is the same
for each day of the week. If you merge two or more selection lists or replace a
selection list, Backup Exec uses the availability window of the original list.

If you schedule a job to run outside of the availability window, the job does not
run and Backup Exec displays an Invalid Schedule status for the job on the Job
Monitor. For example, you set the availability window to allow resources to be
available for backup between the hours of 11:00 p.m. and 6:00 a.m. If you schedule
a backup job to run at 7:00 a.m, the job will not run because the resources are not
available at that time. When scheduling a job, be sure that the schedule overlaps
the availability window for the resources.
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Setting default priority and availability windows for all selection lists

You can set a default availability window for selection lists. When you create a

new selection list, the default availability window displays, but you must select
the Limit availability to this daily time window option in order for the selectin
list to use the default window.

See “About priority and availability windows for selection lists” on page 294.

You can also specify priority or set an availability window for specific selection
lists.

See “Setting priority and availability windows for selection lists” on page 295.
To set default priority and availability windows for all selection lists
1 On the Tools menu, select Options.
2 Inthe Properties pane, under Job Defaults, click Priority and Availability.
3 Complete the appropriate options.

See “Priority and Availability backup options” on page 296.

Setting priority and availability windows for selection lists

When you create a backup selection list, you can specify the priority for processing
the jobs associated with the selection list.

See “About priority and availability windows for selection lists” on page 294.

You can also set a default availability window for selection lists. When you create
a new selection list, the default availability window displays, but you must select
the Limit availability to this daily time window option in order for the selection
list to use the default window.

See “Setting default priority and availability windows for all selection lists”
on page 295.

To set priority and availability windows for selection lists
1 On the navigation bar, click Job Setup.

2 Inthe task pane, under Selection Lists Tasks, select New backup selection
list.

Select the data you want to back up.
In the Properties pane, under Source, click Priority and Availability.
Complete the appropriate options.

See “Priority and Availability backup options” on page 296.
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Priority and Availability backup options

When you create a backup selection list, you can specify the priority for processing
the jobs that are associated with the selection list. In addition, you can set a time
range when the resources in the list will be available for backup.

See “Setting priority and availability windows for selection lists” on page 295.

Table 5-15 Priority and Availability backup options
Item Description
Job priority Displays the priority of the access to the devices for this job.

See “About job priority” on page 187.

Limit availability of this Enables the availability window, which specifies when the
selection list for backup to | selection list will be available for backup each day. If you do
the following daily time not select this option, the resources in the selection list are
window always available for backup.

Backup Exec considers both the resource's availability
window and the job's time window when it runs a job. If you
schedule a job to run outside of the availability window, it
does not run. Backup Exec displays an Invalid Schedule
status for the job on the Job Monitor. When you schedule a
job, be sure that the job's time window is within the
availability window for the resources.

See “Schedule options” on page 344.

First available date Designates the first date when the selection list should be
available to be backed up. The list will be available every day
from this date onward.

Begin time Designates the earliest time when this selection list will be
available for backup.

End time Designates the latest time when this selection list will be
available for backup.

Enable automatic Cancels the job that are associated with this selection list if

cancellation for this the job does not complete within the selected number of

selection list hours or minutes. Backup Exec starts timing the length of
time the job takes to run when the job is queued, not when
the job begins.

Cancel backup job if not Designates the number of hours or minutes you want to

completed within x allow jobs to complete before they are automatically

canceled. The default amount of time is three hours.
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Creating separate selection lists for each computer or resource

Backup Exec includes default settings that enable separate selection lists to be
created for each resource or computer you select when you create a new backup
selection list outside of a backup job. This feature does not apply when you create
a selection list while creating a backup job.

If you set up Backup Exec to create a separate selection list for each resource or
computer, the selection list name will contain either the default name or a
user-defined name followed by the name of the computer or resource that you
selected for backup.

To create separate selection lists for each computer or resource
1 On the Tools menu, select Options.
2 Inthe Properties pane, under Settings, select Selection List.
3 Select the appropriate option:
See “Selection List default options” on page 297.

4  Click OK.

Selection List default options

The default selection list options let you create separate selection lists for each
resource when you create a backup selection list outside of a job.

See “Creating separate selection lists for each computer or resource” on page 297.

Table 5-16 Selection List default options
Item Description
Separate backup Creates a different backup selection list for each computer that you
selectionlistfor each | select when you create a selection list outside of a backup job.
computer
Separate backup Creates a different backup selection list for each resource that you
selectionlistfor each | select when you create a selection list outside of a backup job.
resource
Single backup Creates one selection list, regardless of the number of resources or
selection list for all | the number of computers that are selected for backup. This option
selections is the default option.

Creating a custom filter for backup selection lists

You can filter backup selection lists based on the following criteria:
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Selection list name

Selection list description

Computers that are backed up by the selection list
Resource type

Policy

Selection lists that are not protected

To create a custom filter for Backup Selection Lists

1

2
3
4

On the navigation bar, click Job Setup.
In the task pane, under Custom Filter Tasks, click Manage custom filters.
Click New, and then select Backup Selection Lists Custom Filter.

Type a unique name and a description for this filter.
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Complete the following options as necessary:

To filter by selection list name

To filter by selection list description

To filter by a server that is protected by
Backup Exec

To filter by resource type

To filter by policy

To filter by selection lists that are not
currently protected

Click OK.

In the Properties pane, under Criteria,
select Selection List Name.

See “New Backup Selection List Name
Custom Filter options” on page 300.

In the Properties pane, under Criteria,
select Description.

See “New Backup Selection List Custom
Filter Description options” on page 300.

In the Properties pane, under Criteria,
select Protected Server.

See “New Backup Selection List Custom
Filter Protected Server options”
on page 300.

In the Properties pane, under Criteria,
select Resource Type.

See “New Backup Selection List Custom

Filter Resource Type options” on page 300.

In the Properties pane, under Criteria,
select Policy.

See “New Backup Selection List Custom
Filter Policy options” on page 301.

In the Properties pane, under Criteria,
select Not Protected.

See “New Backup Selection List Custom

Filter Not Protected options” on page 301.

New Backup Selection List Custom Filter options

You can create custom filters for backup selection lists.

See “Creating a custom filter for backup selection lists” on page 297.
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Table 5-17 New Backup Selection List Custom Filter options
Item Description
Name Indicates the unique name of the custom
filter.
Description Indicates a description of the custom filter.

New Backup Selection List Name Custom Filter options

The Selection List Name field indicates the name of the selection list for which
you want to create the custom filter.

See “Creating a custom filter for backup selection lists” on page 297.

New Backup Selection List Custom Filter Description options

The Description field indicates the selection list description for which you want
to create the custom filter.

See “Creating a custom filter for backup selection lists” on page 297.

New Backup Selection List Custom Filter Protected Server
options

The Protected Server field indicates the name of the protected server for which
you want to create the custom filter.

See “Creating a custom filter for backup selection lists” on page 297.

New Backup Selection List Custom Filter Resource Type options

The Resource Type dialog lets you select which types of resources you want to
include in the custom filter you create.

See “Creating a custom filter for backup selection lists” on page 297.

Table 5-18 New Backup Selection List Custom Filter Resource Type options
Item Description
Enable this filter Enables the resource type criteria for the

custom filter you create.

Resource Type Specifies the types of resources from which
you can select. The resources you select are
included in the custom filter.
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Table 5-18 New Backup Selection List Custom Filter Resource Type options
(continued)

Item Description

Check All Selects all resources in the Resource Type
field.

Uncheck All Deselects all resources in the Resource Type
field.

New Backup Selection List Custom Filter Policy options

The Policy dialog lets you select which types of resources you want to include in
the custom filter you create.

See “Creating a custom filter for backup selection lists” on page 297.

Table 5-19 New Backup Selection List Custom Filter Policy options
Item Description
Enable this filter Enables the policy criteria for the custom

filter you create.

Specifies the policies from which you can
select. The policies you select are included
in the custom filter.

Policy

New Backup Selection List Custom Filter Not Protected options

The Filter for backup selection lists that are not protected field lets you create
a custom filter that displays backup selection lists that Backup Exec does not

protect.

See “Creating a custom filter for backup selection lists” on page 297.

Filtering backup selection lists
Use filters to view backup selection lists that meet certain criteria.
To filter backup selection lists
1 On the navigation bar, click Job Setup.

2 Inthe Backup Selection Lists pane, in the Filter list, click the filter that you
want to use.
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Searching selection lists

Backup Exec includes a search feature for selection lists, which enables you to
search for selection lists that back up a particular computer. This feature is helpful
when you have a large number of selection lists.

When you complete the search, the Search Selection Lists dialog box expands to
display the results. You can right-click a selection list to create a new job using
policies, copy or delete the selection list, or view the selection list properties.

To search a selection list
1 Onthe navigation bar, click Job Setup.

2 Inthe task pane, under Selection List Tasks, click Search backup selection
lists.

3 Type the name of the computer for which you want to locate selection lists.
You can type the complete name or part of the name.

4  Click Find Now.

Search Backup Selection Lists options

You can search for the selection lists that back up a particular computer. You can
type the complete computer name or part of the name.

See “Searching selection lists” on page 302.

Viewing the history for backup selection lists

You can view the history of the jobs that use a specific backup selection list.
Backup Exec shows the following history information:
® Job name

m Device name

m Job type

m Job status

m Percent complete

m Start time

m Endtime

m Elapsed time

m Byte count

m Jobrate
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Error code

To view the history for backup selection lists

1

2
3
4

On the navigation bar, click Job Setup.

Right-click the backup selection list for which you want to view history.
Click View History.

Click OK.

Viewing a summary for a selection list

You can view the following summary information for a selection list:

Selections

Resource order
Credentials

Priority and availability

Notification

To view a summary for backup selection lists

1

2
3
4

On the navigation bar, click Job Setup.

Right-click the backup selection list for which you want to view a summary.

Click View Summary.

Click OK.

Selection list summary

You can view a summary of information about a particular selection list.

See “Viewing a summary for a selection list” on page 303.

You can view the following summary information for a selection list:

Selections

Resource order
Credentials

Priority and availability

Notification
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About resource discovery

Backup Exec’s Resource Discovery feature allows detection of new backup
resources within a Windows or Active Directory domain. Using this feature, you
can create and schedule a job that searches for new server volumes or databases.
You can specify which types of resources to include in the search, and can have
Backup Exec send a notification when a new resource is discovered.

Using the discovered resources identified in the job log, you can then create a
backup job to ensure that the new resource is protected.

When you set up a resource discovery job, Backup Exec lists all of the Windows
domains it has discovered. If you have Active Directory domains, you must add
them to the list manually. When the list of domains is in place, you select which
domains you want to search for new resources.

The Remote Agent is required to discover resources on remote computers.
However, installing a MAPI client on the media server enables Exchange resources
to be discovered on remote resources on which the Remote Agent is not installed.

On Windows Server 2003/2008 resources, Backup Exec’s Resource Discovery
feature detects the Shadow Copy Components; it does not detect System State.

See “Using resource discovery to search for new resources” on page 304.

Using resource discovery to search for new resources

Backup Exec’s Resource Discovery feature allows detection of new backup
resources within a Windows or Active Directory domain. Using this feature, you
can create and schedule a job that searches for new server volumes or databases.
You can specify which types of resources to include in the search, and can have
Backup Exec send a notification when a new resource is discovered.

See “About resource discovery” on page 304.
To use resource discovery to search for new resources
1 Onthe navigation bar, click Job Setup.

2 Under Backup Strategy Tasks in the task pane, select New job to
automatically discover resources.

3 To add an Active Directory Domain to the list of domains to search for new
resources, click Add Active Directory Domain and then complete the
appropriate options.

See “Add Active Directory Domains options” on page 305.

4  Select the domain you want Backup Exec to search for new resources.



10

Preparing for backup
About resource discovery

If you need to change the logon account for the domain, click Change Logon
Account and enter or select the logon credentials to access this domain.

If you want to exclude computers from the search, in the Properties pane,
under Target, click Exclude and then select the computers to exclude.

See “Exclude options for resource discovery jobs” on page 306.

In the Properties pane, under Settings, click General and then complete the
appropriate options.

See “General options for resource discovery jobs” on page 306.

In the Properties pane, under Settings, click Resources and then complete
the appropriate options.

See “Resources options for resource discovery jobs” on page 307.

If you want Backup Exec to notify someone when this job completes, in the
Properties pane, under Settings, click Notification.

See “Notification options for jobs” on page 666.

If you want to run the job now, click Run Now. Otherwise, in the Properties
pane, under Frequency, click Schedule to set the scheduling options you
want to use

See “Schedule options” on page 344.

Add Active Directory Domains options

You can add an Active Directory domain to the list of domains Backup Exec
searches for resource discovery jobs.

See “Using resource discovery to search for new resources” on page 304.

Table 5-20 Add Active Directory Domains options
Item Description
Name Designates the fully qualified name for the

Active Directory domain you want to add.

Domains Displays the list of domains that Backup Exec

uses to discover new resources.

Add Adds the new Active Directory domain to the

list of domains.

Delete Deletes the selected Active Directory domain

from the list of domains.
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Domains options for resource discovery jobs
You can search the domains in your environment to discover new resources.

See “Using resource discovery to search for new resources” on page 304.

Table 5-21 Domains options for resource discovery jobs
Item Description
Name Displays the name of the domain.
Logon Account Displays the logon account Backup Exec uses

to access the domain.

Change Logon Account Lets you change the logon account that
Backup Exec uses to access the domain.

Add Active Directory Domain Lets you add an Active Directory domain to
the list of domains.

Exclude options for resource discovery jobs

You can search the domains in your environment to discover new resources. You
may want to exclude certain servers or domains from the resource discovery job.

See “Using resource discovery to search for new resources” on page 304.

Table 5-22 Exclude options for resource discovery jobs
Item Description
Domain Displays the servers that are included in the

resource discovery job.

Servers excluded Displays the servers that are excluded from
the resource discovery job.

Exclude Lets you move a server to the list of servers
that are excluded from the resource
discovery job.

Include Lets you move a server to the list of servers
that are included in the resource discovery
job.

General options for resource discovery jobs

You can search the domains in your environment to discover new resources.



Preparing for backup
About resource discovery

See “Using resource discovery to search for new resources” on page 304.

Table 5-23 General options for resource discovery jobs
Item Description
Jobname Displays the name for this job.
Job priority Displays the priority of the access to the

devices for this job.

See “About job priority” on page 187.

Resources options for resource discovery jobs

You can search the domains in your environment to discover new resources.

See “Using resource discovery to search for new resources” on page 304.

Table 5-24

Resources options for resource discovery jobs

Item

Description

Network administrative shares

Searches for new administrative network
shares or volumes.

Network user shares

Searches for new user-defined shares.

Microsoft SQL databases

Searches for new Microsoft SQL databases.

Microsoft Exchange servers

Searches for new Microsoft Exchange
servers. Backup Exec searches for
Information Store, Exchange Directory, or
storage groups; it does not discover
individual databases under storage groups.

Lotus Domino databases

Searches for new Lotus Domino databases.

System State and/or Shadow Copy
Components

Searches for new System State resources or
shadow copy components.

Oracle databases

Searches for new Oracle databases.

DB2 databases

Searches for new DB2 databases.

Send separate notification for each new
resource found

Sends the separate notifications when each
new resource is found.

Send one notification for all new resources
found

Sends out a single notification for all new
resources found.
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Table 5-24 Resources options for resource discovery jobs (continued)

Item Description

Include previously discovered resources | Sends a notification that includes all
when sending notification resources previously found during resource
discovery jobs.

About the Backup Exec Shadow Copy Components

file system

The Backup Exec Shadow Copy Components file system uses Microsoft’s Volume
Shadow Copy Service to protect critical operating system and application service
data, and third-party application and user data on Windows Server 2003/2008
resources.

Volume Shadow Copy Service allows a computer to be backed up while applications
and services are running by providing a copy of a volume when a backup is
initiated. Applications do not need to be shut down to ensure a successful volume
backup. Volume Shadow Copy Service enables third party vendors to create
snapshot plug-ins, or Writers, for use with this shadow copy technology.

A Writer is specific code within an application that participates in the Volume
Shadow Copy Service framework to provide point-in-time, recovery-consistent
operating system and application data. Writers appear as Shadow Copy
Components, which are listed as resources in backup and restore selections.

When expanded, the Backup Exec Shadow Copy Components file system includes
the following types of Writers:

m Service State - Critical operating system and application service data, such as
Event Logs, Windows Management Instrumentation (WMI), and others.

m User Data - Third party application and user data, and others.

Even though ADAM and System State are Shadow Copy component, the ADAM
node and the System State node are not selected automatically when you select
the Shadow Copy Components node. You must select those nodes if you want to
back up those resources.

Only Writers that have been tested for use with Backup Exec are available for
selection in the backup selection list. Other Writers may be displayed in the
selection list, but cannot be selected for backup.

If you select a volume that contains Shadow Copy data for backup, Backup Exec
determines which Shadow Copy files should not be included in a volume level
backup. These files will be automatically excluded for backup by a feature called
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Active File Exclusion. If this exclusion did not happen during a non-snapshot
backup, these files would appear as in use - skipped. If this exclusion did not
happen during a snapshot backup, the files would be backed up in a possible
inconsistent state, which could create restore issues.

The Windows SharePoint Services feature pack utilizes a SQL (MSDE) instance
called SHAREPOINT as a repository for shared information and collaboration
data. On Windows Server 2003/2008, in the absence of a Symantec SQL Agent
installation, the SQL. SHAREPOINT instance can be protected by the Shadow Copy
Components file system. If the SQL Agent is installed, then the SQL SHAREPOINT
instance can be protected by the SQL Agent.

Note: If Windows SharePoint Services is installed using an instance name other
than the default SHAREPOINT instance name, then it cannot be protected by the
Shadow Copy Components file system. In that case, the Symantec SQL Agent must
be used to protect the SQL SHAREPOINT instance.

Windows Small Business Server 2003 Standard and Premium contain a SQL (MSDE)
instance called SBSMONITORING as a repository for server-related activity data.
In the absence of a Symantec SQL Agent installation, the SQL SBSMONITORING
instance can be protected by the Shadow Copy Components file system. If the SQL
Agent is installed, then the SQL SBSMONITORING instance can be protected by
the SQL Agent.

How to restore individual items by using Granular
Recovery Technology

You can use Granular Recovery Technology (GRT) to restore certain individual
items from backup sets. For example, you can use the Agent for Microsoft Exchange
Server to restore an email message from a backup without having to restore the
entire mailbox. Or, you can use the Agent for Microsoft SharePoint to restore a
list without restoring the entire site.

To restore individual items, the Granular Recovery Technology feature must be
enabled when you create a backup job.

GRT is enabled by default for backups for the following agents:
m Active Directory Recovery Agent

m Agent for Microsoft Exchange Server

m Agent for Microsoft Hyper-V

m Agent for Microsoft SharePoint
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m Agent for VMware Virtual Infrastructure

You can restore either full backup sets or individual items from GRT-enabled
backups.

By default, the Agent for Microsoft Hyper-V and the Agent for VMware Virtual
Infrastructure use Granular Recovery Technology to protect files and folders at
agranular level. You can also enable the granular recovery of Microsoft Exchange,
SQL, and Active Directory application data that resides on virtual machines.

The following table lists the individual items you can restore for each agent.

Table 5-25 Individual items that can be recovered for each agent

Agent Individual items

Active Directory Recovery Agent You can restore the following individual
items:

B Active Directory objects and attributes

B Active Directory Application Mode
(ADAM) and Active Directory Lightweight
Directory Services (AD LDS) objects and
attributes

Agent for Microsoft Exchange Server You can restore the following individual
items:

m Mailboxes

B Mail messages and their attachments
m Public folders

Agent for Microsoft Hyper-V You can restore drives, folders, and files
from virtual machines that run a Windows
operating system.

You can also enable the granular recovery
of Microsoft Exchange, SQL, and Active
Directory application data that resides on
virtual machines:

See “How Backup Exec protects Microsoft
Exchange, SQL, and Active Directory data
on virtual machines” on page 1154.
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Table 5-25

Individual items that can be recovered for each agent (continued)

Agent

Individual items

Agent for Microsoft SharePoint

You can restore the following individual
items:

m Portal sites and their associated
databases

m Windows SharePoint Services sites and
their associated databases

m Document library stores (Web Storage
System-based)

m Individual documents that are contained
in Document or Picture libraries (Web
Storage System-based or Microsoft SQL
Server-based)

m Lists, sites, and sub-sites

Agent for VMware Virtual Infrastructure

You can restore drives, folders, and files
from virtual machines that run a Windows
operating system.

You can also enable the granular recovery
of Microsoft Exchange, SQL, and Active
Directory application data that resides on
virtual machines:

See “How Backup Exec protects Exchange,
SQL, and Active Directory data on virtual
machines” on page 1345.

When you run a GRT-enabled backup job, Backup Exec creates media with an IMG
prefix (for example, IMG00001). IMG media is a specific media type that Backup

Exec creates only for GRT-enabled backup operations. When you run a
GRT-enabled backup job, the IMG media stores the backup data.

Note: Backup-to-disk folders do not support encryption for GRT-enabled jobs.

You should consider which device you use for GRT-enabled backups before you

begin. You should also consider any special requirements for the type of data you

back up.

See “Recommended devices for backups that use Granular Recovery Technology”

on page 312.

See “About requirements for jobs that use Granular Recovery Technology”

on page 313.
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See “Recommendations for using backup-to-disk folders with backup jobs that
use Granular Recovery Technology” on page 495.

See “How to reclaim disk space for backup jobs that use Granular Recovery
Technology” on page 497.

Recommended devices for backups that use Granular Recovery
Technology

Symantec recommends that you select a backup-to-disk folder on a volume that
does not have file size limitations as the destination for backups that are enabled
for Granular Recovery Technology (GRT). An NTFS drive is an example of a volume
without file size limitations. Some examples of volumes that have file size
limitations include FAT and FAT32 volumes.

If you must use a backup-to-disk folder on a volume with file size limitations,
Backup Exec requires a staging location. Backup Exec temporarily stores a small
amount of metadata in the staging location during the backup job. It deletes the
data from the staging location when the backup is finished. The staging location
is not necessary, however, if you use a backup-to-disk folder on a volume without
file size limitations as the destination.

The staging location's default path is C:\temp.

The volume that is used for a staging location for backup jobs should meet the
following requirements:

m Itislocal to the media server

m It does not have any file size limitations

Additionally, Symantec recommends the following to avoid disk space problems:
m It should not be a system volume

m It should have at least 1 GB of available space

You can change the default staging location with the other default backup options.
See “Setting default backup options” on page 375.

Backup Exec also uses a staging location to restore GRT-enabled data from a tape
or from a backup-to-disk folder on a volume with file size limitations. The staging
location must be on a volume that does not have file size limitations and is local
to the media server. The staging location is not necessary if you restore
GRT-enabled data from a backup-to-disk folder on a volume without file size
limitations, such as NTFS.

Backup Exec uses the staging area differently for the following types of restores:
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Table 5-26 Staging processes
Location of data to be restored Staging process
Tape Backup Exec copies the entire backup set or

sets to the staging area. The staging area
must have enough disk space for the entire
backup set or sets from which you want to
restore an individual item.

Before you use a tape device for a
GRT-enabled backup, ensure that sufficient
disk space is available to perform a restore.

Backup Exec deletes the data from the
staging area when the restore job is
complete.

Backup-to-disk folder that is on a volume | Backup Exec must copy a small amount of
with file size limitations (such as FAT or metadata that is associated with the backup
FAT32) set to the staging area to complete the
restore.

Backup Exec deletes the data from the
staging area when the restore job is
complete.

The staging location's default path is C:\temp. You can change the default restore
staging location with the other default restore options.

See “Setting defaults for restore jobs” on page 621.

See “How to restore individual items by using Granular Recovery Technology”
on page 309.

See “About requirements for jobs that use Granular Recovery Technology”
on page 313.

About requirements for jobs that use Granular Recovery Technology

Keep in mind the following requirements when you use Granular Recovery
Technology (GRT) with the agents listed:

Table 5-27 Granular Recovery Technology requirements
Agent Restrictions
Active Directory Recovery Agent You can run only full backups for
GRT-enabled jobs.
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Table 5-27 Granular Recovery Technology requirements (continued)

Agent

Restrictions

Agent for Microsoft Exchange Server

Backup Exec must have access to a uniquely
named mailbox within the Exchange
organization for backup and restore of the
Information Store.

See “Requirements for accessing Exchange
mailboxes ” on page 1077.

You cannot restore individual mailboxes and
messages if both of the following conditions
exist:

m The incremental or the differential
backup method was used.
m The destination was a tape device.

If you create full, differential, or incremental
backups, GRT-enabled jobs have the
following restrictions:

m The full, differential, and incremental job
templates must be part of a policy.

B The destination device must be a
backup-to-disk folder.

m The backup sets from the full,
differential, and incremental jobs must
be on the same volume.
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Table 5-27

Granular Recovery Technology requirements (continued)

Agent

Restrictions

Agent for Microsoft Exchange Server with
CPS

GRT-enabled jobs have the following
restrictions:

m Backups must be sent to a backup-to-disk
folder on a local NTFS drive.

Note: You should use the backup-to-disk
folder exclusively for CPS Exchange jobs.
Do not back up other resources to the
backup-to-disk folder that is the
destination for the GRT-enabled backup
job.

m Backups must be sent to a specific
backup-to-disk folder. You cannot select
a device pool.

m Backups cannot be sent to a
backup-to-disk folder for which you
selected the Allocate the maximum size
for backup-to-disk files option.

Agent for Microsoft SharePoint

GRT-enabled jobs have the following
restrictions:

m You can run only full backups for
GRT-enabled jobs.

B You must have a current version of the
Remote Agent for Windows Systems
installed on the SharePoint server.
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Table 5-27 Granular Recovery Technology requirements (continued)
Agent Restrictions
Agent for Microsoft Hyper-V GRT-enabled jobs have the following
restrictions:

Agent for VMware Virtual Infrastructure

m You can run only full backups for
GRT-enabled jobs.

m You can recover only individual items to
virtual machines that run a Windows
operating system.

By default, the Agent for Microsoft Hyper-V
and the Agent for VMware Virtual
Infrastructure use Granular Recovery
Technology to protect files and folders at a
granular level. You can also enable the
granular recovery of Microsoft Exchange,
SQL, and Active Directory application data
that resides on virtual machines.

See “How Granular Recovery Technology
works with the Agent for Microsoft Hyper-V”
on page 1153.

See “How Granular Recovery Technology
works with the Agent for VMware”
on page 1344.

See “How to restore individual items by using Granular Recovery Technology”
on page 309.

i

See “Recommended devices for backups that use Granular Recovery Technology’
on page 312.

See “Recommendations for using backup-to-disk folders with backup jobs that
use Granular Recovery Technology” on page 495.
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This chapter includes the following topics:

How to back up data

Creating a backup job by using the Backup Wizard

Creating a backup job by setting job properties

About scheduling jobs

About the full backup method for backing up and deleting files
About duplicating backed up data

Verifying a backup

About test run jobs

How to back up data

Backups are crucial for data protection, and Backup Exec offers you many choices
for creating backup jobs to protect your data, including the following:

Using the Backup Wizard. Use this wizard to submit a backup job if you are a
new or inexperienced Backup Exec user. The wizard guides you through the
process of creating a backup job using most of the default options. After you
become more experienced with Backup Exec, you will probably create backups
by configuring backup job properties.

Configuring backup job properties. Experienced Backup Exec users can create
customized backup jobs by selecting resources to protect and setting backup
options. Using the backup job properties pages allows you to set some options,
such as job priority and database options, that cannot be set per job using the
Backup Wizard.
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m Creating a selection list. Select the data you want to back up and save the
selections as a selection list. You can then choose the selection list when
creating a backup job. You can use selection lists for multiple jobs. You can
also choose a selection list and combine it with a policy to create a job.

Backup Exec allows you to set default options for backup jobs, but also gives you
the flexibility to override these options for specific jobs. You can direct all backup
jobs to a specified network segment, isolating the backup data so that other
connected networks are not affected when backup operations are performed, or
you can specify a LAN for a single job.

Backup Exec also provides the option of setting up backup jobs that take place on
a routine basis (scheduled jobs), or set up one-time backup jobs.

In addition to creating backup jobs to protect data, you can create the following:

m A test run of a scheduled backup job to determine whether or not it is likely
to complete successfully.

m A job that duplicates backup sets either from previously backed up data or
data scheduled to be backed up. If the backup sets are to be duplicated from a
scheduled job, the duplicate backup data job runs automatically after the
backup job completes.

m Verify jobs to test the integrity of the media.

m Backupjobsthat use the Back up and delete the files method to free disk space
on the server.

m Resource discovery jobs to find new resources that may need to be backed up
on a regular basis.

Before you begin backing up data, you should develop a backup strategy that
includes the method, frequency, and media rotation methods that are appropriate
for your organization. You may have different strategies for different areas of
the organization.You should also ensure that you have the proper user rights to
run back up jobs.

See “Required user rights for backup jobs” on page 319.

You may want to configure device and media management before creating backup
jobs. You can set up Backup Exec to use specific storage devices or logical groupings
of devices, such as device pools.

Specifically, you might want to perform the following tasks to help you manage
storage hardware and media most effectively:

m Set up drive pools for systems with more than one storage device.

m Create media sets.
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Caution: To protect remote resources, you must install the Backup Exec Remote
Agent for Windows Systems on the remote computer. The Remote Agent is a
system service that runs on Windows servers and workstations and provides
efficient backup processing by locally performing tasks that, in typical backup
technologies, require extensive network interaction.

See “Creating device pools” on page 500.

See “About creating media sets” on page 214.

See “Creating a backup job by using the Backup Wizard” on page 319.
See “About backup strategies” on page 258.

Required user rights for backup jobs

To perform any backup operations, the following Windows user rights are required
for the service account and any Backup Exec logon accounts:

m Act as part of the operating system

m Create a token object.

m Back up files and directories.

m Restore files and directories.

m Managed auditing and security log.

m Logon as a batch job (only for Windows Vista and later).

For more information about user rights in Windows operating systems, see your
Microsoft documentation.

See “About the Backup Exec service account” on page 104.

See “About configuring logon accounts” on page 176.

Creating a backup job by using the Backup Wizard

If you are new to Backup Exec or are uncertain about how to set up a backup job,
you can use the Backup Wizard.

If you have experience with Backup Exec, you can create a backup job by setting
the properties you want.

See “Creating a backup job by setting job properties” on page 320.
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To create a backup job by using the Backup Wizard

1 Onthe navigation bar, click the arrow next to Backup.
2 Click New Backup Job using Wizard.

3 Do one of the following:

Toback up the media server using Backup Click Back up this media server now
Exec's default settings using default settings.

To create a backup job that uses custom Click Create a backup job with custom
settings settings.

Click Next.

Follow the on-screen prompts.

Preventing the Backup Wizard from launching from the Backup button

By default, the Backup Wizard displays when you select Backup on the navigation
bar. If you prefer to set up backup jobs manually, you can prevent the Backup
Wizard from displaying.

To prevent the Backup Wizard from launching from the Backup button

1 Onthe navigation bar, click Backup.

2  Uncheck Always launch the Backup Wizard from the Backup button.
3 Click Cancel.

Configuring the Backup Wizard to launch from the Backup button

By default, the Backup Wizard displays when you select Backup on the navigation
bar. If you disable the Backup Wizard, you can re-enable it at any time.

To configure the Backup Wizard to launch from the Backup button

1 On the Tools menu, click Wizards>Backup Wizard.

2 Check Always launch the Backup Wizard from the Backup button.
3 Click Next.

Creating a backup job by setting job properties

If you have experience with Backup Exec, you can create a backup job by setting
the properties you want.
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you can use the Backup Wizard.

See “Creating a backup job by using the Backup Wizard” on page 319.

To create a backup job by setting job properties

1
2
3

On the navigation bar, click the arrow next to Backup.

Click New Backup Job.

From the backup selections pane, select the data you want to back up.
See “Selections options for backup jobs” on page 324.

In the Properties pane, under Destination, click Device and Media.
Select the device and media information for this job.

See “Device and media options for backup jobs and templates” on page 327.
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Complete the following options as necessary:

To determine the order in which resources
are processed

To set or test credentials for the resource
that is being processed

To determine the job's priority and

availability

To configure selection list notification

To select a preferred server

To configure general job settings

To configure advanced job settings

To configure network and security options

In the Properties pane, under Source,
click Resource Order.

See “Resource Order Backup options”
on page 326.

In the Properties pane, under Source,
click Resource Credentials.

See “Resource Credentials options”
on page 325.

In the Properties pane, under Source,
click Priority and Availability.

See “Priority and Availability backup
options” on page 296.
In the Properties pane, under Source,

click Selection List Notification.

See “Notification options for jobs”
on page 666.

In the Properties pane, under Source,
click Preferred Servers.

See “Preferred Servers backup options”
on page 421.

In the Properties pane, under Settings,
click General.

See “General options for backup jobs and
templates” on page 330.

In the Properties pane, under Settings,
click Advanced.

See “Advanced options for backup jobs”
on page 336.

In the Properties pane, under Settings,
click Network and Security.

See “Network and Security backup
options” on page 391.
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To create pre/post commands

To configure backup settings for an agent

To configure backup settings for
Archiving Option Components

Backing up data

In the Properties pane, under Settings,
click Pre/Post Commands.

See “Pre/post commands for backup or
restore jobs” on page 340.

In the Properties pane, under Settings,
select the name of the agent.

See “Advanced Open File options ”
on page 929.

See “Backup options for the Advanced
Disk-based Backup Option” on page 906.

See “SQL backup options” on page 1224.

See “Microsoft Exchange backup options”
on page 1109.

See “Microsoft SharePoint backup options
” on page 1177.

See “Active Directory Recovery Agent
backup job options” on page 867.

See “Lotus Domino backup job options”
on page 1052.

See “Oracle backup options ” on page 1288.
See “DB2 backup options” on page 946.

See “NetWare SMS backup options”
on page 1871.

See “Backup job options for Linux, UNIX,
and Macintosh computers” on page 1850.

See “NDMP backup options” on page 1790.

See “Enterprise Vault backup options”
on page 967.

See “VMware backup options” on page 1339.

See “Microsoft Hyper-V backup options”
on page 1151.

In the Properties pane, under Settings,
click Archive.

See “Backup job properties for archive
jobs” on page 1429.
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To configure Backup Exec to notify
someone when a backup job containing a
specific selection list completes

Do one of the following:

To run the backup job now

To schedule the backup job for later

In the Properties pane, under Settings,
click Notification.

See “Notification options for jobs”
on page 666.

Click Run Now.

In the Properties pane, under Frequency,
click Schedule.

See “Schedule options” on page 344.

Selections options for backup jobs

When the Backup Job Properties dialog box appears, Selections is chosen by
default in the Properties pane. Through the Selections options, you choose the
data you want to include in the backup job.

See “Creating a backup job by setting job properties” on page 320.

This dialog box includes the

following options:

Table 6-1 Selections options for backup job
Item Description
Selection list name Designates the name of the selection list. If you create a

job using an existing selection list, you can select the
selection list you want to use. Otherwise, you can use the
default Selection list name, which creates a new selection
list using this name.

Load Selections from Existing
List

Allows you to use a previously created selection list or
merge existing selection lists.

See “Load Selections from Existing List options”
on page 289.

Selection list description

Describes the selection list.

Include/Exclude

Allows you to use the Advanced File Selection option for
selecting files for backing up.

See “Backup Include/Exclude Selections options”
on page 286.
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Table 6-1 Selections options for backup job (continued)
Item Description
Include subdirectories Selects the contents of all the subfolders when a directory

is selected.

Show file details Displays details about the files that you can select.

View by Resource Allows you to view selections as a list of resources.

View Selection Details Allows you to view selections as a list of files and
directories.

See “About selecting data to back up ” on page 268.
See “About selection lists” on page 283.
See “Creating selection lists” on page 284.

See “Adding a user-defined selection to the User-defined Selections node”
on page 278.

Resource Credentials options

A logon account enables Backup Exec to access resources for backup or restore
jobs. You can change or test logon accounts before you run a job.

See “About configuring logon accounts” on page 176.

This dialog box includes the following options:

Table 6-2 Resource Credentials options
Item Description
Resource Specifies the resource for the job.
Logon Account Specifies the logon account Backup Exec uses

for this backup or restore selection.

Test Results Details the results of the credentials test.

Test All Tests all listed resource credentials to verify
that they can access the resource.

Test Selected Tests only the selected resource credentials
to verify that Backup Exec can access the
resource or resources.

Cancel Test Cancels the credentials test.
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Table 6-2 Resource Credentials options (continued)
Item Description
Change Lets you change the selected resource
credentials.

For remote selections, do not change the
logon account information. They rely on the
logon account used to connect to the server
they reside on, and will ignore the additional
logon account you specify. This applies to
drives, Lotus, System State, and Exchange
selections (except mailboxes, which can and
do use logon accounts).

Clear Removes the selected resource credentials
from the dialog box.

Resource Order Backup options

After you make selections for a backup job, you can set up Backup Exec to process
those selections in a certain order.

Please note the following about the order in which selections can be backed up:

m You can order resources within a server, but you cannot alternate selections
across servers. For example, you can select C: and D: from Server A followed
by selections from Server B. However, you cannot order selections as C: from
Server A and then C: from Server B and then D: from both servers.

m For any given server, system state must be ordered last.

Table 6-3 Resource Order Backup options
Item Description
Make First Designates the selected resource as the first
resource Backup Exec should process during
the backup job.
Move Up Moves the selected resource up in the

resource order, meaning that Backup Exec
processes it sooner during the backup job.

Move Down Moves the selected resource down in the
resource order, meaning that Backup Exec
processes it later during the backup job.
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Table 6-3 Resource Order Backup options (continued)
Item Description
Move Last Designates the selected resource as the last
resource Backup Exec should process during
the backup job.

Enter Password options

You can change your password on this dialog box.

Table 6-4 Enter Password options
Item Description
Password Designates your new password.
Confirm Confirms your new password.

Device and media options for backup jobs and templates
You select the storage device and media set on which the backup job will run.
See “Creating a backup job by setting job properties” on page 320.

This dialog box includes the following options:

Table 6-5 Device and Media options for backup jobs and templates
Item Description
Device Designates a device pool, a robotic library drive, a

stand-alone drive, a backup-to-disk folder, a removable
backup-to-disk folder, or other type of supported storage
device to which you want to send backup data.

See “About tape drives and robotic libraries” on page 435.
See “About backup-to-disk folders ” on page 480.
See “About device pools” on page 499.

See “About the All Virtual Disks device pool in the Storage
Provisioning Option” on page 1958.

See “About the Remote Media Agent for Linux Servers”
on page 1898.
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Table 6-5 Device and Media options for backup jobs and templates (continued)

Item Description

Allow this job to have direct | Enables a remote computer to deduplicate data, and then
access to the device send the data to the deduplication storage device that is
selected in the Device field.

Note: This option is enabled only if you have the
Deduplication Option installed and you selected a
deduplication storage device in the Device field.

See “About Direct Access” on page 1530.

Restrict backup of the Specifies if you want a job to run on devices on a specific
selection list to devices on the | managed media server or on devices that are on a group
following media server or of managed media servers. This check box displays only
media servers in a pool if you have the Central Admin Server Option installed.

This is an additional filter that lets you control where
certain jobs are delegated. For example, to always run
backups of Exchange databases only on the devices that
are attached to managed media servers in a pool named
Exchange Backups, select this option, and then select the
Exchange Backups media server pool.

Media set Specifies the media set for the backup. If you select
Overwrite, the media in the drive is overwritten if the
media is scratch, or if its overwrite protection period has
expired. If allocated or imported media are in the drive,
they may also be overwritten depending on the Media
Overwrite Protection Level that is set.

If you selected one of the append options, the backup will
be added to an appendable media (if one exists).
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Table 6-5 Device and Media options for backup jobs and templates (continued)
Item Description
Overwrite media Places this backup on an overwritable media. Make sure

that appropriate media is in the stand-alone drive or drive
pool you select in the Device field in this dialog box.

The media in the drive is overwritten if the media is
scratch or recyclable (its overwrite protection period has
expired). If allocated or imported media are in the drive,
they may also be overwritten depending on the Media
Overwrite Protection Level that is set.

Depending on your configuration, overwritable media is
selected from scratch media or recyclable media.

See “How Backup Exec searches for overwritable media”
on page 221.

If the media in the drive is not overwritable, an alert
appears requesting that you insert overwritable media.

Append to media, overwrite if
no appendable media is
available

Appends this backup to the media set listed in the Media
Set field in this dialog box. The backup set is appended if
an appendable media is available in the selected media
set; if not, an overwritable media is used and added to the
media set.

If an append job fills a media, the job continues on another
piece of overwritable media.

If the media in the drive is not overwritable, an alert
appears requesting that you insert overwritable media.

Append to media, terminate
jobifno appendable media is
available

Appends this backup to the media set listed in the Media
Set field in this dialog box. The backup set is appended if
an appendable media is available in the selected media
set; if not, the job is terminated.

Eject media after job

Ejects the media in the drive when the operation

completes completes.
Retension media before Runs the tape in the drive from beginning to end at a fast
backup speed, which helps the tape wind evenly and run more

smoothly past the tape drive heads. Retensioning is
primarily for Mini Cartridge and quarter-inch cartridges
and is not supported on most other types of tape drives.
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Table 6-5 Device and Media options for backup jobs and templates (continued)
Item Description
Use Write once, read many Specifies the use of WORM (write once, read many) media
(WORM) media for this backup job. Backup Exec confirms that the

destination device is or contains a WORM-compatible
drive, and that the WORM media is available in the drive.
If WORM media or a WORM-compatible drive is not found,
an alert is sent.

See “About WORM media” on page 235.

Maximum number of devices | Specifies the number of devices that this backup job can
to use for resources that use. Only one device per stream can be used.
support multiple datastreams

Minimum number of devices, | Specifies the minimum number of devices that can be
terminate job if fewer devices | used for this backup job. If the minimum number of
are available devices is not available, the job ends without completing.

General options for backup jobs and templates

You can configure general options for backup jobs, including the name of the job
and the backup method to be used.

See “Creating a backup job by setting job properties” on page 320.

This dialog box includes the following options:

Table 6-6 General settings options
Item Description
Jobname/Template name Designates the name for this backup job or template.

You can accept the default name that appears or enter
aname. The name must be unique.

Backup set description Describes the information in the backup set for future
reference.
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Table 6-6 General settings options (continued)

Item Description

Backup method for files
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Table 6-6 General settings options (continued)

Item

Description

Designates one of the following backup methods:

m Full - Back up files

- Using archive bit (reset archive bit). Includes all
of the files selected for backup and resets the
archive bit to indicate that the files have been
backed up.

- Using modified time. Includes all of the files
selected for backup and allows the use of
incrementals and differentials using the modified
date and time stamp.

-Copy the files. Includes all selected data but does
not reset the archive bit. It does not affect your
backup strategy or media rotation scheme.

- Back up and delete the files (delete selected files
and folders after successful copy backup). Backs
up the selected data, verifies the media, and then
deletes the data from the volume. The logon
account credentials that you use to run the job
must have the rights to delete a file. To use the
method to back up and delete the files on
computers on which the Remote Agent for Linux
or UNIX Servers or the Remote Agent for
Macintosh Systems is installed, the Backup Exec
logon account must have superuser privileges.
Otherwise, the data is backed up, but is not deleted.
The Backup Exec Archive Option offers more
features for data archiving.

See “About the Archiving Option” on page 1360.
Differential - Back up changed files since last full
- Using archive bit (does not reset archive bit).
Includes all files that changed (based on the
archive bit) since the last full backup. It does not
affect your backup strategy or media rotation
scheme because the archive bit is not reset.

- Using modified time. Includes all files changed
since the last full backup, using the files’ last
modified date and time stamp. Make sure that the
same script or selection list is used for the
differential backup that was used for the full
backup.

Note: A file's last modified date and timestamp
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General settings options (continued)

Item

Description

does not change when the file is copied or moved.
If the file's modified time is older than the
previous backup's modified time, that file is not
backed up. To ensure that the files are protected,
run a full backup after you copy or you move files.
If you have the Advanced Disk-based Option, you
can run synthetic backups to ensure that any
copied or moved files are protected.

m Incremental - Back up changed files since last full
or incremental
- Using archive bit (reset archive bit). Includes
only the files that have changed (based on the
archive bit) since the last full or incremental
backup and resets the archive bit to indicate that
the files have been backed up.
- Using modified time. Includes all files that have
changed since the last full or incremental backup,
using the files’ last modified date and time stamp.
Make sure that the same script or selection list is
used for the incremental backup that was used for
the full backup.

Note: A file's last modified date and timestamp
does not change when the file is copied or moved.
If the file's modified time is older than the
previous backup's modified time, that file is not
backed up. To ensure that the files are protected,
run a full backup after you copy or you move files.
If you have the Advanced Disk-based Option, you
can run synthetic backups to ensure that any
copied or moved files are protected.

m Working Set - Back up files
- Changed today. Backs up all files that were
created or modified today.
- Last accessed in (x) days. If you select this backup
method, you can then indicate in the Files accessed
in x days field that you want to include data that
has been accessed in a specific number of days.
See “About backup methods” on page 262.
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Table 6-6 General settings options (continued)

Item

Description

Files accessed in x days

Specifies the number of days for which to include
accessed files if you selected Last accessed in (x) days
in the Backup method for files field.

Symantec recommends that you specify at least 30
days in order to include the data needed to make your
system operational if you have to restore a working
set backup.

Use the Microsoft Change Journal

if available

Uses the Microsoft Change Journal to determine
which files have been modified since the last full
backup. This option can only be used with NTFS
volumes.

This option is available when you select one of the
following backup methods:

m  Full - Back Up Files - Using modified time. This
method is not available when performing offhost
backup.

m Differential - Back up changed files since last full
- Using modified time

m Incremental - Back up changed files since last full
or incremental - Using modified time.

In addition, this option becomes available if you select
the Collect additional information for synthetic
backup and for true image restore check box.

If you use the Change Journal with the option to
collect additional information for synthetic backup
and for true image restores, the archive bit is not
reset, even if you selected a backup method that has
"reset archive bit" in the name.

If you are backing up volumes with junction points
that were created by linkd.exe, you should not use the
Microsoft Change Journal. Junction points are not
followed properly in this situation.

Preserve tree on back up and

delete

Retains the directory structure on the hard drive of
the files that are backed up in a full backup job. This
option is available only when you select the full
backup method that backs up and deletes the files.
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Table 6-6 General settings options (continued)

Item

Description

Collectadditional information for
synthetic backup and for true
image restore

Displays only for templates. It is used with synthetic
backup jobs and true image restore jobs. It specifies
that Backup Exec collects the information required
to detect files and directories that have been moved,
renamed, or newly installed since the last backup,
and then includes those files and directories in the
backup jobs. If this option is not selected, Backup Exec
skips these files and directories if their archive bits
are unchanged. With this option selected, Backup
Exec compares path names, file names, modified
times, and other attributes with those from the
previous full and incremental backups. If any of these
attributes are new or changed, then the file or
directory is backed up.

Backups that have this option selected require more
disk space, and take more time to run, than backups
that do not.

You must select this option for the baseline and
incremental backup template in a synthetic backup
policy.

See “About the synthetic backup feature” on page 879.

Verify after backup completes

Performs a verify operation automatically to make
sure the media can be read once the backup has been
completed. Verifying all backups is recommended.
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Table 6-6

General settings options (continued)

Item

Description

Compression type

Provides the following compression options:

m None.
This option copies the data to the media in its
original form (uncompressed). Using some form
of data compression can help expedite backups
and preserve storage media space.
Hardware data compression should not be used
in environments where devices that support
hardware compression are used interchangeably
with devices that do not have that functionality.
In this situation, hardware compression is
automatically disabled. You can manually
re-enable hardware compression on the drives
that support it, but this results in media
inconsistency. If the drive that supports hardware
compression fails, the compressed media cannot
be restored with the non-compression drive.

m Software.
This option uses STAC software data compression,
which compresses the data before it is sent to the
storage device.

m Hardware [if available, otherwise none].
This option uses hardware data compression (if
the storage device supports it). If the drive does
not feature data compression the data is backed
up uncompressed.

m Hardware [if available, otherwise software].
This option uses hardware data compression (if
the storage device supports it). If the drive does
not feature hardware data compression, STAC
software compression is used.

See “Creating a backup job by setting job properties” on page 320.

Advanced options for backup jobs

You can customize your backup job with advanced options.

See “Creating a backup job by setting job properties” on page 320.

This dialog box includes the following options:
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Table 6-7 Advanced options for backup job

Item

Description

Enablesingleinstance
backup for NTFS
volumes

Displays only if you use the Microsoft Windows Single Instance
Store (SIS) feature. Single instance backup checks the NTFS
volume for identical files. If Backup Exec finds multiple copies of
afile, it only backs up one instance of that file, regardless of how
many SIS links reference it.

Single instance backup can considerably reduce the storage space
thatis required for your backups. Many applications automatically
generate files that have identical content. The actual amount of
space you save depends on the number of duplicate files on the
volume.

Warning: If the backup job does not run to completion, the file
data may not be included in the backup set. Rerun the backup
until it is successfully completed. If the incremental backup
method was used, running the job again will not back up the same
files. You must run a full or copy backup to ensure that all files
are backed up completely. If the 'incremental - using modified
time' backup method was used, running the same backup job to
completion will back up the files correctly.
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Table 6-7 Advanced options for backup job (continued)

Item

Description

Back up files and
directories by
following junction
points

Backs up the information for the junction points and the files and
directories to which they are linked. If this check box is not
selected, then only the information for the junction points is
backed up; the files and directories to which they are linked are
not backed up.

Backup Exec does not follow junction points automatically created
by Microsoft Windows Vista/Server 2008 because it can cause the
data to be backed up repeatedly.

For more information, see the following Symantec Knowledge
Base article:

http://entsupport.symantec.com/umi/V-269-9

Since Mounted Drives that do not have a drive letter assigned to
them cannot be selected, the files and directories to which they
are linked are backed up regardless of whether this option is
selected.

If this option is selected and the actual files and directories to
which the junction points are linked are also included in the
backup selections, then the files and directories are backed up
twice; once during the full file and directory backup, and again
via the junction point.

Warning: If a junction point is linked to a location that
encompasses it, then recursion (a situation where data is backed
up repeatedly) will occur, resulting in an error and job failure. For
example, if c:\junctionpoint is linked to c:\, recursion will occur
when attempting to back up c:\junctionpoint, and the backup job
will fail.

Back up files and
directories by
following symbolic
links

Backs up the information for the symbolic links and the files and
directories to which they are linked.

If you do not select this option, only the information for the
symbolic links is backed up. The files and directories to which
they are linked are not backed up.

If the symbolic link points to files and directories on a remote
computer, the files and directories on the remote computer are
not backed up.
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Table 6-7
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Advanced options for backup job (continued)

Item

Description

Backup datain
Remote Storage

Backs up data that has been migrated from primary storage to
secondary storage. The datais not recalled to its original location;
it is backed up directly to the backup media.

If this option is selected, you should not run a backup of your
entire system because Backup Exec has to load the data that has
been migrated to secondary storage and additional time is required
for any set that includes migrated data.

If this check box is cleared, only the placeholder that stores the
location of the data on secondary storage will be backed up, not
the data itself.

This option should not be selected if the device used for secondary
storage and backups contains only one drive because Remote
Storage and Backup Exec will compete for use of the drive.

Set Remote Agent
priority

Allows you to select the number of CPU cycles the media server
will use to maintain optimal server performance while Remote
Agent backups are running. The higher the priority, the more the
protected server’s CPU processing power is used during backup
operations.

Allocating fewer CPU cycles to a backup job may result in slower
backup performance.

This field contains the following options:

m  Normal Priority. Select this option to allocate the default
number of CPU cycles the protected server will use during a
Remote Agent backup.

m Below Normal Priority. Select this option to allocate fewer
server CPU cycles to the backup job.

m Lowest Priority. Select this option to allocate the fewest
number of CPU cycles to the backup job.

Never

Skips open files if they are encountered during the backup
operation. A listing of skipped files appears in the job log for the
backup.
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Table 6-7 Advanced options for backup job (continued)

Item

Description

If closed within x
seconds

Waits the specified time interval for files to close before skipping
the open file and continuing the backup operation.

If the file does not close during the specified interval, it is skipped.
A listing of skipped files appears in the job log for the backup.

If multiple files are open, Backup Exec waits the specified time
interval for each file; depending on the number of open files, this
may significantly increase the backup time.

With alock

Attempts to open files that are in use. If Backup Exec is able to
open a file, the file is locked while it is being backed up to prevent
other processes from writing to it. Backing up open files is not as
effective as closing applications and allowing the files to be backed
up in a consistent state.

Without alock

Attempts to open files that are in use. If Backup Exec is able to
open the file, the file is NOT locked while it is being backed up.
This allows other applications to write data to the file during the
backup operation.

Warning: This option allows files that contain inconsistent data
and possibly corrupt data to be backed up.

To back up the Removable Storage database in the \Ntmsdata subdirectory, the
WMI repository in the wbem\Repository subdirectory, and the Terminal Services
database in the default \LServer subdirectory, select the <Systemroot>\System32
directory. Files that you place in the Systemroot\System32\Ntmsdata subdirectory,
the \wbem\Repository subdirectory, or the default \LServer subdirectory may not
be backed up; only system files are included in the backup. It is recommended
that you do not place user files in the Systemroot\System32 directory or

subdirectories.

See “Creating a backup job by setting job properties” on page 320.

See “Setting default options for the Advanced Open File Option” on page 923.

Pre/post commands for backup or restore jobs

You can use pre/post commands to run commands before or after a job.

See “About pre/post commands” on page 383.

See “Setting default pre/post commands” on page 384.

This dialog box includes the following options:
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Table 6-8 Pre- and post-command options

Item

Description

Pre-command

Runs a command on the specified server before the
backup or restore job is run. Use local paths, and
make sure the paths exist on each server and are
correct.

Commands that require user interaction, such as
prompts, are not supported.

Post-command

Runs a command on the specified server after the
backup or restore job has run. Use local paths, and
make sure the paths exist on each server and are
correct.

Commands that require user interaction, such as
prompts, are not supported.

Allow pre- and post-commands to
be successful only if completed
with areturn code of zero

Allows Backup Exec to check the return codes of the
pre- and post-commands to determine if they
completed successfully.

An exit code of zero returned to the operating system
by the pre- or post-command is interpreted by Backup
Exec to mean that the command completed
successfully. A non-zero exit code is interpreted by
Backup Exec to mean the command ended with an
error.

After checking the return codes, Backup Exec
continues processing according to selections you
made for running the pre- and post-commands.

If this option is not selected, the success of the pre-
and post-commands is not determined based on the
return code.

Run job only if pre-command is
successful

Runs the backup or restore job only if the
pre-command is successful. If the pre-command fails,
the job does not run, and is marked as failed.

If it is critical that the job does not run if the
pre-command fails, then select Allow pre- and
post-commands to be successful only if completed
with a return code of zero. If a non-zero code is
returned, it is interpreted by Backup Exec to mean
that the pre-command did not run successfully. The
job is not run and the job status is marked as Failed.
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Table 6-8 Pre- and post-command options (continued)

Item

Description

Run post-command only if
pre-command is successful

Runs the post-command only if the pre-command is
successful.

If it is critical that the post-command does not run
if the pre-command fails, then select Allow pre- and
post-commands to be successful only if completed
with a return code of zero. If a non-zero code is
returned for the pre-command, it is interpreted by
Backup Exec to mean that the pre-command did not
run successfully. The post-command does not run.

If you also select Run job only if pre-command is
successful, and both the pre-command and the job
are successful, but the post-command returns a
non-zero code, the job log reports both the job and
the post-command as failed.

Runpost-command even ifjob fails

Runs the post-command regardless of whether the
job is successful or not.

If you also select Allow pre- and post-commands to
be successful only if completed with a return code of
zero and the post-command returns a non-zero code,
the job log reports the post-command as failed.

Run post-command after job
verification completes

Runs the post-command after the verification
completes if you selected the Verify after backup
completes option on the General backup properties
dialog box.

Cancel command if not completed

Designates the number of minutes Backup Exec

within x minutes should wait before canceling a pre- or post-command
that did not complete. The default time-out is 30
minutes.

On this media server Runs the pre- and post-commands on this media

server only.

On each server backed up

Runs the pre- and post-commands one time on each
server backed up.

The pre- and post-command selections apply to each
server independently. If you select this option, the
pre- and post-commands are run and completed for
each server before processing begins on the next
selected server.
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The Backup Job Summary displays when you create a backup job. You should
review the details to ensure that the job properties are accurate.

See “Creating a backup job by setting job properties” on page 320.

Table 6-9 Backup Job Summary properties

Item

Description

Do not display this summary again

Turns off the job summary so that it does
not appear when you create backup jobs.

OK Finalizes the creation of the backup job. The
job runs as scheduled.

Cancel Closes the Backup Job Summary so that you
can change the backup job settings before
submitting it.

Print Prints the job summary.

How to include or exclude files for backup

Advanced file selection allows you to quickly select or de-select files for backup
operations by specifying file attributes.

See “Creating a backup job by setting job properties” on page 320.

See “Backup Include/Exclude Selections options” on page 286.

With this feature you can do the following:

m Include or exclude files by filename attributes. For example, you can select
only files with .txt extensions, or exclude files with .exe extensions from a

backup. If you exclude files by an attribute that does not exist, all files of that
type are excluded. For example, excludes based on SQL database dates result

in global SQL excludes since SQL databases do not have date attributes.

m Select only files that fall within a specified date range. For example, you can
select files that were created or modified during the month of December.

m Specify the files that have not been accessed in a specified number of days.
For example, you can select the files that have not been accessed in 30 days

from your "My Documents" folder. Then, run a full backup job for which you

select the method to back up and delete the files.
The Backup Exec Archive Option offers more features for data archiving.
See “About the Archiving Option” on page 1360.
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About scheduling jobs

The schedule option enables you to configure the time and the frequency that you
want to run jobs. You can configure a schedule for jobs such as backup, restore,
inventory, and new catalog. During the job setup, you can choose to run jobs
immediately, run once on a specific day and time, or run according to a schedule.

See “Scheduling jobs” on page 344.

When you create a backup selection list, you can set a time range when the
resources in the list will be available for backup. The time range is called the
availability window. If you schedule a job to run outside of the availability window,
the job does not run and Backup Exec displays an Invalid Schedule status for the
job on the Job Monitor. When scheduling a job, be sure that the schedule is within
the availability window for the resources.

See “Setting priority and availability windows for selection lists” on page 295.
See “Configuring default schedule options” on page 354.

See “Excluding dates from a schedule” on page 354.

Scheduling jobs

The schedule option enables you to configure the time and the frequency that you
want to run jobs. You can configure a schedule for jobs such as backup, restore,
inventory, and new catalog. During the job setup, you can choose to run jobs
immediately, run once on a specific day and time, or run according to a schedule.

See “About scheduling jobs” on page 344.
To schedule a job

1 Determine the type of job you want to schedule, and then on the navigation
bar, click the appropriate button. For example, to schedule a backup job, click
the arrow next to Backup.

In the Properties pane, under Frequency, click Schedule.
3 Select the appropriate options.

See “Schedule options” on page 344.
4  Click Run Now.

Schedule options
The following table lists the options that you can select for scheduling jobs.

See “Scheduling jobs” on page 344.
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Table 6-10 Schedule options
Item Description
Current date and time Displays the current date and time that is
set on this computer
Run now Runs the job immediately.
Run on Date at Time Lets you schedule the job to run one time on

the selected date at the selected time.

Run according to schedule

Lets you configure a schedule for arecurring
job.

Edit Schedule Details

Lets you select the run days for a recurring
job.

Effective date

Displays the day that the schedule begins if
Run according to schedule is selected.
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Table 6-10

Schedule options (continued)

Item

Description

Time Window

Displays the specified period of time during
which a job can begin on any scheduled day
if Run according to schedule is selected.

When setting up the time during which a
task runs, you can enter a time window that
extends past midnight and into the next day.
Bear in mind, however, that this may change
the days on which the task runs. For
example, if you schedule a task to run every
Friday between 8:00 PM and 4:00 AV, it's
possible for the task to run on Saturday
morning sometime before or at 4:00 AM. If
you don't want the task to run on Saturday,
you must alter the time window, for example,
by changing the ending value from 4:00 AM
to 11:59:59 PM. Then, the task is confined
to one day. When a time window crosses
midnight, the start time is later in the day
than the end time.

Backup Exec considers both the job's time
window and the resource's availability
window when it runs a job. If you schedule
a job to run outside of the availability
window, it does not run. Backup Exec
displays an Invalid Schedule status for the
job on the Job Monitor. When you schedule
a job, be sure that the job's time window is
within the availability window for the
resources.

See “Priority and Availability backup
options” on page 296.

Submit job on hold

Lets you submit the job with an on-hold
status.

You should select this option if you want to
submit the job, but do not want the job to
run until you change the job's hold status.

Delete the job if the job successfully

completes

Deletes jobs that complete successfully, have
been created to run once, either now or at a
scheduled time, and have not been created
from a template.
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Table 6-10 Schedule options (continued)
Item Description
Delete the job after the job completes Deletes any jobs that complete, even with

errors, have been created to run once, and
have not been created from a template. Jobs
that are created to run once are deleted
whether they run immediately or are
scheduled for a later time.

Do not delete the job Keeps the jobs that were created to run once,
and were not created from a template, in the
Job Setup view. This option is selected by
default.

About the scheduling calendar

Both the Calendar Schedule tab and the Exclude Dates tab display a three-month
calendar. The calendar provides a way to select days on which you want jobs to
run and a way to view a summary of your schedule.

When you select a day to run a job, a green check mark displays on the calendar.
In addition, when you are viewing a calendar for one type of schedule option, gray
check marks indicate that other types of schedule options are set for those days.

See “Scheduling a job to run on specific days” on page 347.

See “Scheduling a job to run on recurring week days” on page 348.

See “Scheduling a job to run on recurring days of the month” on page 349.
See “Scheduling a job to run on a day interval” on page 350.

See “Setting the effective date for a job schedule” on page 351.

See “Setting the time window for a scheduled job” on page 352.

See “Restarting a job during a time interval” on page 353.

See “Excluding dates from a schedule” on page 354.

Scheduling a job to run on specific days

You can schedule a job to run on a single day or on multiple days.
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To schedule a job to run on specific days

1 Determine the type of job that you want to schedule, and then on the
navigation bar, click the appropriate button.

For example, to schedule a backup job, click the arrow next to Backup.
In the Properties pane, under Frequency, click Schedule.
Click Run according to schedule.

Do one of the following:

To select run days for a new job Continue to step 5.

To edit run days for an existing job Click Edit Schedule Details.

5 Onthe Calendar Schedule tab, under Edit Calendar schedule by, click Specific
Dates.

6 Do one of the following:

To select a single date m Click New.
m Enter the date.
m Click OK.
To select multiple dates Click the dates on the calendar.
7 Click OK.

Scheduling a job to run on recurring week days

Use the recurring week days option to run jobs on the following types of schedules:

Table 6-11 Recurring schedule examples

Recurring job option Example

The same day of the week, every week of the | For example, every Wednesday.
month

Every day of the same week of every month | For example, every day during the second
week of the month.

On selected days during selected weeks of | For example, the last Friday of every month.
the month
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To schedule a job to run on recurring week days

1 Determine the type of job that you want to schedule, and then on the
navigation bar, click the appropriate button.

For example, to schedule a backup job, click the arrow next to Backup.
In the Properties pane, under Frequency, click Schedule.
Click Run according to schedule.

Do one of the following:

To select run days for a new job Continue to step 5.

To edit run days for an existing job Click Edit Schedule Details.

5 On the Calendar Schedule tab, under Edit Calendar schedule by, click
Recurring Week Days.

6 Do one of the following:

To run a job on a single day Check the check box for that specific day.

To run a job on the same day every Select the name of the day in the matrix. For

week example, to run a job every Monday, click
Mon

Torunajob every day of an entire week Select the row number for that week. For
example, to select the first week of each
month, click 1st.

Torun ajob the last week of the month, Click Last.
regardless of the number of weeks in a
month

To run a job on all days of the month  Click Select AllL

To clear all existing selections Click Deselect All.

7 Click OK.

Scheduling a job to run on recurring days of the month

You can schedule jobs to run on specific days of the month, on the last day of the
month, or on all days of the month.
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To schedule a job to run on recurring days of the month

1 Determine the type of job that you want to schedule, and then on the
navigation bar, click the appropriate button.

For example, to schedule a backup job, click the arrow next to Backup.
In the Properties pane, under Frequency, click Schedule.
Click Run according to schedule.

Do one of the following:

To select run days for a new job Continue to step 5.

To edit run days for an existing job Click Edit Schedule Details.

5 On the Calendar Schedule tab, under Edit Calendar schedule by, click
Recurring Days of the Month.

6 Do one of the following:

To run jobs on specific days of the Click the button for each day.
month
To run jobs on the last day of the Check Last Day.

month, regardless of the actual date
To run a job on all days of the month  Click Select All.

To clear all existing selections Click Deselect All.
7 Click OK.

Scheduling a job to run on a day interval

You can schedule a job to run every certain number of days calculated from a
particular date. For example, you can set up a job to run every three days, starting
on January 1, 2006. By default, the date from which the interval is calculated is
the current date. However, you can set a date on which you want the schedule to
go into effect. If the selection list that you are backing up has an availability
window, Backup Exec uses the availability window instead of the date that you
select here to calculate the starting date.

For example, you schedule a backup job to run every 7 days beginning on the 11th
day of June. The associated selection list has an availability window that begins
on the 12th day of June. The job is scheduled to run for the first time on June 12th.
However, the calendar indicates that the starting date is June 11th.
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Recurring tasks run during the specified time window.
To schedule a job to run on a day interval

1 Determine the type of job that you want to schedule, and then on the
navigation bar, click the appropriate button.

For example, to schedule a backup job, click the arrow next to Backup.
2 Inthe Properties pane, under Frequency, click Schedule.
Click Run according to schedule.

Do one of the following:

To select run days for a new job Continue to step 5.

To edit run days for an existing job Click Edit Schedule Details.

5 On the Calendar Schedule tab, under Edit Calendar schedule by, click Day
Interval

6 Check Every.
Enter the number of days on which you want the job to recur.

8 Inthe days calculated from box, select the date on which you want the
schedule to go into effect.

The date you enter here does not override the effective date that you set up
using the Effective Date option on the Calendar Schedule tab.

9 Click OK.

Setting the effective date for a job schedule

The effective date determines when your schedule goes into effect. A job cannot
run prior to its effective date. By default, the effective date is the current date.

To set the effective date for a job schedule

1 Determine the type of job that you want to schedule, and then on the
navigation bar, click the appropriate button.

For example, to schedule a backup job, click the arrow next to Backup.
2 Inthe Properties pane, under Frequency, click Schedule.

Click Run according to schedule.
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4 Do one of the following:

To select run days for a new job Continue to step 5.

To edit run days for an existing job Click Edit Schedule Details.

5 On the Calendar Schedule tab, under Edit Calendar schedule by, click
Effective Date.

Verify that the Make the schedule go into effect on check box is checked.
Select the date on which you want the schedule to go into effect.

Click OK.

About time windows

The time window is the period of time during which a job can begin. The time
window does not extend beyond 23 hours, 59 minutes, and 59 seconds. For example,
you cannot set a time window to start at 03:00 AM and end at 05:00 AM the next
day.

The default time window is from 11:00 PM to 10:59:59 PM. If you use the default
setting, a job that is scheduled to run on Monday can begin at or anytime after
11:00 PM on Monday. It cannot start after 10:59:59 PM on Tuesday night.

You can set a time window that extends past midnight and into the next day,
which may change the day on which the job runs. For example, if you schedule a
job to run every Friday between 10:00 PM and 04:00 AM, the job may run on
Saturday before or at 04:00 AM. If you do not want the job to run on Saturday,
you must alter the time window to start the job no later than 11:59:59.

See “Setting the time window for a scheduled job” on page 352.

Setting the time window for a scheduled job

You can set a time window to establish a period of time during which a job can
begin.

See “About time windows” on page 352.
To set the time window for a scheduled job

1 Determine the type of job that you want to schedule, and then on the
navigation bar, click the appropriate button.

For example, to schedule a backup job, click the arrow next to Backup.

2 Inthe Properties pane, under Frequency, click Schedule.
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Click Run according to schedule.

Do one of the following:

To select run days for a new job Continue to step 5.

To edit run days for an existing job Click Edit Schedule Details.

On the Calendar Schedule tab, under Edit Calendar schedule by, click Time
Window.

In the Startno earlier than box, select the time after which the job can start.
In the and no later than box, select the time by which the job must start.

Click OK.

Restarting a job during a time interval

You can set up a job to run multiple times on the scheduled run day during the
specified time interval. You specify the interval at which the job repeats during
the time window. For example, if there is a 12-hour time window for a job, you
can set the job to run every two hours during that time window. The job runs at
the interval you specify, respective to the start time of your time window. The
interval must be greater than zero, and less than 23:59:59. In addition, the restart
interval must be less than the amount of time set for the time window. For example,
if you have a two-hour time window, you cannot specify a restart interval greater
than 01:59:59.

To restart a job during a time interval

1

Determine the type of job that you want to schedule, and then on the
navigation bar, click the appropriate button.

For example, to schedule a backup job, click the arrow next to Backup.
In the Properties pane, under Frequency, click Schedule.
Click Run according to schedule.

Do one of the following:
To select run days for a new job Continue to step 5.

To edit run days for an existing job Click Edit Schedule Details.

On the Calendar Schedule tab, under Edit Calendar schedule by, click Restart
Time Interval.
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6 Check Restart task every.
7 Select the time interval in hours, minutes, and seconds.

8 Click OK.

Excluding dates from a schedule

You can exclude specific dates, such as holidays, from a schedule. When you select
a date, the symbol on that date on the calendar changes to a red circle with a line
through it.

To exclude dates from a schedule

1 Determine the type of job that you want to schedule, and then on the
navigation bar, click the appropriate button.

For example, to schedule a backup job, click the arrow next to Backup.
2 Inthe Properties pane, under Frequency, click Schedule.
Click Run according to schedule.

Do one of the following:

To select run days for a new job Continue to step 5.

To edit run days for an existing job Click Edit Schedule Details.

Click the Exclude Dates tab.

Do one of the following:

To exclude a single date m Click New.
m Enter the date.
m Click OK.
To exclude multiple dates Click the dates on the calendar.

To add an excluded date back into the m In the Exclude Dates box, click the date.
schedule m Click Delete.

7 Click OK.
Configuring default schedule options

You can configure default scheduling parameters for all new jobs that you create.
If you want to keep a static schedule for all new jobs that you run according to a
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schedule, you can set a default schedule for all jobs, and then use the Run according
to schedule option during job setup to make changes, if necessary.

To configure default schedule options:
1 On the Tools menu, click Options.
2 Inthe Properties pane, under Job Defaults, click Schedule.
3 Select the appropriate options.
See “Default schedule options” on page 355.
4  Click OK.

Default schedule options
You can configure default scheduling parameters for all new jobs that you create.

See “Configuring default schedule options” on page 354.

Table 6-12 Default schedule options
Item Description
Edit Schedule Details Lets you set or change the existing default

schedule options.

Delete the job if the job successfully Deletes jobs that complete successfully, have
completes been created to run once, either now or at a
scheduled time, and have not been created
from a template.

Delete the job after the job completes Deletes any jobs that complete, even with
errors, have been created to run once, and
have not been created from a template. Jobs
that are created to run once are deleted
whether they run immediately or are
scheduled for a later time.

Do not delete the job Preserves jobs that were created to run once,
and were not created from a template, in the
Job Setup view.

About the full backup method for backing up and
deleting files

When you run a full backup, you can select the method to back up and delete the
files. This backup method lets you free disk space on your server volume by moving



356

Backing up data

About the full backup method for backing up and deleting files

files and folders from the server to media. Backup Exec backs up the selected data
as a copy backup, verifies the media, and then deletes the data from the volume.

The credentials in the Backup Exec logon account that you use to run the job must
have the rights to delete a file. To use the method to back up and delete the files
on computers on which the Remote Agent for Linux or UNIX Servers or the Remote
Agent for Macintosh Systems is installed, the Backup Exec logon account must
have superuser privileges.Otherwise, the data is backed up, but is not deleted.

Backup Exec performs a verify operation after the data is backed up. If the verify
operation fails, the job stops and you are notified. If you get a verification failure,
view the job log. Try to correct the problem, and then retry the job. After the data
is backed up and verified, Backup Exec deletes the selected data. The job log
contains a list of the data that is deleted.

You can enable the checkpoint restart option for a full backup job that uses the
method to back up and delete the files. If a cluster failover occurs and the job is
resumed, the files are not deleted from the source volume after the backup
completes.

The Backup Exec Archive Option offers more features for data archiving.
See “About the Archiving Option” on page 1360.
See “Backing up and deleting files” on page 356.

Backing up and deleting files

When you run a full backup, you can select the method to back up and delete the
files. Backup Exec backs up the selected data as a copy backup, verifies the media,
and then deletes the data from the volume.

See “About the full backup method for backing up and deleting files” on page 355.
The Backup Exec Archive Option offers more features for data archiving.

See “About the Archiving Option” on page 1360.

To back up and delete files

1 On the navigation bar, click the arrow next to Backup.

2 Click New Backup Job.

3  Select the data that you want to back up and delete.

4  Click General.
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5 Inthe Backup method for files field, select Back up and delete the files (delete
selected files and folders after successful copy backup).

6 Complete the backup job options.
See “Creating a backup job by setting job properties” on page 320.

About duplicating backed up data

You can create a job to duplicate backup data, selecting either to duplicate existing
backup sets or to duplicate backup sets immediately following a scheduled job.

You can use a duplicate backup job to copy data directly from a virtual device to
a physical device. Software encryption cannot be applied to a duplicate backup
job when you copy data directly from a virtual device to a physical device. You
must either disable DirectCopy or select not to encrypt the job.

See “How to copy data directly from a virtual tape library to a physical tape device”
on page 366.

If you select to duplicate existing backup sets, the backup sets you select from
catalogs are read from the source media and written to the selected destination,
such as a drive, drive pool, or backup folder. You can schedule when this type of
job runs.

If you duplicate Oracle or DB2 backup sets that were created with multiple data
streams, note the following:

m Backup Exec converts the multiple data streams to a sequential data stream
during the duplication job.

m A restore job from the duplicated copy may be slower than a restore job from
the original media.

If you select to duplicate backup sets following a job, you select a scheduled backup
job as the source. That backup job runs first, and then the backup sets it created
are copied to the destination you selected for the duplicate job. To duplicate backup
sets following a job, the backup job must be scheduled to run and must not be
associated with any other duplicate jobs. You cannot schedule this job; instead,
the duplicate job runs only after the related, or linked, backup job completes.

See “Duplicating backed up data” on page 357.

Duplicating backed up data

You can create a job to duplicate backup data, selecting either to duplicate existing
backup sets or to duplicate backup sets immediately following a scheduled job.

See “About duplicating backed up data” on page 357.
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To duplicate backup data

1
2
3

From the navigation bar, click Job Setup.
Under Backup Tasks, select New job to duplicate backup sets.

If you want to copy existing backup sets to another destination, do the
following in the order listed:

m Select Duplicate existing backup sets, and then click OK.

m Select the backup sets you want to copy. For Oracle or DB2 jobs that were
created with multiple data streams, under the instance name, select the
date on which the backup set was created.

If you want to duplicate backup sets created when a scheduled backup job
runs, do the following in the order listed:

m Select Duplicate backup sets following a job, and then click OK.

m Select the scheduled backup job to be used as the source.

In the Properties pane, under Destination, select Device and Media.
See “Device and media options for duplicate backup jobs” on page 360.

In the Properties pane, under Settings, click General, and complete the
appropriate options.

See “General options for new duplicate backup set jobs” on page 364.

In the Properties pane, under Settings, click Advanced, and complete the
appropriate options.

See “Advanced options for new duplicate backup set jobs” on page 364.
To encrypt the duplicated data, do the following in the order listed:

m In the Properties pane, under Settings, click Network and Security.
m Select an encryption type from the list.

m Select an encryption key from the list or click Manage keys to create a
new key.

If you want Backup Exec to notify someone when the backup job completes,
in the Properties pane, under Settings, click Notification.

See “Notification options for jobs” on page 666.
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10 If you are duplicating data from a scheduled backup job, click Run Now.

The duplicate job will launch immediately following the completion of the
scheduled backup job.

11 Ifyou are duplicating data from an existing backup set, either click Run Now
or under Frequency, click Schedule to set the scheduling options you want
to use.

See “Schedule options” on page 344.

New job options to duplicate backup sets

When you create a job to duplicate backup data, you have two options. You can
duplicate existing backup sets as a new job or you can duplicate an existing job's
backup sets when the job is completed.

See “Duplicating backed up data” on page 357.

Table 6-13 New job options to duplicate backup sets
Item Description
Duplicate existing backup sets Creates a duplicate backup of existing

backup sets. The backup sets you select in
the catalogs are read from the source media
and written to the selected destination.

Duplicate backup sets following a job Creates a duplicate backup of a job's backup
sets when the job is completed. The backup
jobyou select runs first, then the backup sets
it created are copied to the selected
destination.

Selections options for new duplicate backup set jobs
You can create a job to duplicate existing backup sets.

See “Duplicating backed up data” on page 357.

Table 6-14 Selections options for new duplicate backup set jobs
Item Description
Selection list Designates the selection list you want to use

for the duplicate backup set job.

Load selections from existing list Lets you merge existing selection lists.
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Table 6-14 Selections options for new duplicate backup set jobs (continued)
Item Description
Search Catalogs Enables you to find files or other items that

you want to back up as part of the duplicate
job.

Include/Exclude

Lets you include or exclude files based on
file name attributes.

Include subdirectories

Selects the contents of all subfolders when
a directory is selected.

Show file details Displays all the details about the files you
select.

Preview pane Displays a preview pane at the bottom of the
dialog box. The preview pane displays
additional information about the items you
select.

Beginning backup date Determines the earliest date for which you
want to display backup resources.

Ending backup date Determines the latest date for which you
want to display backup resources.

View by Resource Lets you view selections as a list of resources.

View by Media Lets you view selections as a list of media.

View Selection Details Lets you view selections as a list of files and

directories.

Device and media options for duplicate backup jobs

You select the storage device and media set on which the duplicate backup job

will run.

See “Duplicating backed up data” on page 357.

This dialog box includes the following options:
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Device and Media options for duplicate backup jobs

Item

Description

Device

Designates a device pool, arobotic library drive, a stand-alone
drive, a backup-to-disk folder, a removable backup-to-disk
folder, or other type of supported storage device to which you
want to send backup data.

See “About tape drives and robotic libraries” on page 435.
See “About backup-to-disk folders ” on page 480.
See “About device pools” on page 499.

See “About the All Virtual Disks device pool in the Storage
Provisioning Option” on page 1958.

See “About the Remote Media Agent for Linux Servers”
on page 1898.

See “About Symantec Online Storage folders” on page 1982.
See “About vault stores in the Archiving Option” on page 1392.
See “About OpenStorage devices” on page 1519.

See “About deduplication storage folders” on page 1524.

Media or Resource

Note: This option appears only if you have the Central Admin
Server Option installed.

Displays a list of media that is required for the duplicate job,
or the name of the resource that you selected to duplicate.

Media Location

Note: This option appears only if you have the Central Admin
Server Option installed.

Displays the location of the media. If the media is listed as
Offline or Unknown, you must select a device in the Restore
Device or Media Server column. Then place the media in a
device that the managed media server can access.

If the data that is selected resides in a media vault, then
Offline appears.

If the data that is selected for duplication resides in an
unknown media location, then Unknown appears. The media
cannot be found in any compatible storage devices that are
candidates to run the job.
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Table 6-15 Device and Media options for duplicate backup jobs (continued)
Item Description
Device

Note: This option appears only if you have the Central Admin
Server Option installed.

Displays the names of the devices that match the following
criteria:

m  They are compatible with the media that you want to
duplicate.
m They are possible candidates to process the job.

Backup Exec creates a separate selection list and a separate
duplicate job for every device.

Allow this job to have
direct access tothe device

Enables a remote computer to deduplicate data, and then send
the data to the deduplication storage device that is selected
in the Device field.

Note: This option is enabled only if you have the
Deduplication Option installed and you selected a
deduplication storage device in the Device field.

See “About Direct Access” on page 1530.

Media set

Specifies the media set for the duplicate backup. If you select
Overwrite, the media in the drive is overwritten if the media
is scratch, or if its overwrite protection period has expired. If
allocated or imported media are in the drive, they may also
be overwritten depending on the Media Overwrite Protection
Level that is set.

If you selected one of the append options, the backup will be
added to an appendable media (if one exists).
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Table 6-15 Device and Media options for duplicate backup jobs (continued)
Item Description
Overwrite media Places this duplicate backup on an overwritable media. Make

sure that appropriate media is in the stand-alone drive or
drive pool you select in the Device field in this dialog box.

The media in the drive is overwritten if the media is scratch
or recyclable (its overwrite protection period has expired). If
allocated or imported media are in the drive, they may also
be overwritten depending on the Media Overwrite Protection
Level that is set.

Depending on your configuration, overwritable media is
selected from scratch media or recyclable media.

See “How Backup Exec searches for overwritable media”
on page 221.

If the media in the drive is not overwritable, an alert appears
requesting that you insert overwritable media.

Append to media, Appends this duplicate backup to the media set listed in the
overwriteifnoappendable | Media Set field in this dialog box. The duplicate backup set
media is available is appended if an appendable media is available in the selected
media set; if not, an overwritable media is used and added to
the media set.
If an append job fills a media, the job continues on another
piece of overwritable media.
If the media in the drive is not overwritable, an alert appears
requesting that you insert overwritable media.
Append to media, Appends this duplicate backup to the media set listed in the
terminate job if no Media Set field in this dialog box. The duplicate backup set
appendable media is is appended if an appendable media is available in the selected
available media set; if not, the job is terminated.

Eject media after job
completes

Ejects the media in the drive when the operation completes.

Retension media before
backup

Runs the tape in the drive from beginning to end at a fast
speed, which helps the tape wind evenly and run more
smoothly past the tape drive heads. Retensioning is primarily
for Mini Cartridge and quarter-inch cartridges and is not
supported on most other types of tape drives.
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Table 6-15 Device and Media options for duplicate backup jobs (continued)

Item Description

Use Write once,read many | Specifies the use of WORM (write once, read many) media for
(WORM) media this backup job. Backup Exec confirms that the destination
device is or contains a WORM-compatible drive, and that the
WORM media is available in the drive. If WORM media or a
WORM-compatible drive is not found, an alert is sent.

See “About WORM media” on page 235.

Enable DirectCopy totape | Enables data to be copied from a virtual tape library directly
to a physical device. The Backup Exec media server records
information about the data in the catalog. Because the
information about the copied data is in the catalog, you can
restore data from either the virtual device or the physical
device.

General options for new duplicate backup set jobs

You can create a job to duplicate backup data. You can select either to duplicate
existing backup sets or to duplicate backup sets immediately following a scheduled
job.

See “Duplicating backed up data” on page 357.

Table 6-16 General options for new duplicate backup set jobs
Item Description
Jobname Designates the name for this backup job.
Job priority Displays the priority of the access to the devices for this job.

See “About job priority” on page 187.

Backup set description | Designates a description of the information you back up.

Preferred source device | Designates the device that is used as the destination device
for the original backup job.

Advanced options for new duplicate backup set jobs

You can create a job to duplicate backup data. You can select either to duplicate
existing backup sets or to duplicate backup sets immediately following a scheduled
job.

See “Duplicating backed up data” on page 357.
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Table 6-17 Advanced options for new duplicate backup set jobs
Item Description
Verify after job Performs a verify operation automatically to make sure that
completes the media can be read after the backup has been completed.
Verifying all backups is recommended.
Compression type Lets you choose from the following compression types:

m None.
This option copies the data to the media in its original form
(uncompressed). Using some form of data compression can
help expedite backups and preserve storage media space.
Hardware data compression should not be used in
environments where devices that support hardware
compression are used interchangeably with devices that
do not have that functionality.
In this situation, hardware compression is automatically
disabled. You can manually reenable hardware compression
on the drives that support it, but this results in media
inconsistency. If the drive that supports hardware
compression fails, the compressed media cannot be restored
with the non-compression drive.

m Hardware [if available, otherwise none]. Select
This option uses hardware data compression (if the storage
device supports it). If the drive does not feature data
compression the data is backed up uncompressed.

Network and Security options for duplicate backup set jobs

You can choose to encrypt a duplicate backup set job.

See “About encryption” on page 399.

Table 6-18 Network and Security options for duplicate backup set jobs
Item Description
Encryption type Specifies the type of encryption you want to

use, if any.

If the source backup set is encrypted using
software, the duplicate backup set is
automatically encrypted using software as
well. The duplicate backup set is encrypted
even if you do not select an encryption type
for it.
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Table 6-18 Network and Security options for duplicate backup set jobs
(continued)
Item Description
Encryption key Specifies the encryption key you want to use.

If the source backup set is encrypted, the
duplicate backup set automatically uses the
same encryption key as the source backup
set. The duplicate backup set uses the same
encryption key as the source backup set even
if you select a different encryption key for
it.

Manage keys Lets you create a new encryption key. You
can also replace or delete an existing key.

How to copy data directly from a virtual tape library to a physical tape

device

Backup Exec's DirectCopy to tape option enables data to be copied from a virtual
tape library directly to a physical tape device during a duplicate backup job. The
Backup Exec media server coordinates the copy job, but it does not copy the data.
Instead, the virtual tape library copies the virtual tape image directly to the
physical device. The Backup Exec media server records information about the
datain the catalog. Because the information about the copied data is in the catalog,
you can restore data from either the virtual tape library or the physical device.
The job log for the duplicate backup job indicates that DirectCopy to tape is
enabled.

See “Copying data from a virtual tape library to a physical tape device ” on page 367.

To use DirectCopy, both the source device and the destination device must be
NDMP-enabled. If the devices are not NDMP-enabled, then Backup Exec performs
aregular duplicate backup job.

Note: If you select a backup-to-disk folder as the destination device for a duplicate
job with DirectCopy to tape enabled, Backup Exec performs a regular duplicate
job.

Both hardware encryption and software encryption are supported with DirectCopy.
For software encryption, both the source backup set and the destination backup
set must use software encryption.
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Copying data from a virtual tape library to a physical tape
device

You can create a duplicate backup job to copy data directly from a virtual tape
library to a physical tape device.

Note: Both the source device and the destination device must be NDMP-enabled.
If the devices are not NDMP-enabled, then Backup Exec performs a regular
duplicate backup job.

3

See “How to copy data directly from a virtual tape library to a physical tape device”
on page 366.

Table 6-19 How to use DirectCopy to copy data from a virtual tape library to a
physical device

Step Notes For more information

Create a regular backup | In the Device and Mediaview, | See “Creating a backup job by
job. select a virtual tape library as | setting job properties”
the destination. on page 320.

See “Device and media options
for backup jobs and templates”

on page 327.
Create a duplicate In the Device and Media view, | See “Duplicating backed up
backup job. do the following: data” on page 357.
m Select a physical tape See “Device and media options

device as the destination. | for duplicate backup jobs”
m Select Enable DirectCopy | on page 360.
to tape.

backup

In addition to the verification of files that is done when a backup job runs, you
can submit verify jobs to test the integrity of the media.

If you perform a verify operation and files fail to verify, the media may be bad.
Details about files that failed to verify are provided in the job log, which can be
viewed from the Job Monitor.

See “Setting default backup options” on page 375.
See “Duplicating backed up data” on page 357.
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To verify a backup

N o oA WNRP

On the navigation bar, click Job Setup.

In the task pane, under Backup Tasks, click New job to verify backup data.
Select the media you want to verify.

In the Properties pane, under Destination, click Device.

Select the device that contains the media you want to verify.

In the Properties pane, under Settings, click General.

Select the appropriate options.

See “General properties for verify jobs” on page 369.

If you want Backup Exec to notify someone when the backup job completes,
in the Properties pane, under Settings, click Notification.

See “Notification options for jobs” on page 666.

If you want to run the job now, click Run Now. Otherwise, in the Properties
pane, under Frequency, click Schedule to set the scheduling options you
want to use.

See “Schedule options” on page 344.

After verification has completed, you can check the results in the job log.

Selections properties for verify jobs

You can submit verify jobs to test the integrity of the backup media.

See “Verifying a backup” on page 367.

Table 6-20 Selections properties for verify jobs
Item Description
Selection list Designates the selection list you want to use
for the verify job.
Search Catalogs Enables you to find files or other items that

you want to verify.

Include/Exclude Lets you include or exclude files based on

file name attributes.

Include subdirectories Selects the contents of all subfolders when

a directory is selected.
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Table 6-20 Selections properties for verify jobs (continued)
Item Description
Show file details Displays all the details about the files you

select.

Preview pane

Displays a preview pane at the bottom of the
dialog box. The preview pane displays
additional information about the items you
select.

Beginning backup date

Specifies the earliest date for which you want
to search backups.

Ending backup date

Specifies the latest date for which you want
to search backups.

View by Resource

Lets you view selections as a list of resources.

View by Media

Lets you view selections as a list of media.

View Selection Details

Lets you view selections as a list of files and
directories.

Device properties for verify jobs

In addition to verifying files after a backup job runs, verify jobs also test the

integrity of the media.

See “Verifying a backup” on page 367.

The Device field indicates which device contains the media you want to verify.

General properties for verify jobs

In addition to verifying files after a backup job runs, verify jobs also test the

integrity of the media.

See “Verifying a backup” on page 367.

Table 6-21 General properties for verify jobs
Item Description
Jobname Designates a name that describes the data you are
verifying.
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Table 6-21 General properties for verify jobs (continued)
Item Description
Job priority Displays the priority of the access to the devices for this
job.
See “About job priority” on page 187.

About test run jobs

The Backup Exec test run option determines if a scheduled backup will complete
successfully. When you run a test job, you can monitor the job just as you would
a normal backup job, but no data is backed up. During the test run, the tape
capacity, credentials, and media are checked. If there is an error, the job will
continue to run and the error will appear in the job log. Notification can also be
sent to a designated recipient.

During a test run job, the following may cause a job to fail:
m The logon credentials are incorrect.

m Insufficient media is available.

m Media is not in the drive.

m There is no overwritable media for an overwrite job.

m There is no appendable media for an append job.

Test run jobs that are targeted to All Drives will fail the test if any of the devices
in the All Drives drive pool cannot handle the job. For example, if one of the devices
does not have any media.

A test run job checks media capacity available for the selected job. However, you
can check if there is enough available media for multiple test run jobs in the Test
Run Results report.

Before you create a test run job, Symantec recommends that you run backup jobs
to your devices first. Backup Exec does not recognize the capacity of a backup
device until an actual backup job is targeted to the device. If you create a test run
job before any other jobs, Backup Exec cannot check that the device has sufficient
capacity to perform the backup job. After at least one backup job has been targeted
to a device, Backup Exec can determine the capacity.

See “Creating a test run job” on page 371.

See “Test Run Results Report” on page 750.



Backing up data | 371
About test run jobs

Creating a test run job

The Backup Exec test run option determines if a scheduled backup will complete
successfully. When you run a test job, you can monitor the job just as you would
a normal backup job, but no data is backed up.

See “About test run jobs” on page 370.
To create a test run job
1 Onthe navigation bar, click Job Setup.
2 Inthe Jobs pane, select the job for which you want to create a test run.
3 Under General Tasks, click Test run.
4  Select the appropriate General options.
See “General properties for test run jobs” on page 371.

5 Ifyouwant Backup Exec to notify a recipient when the backup job completes,
in the Properties pane, under Settings, click Notification.

See “Notification options for jobs” on page 666.
6 If you want to run the job now, click Run Now.

Otherwise, in the Properties pane, under Frequency, click Schedule to set
the scheduling options you want to use.

See “Scheduling jobs” on page 344.

General properties for test run jobs

The Backup Exec test run option determines if a scheduled backup will complete
successfully. When you run a test job, you can monitor the job just as you would
a normal backup job, but no data is backed up.

See “About test run jobs” on page 370.

See “Creating a test run job” on page 371.

Table 6-22 General properties for test run jobs
Item Description
Jobname Designates a name for the test run job.
Credentials check Verifies that the Backup Exec logon account is correct for the
resources being backed up.
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Table 6-22 General properties for test run jobs (continued)
Item Description
Media capacity check to | Tests if there is enough available capacity on the media to

complete individual job

complete the job.

During the test run job, the number of scheduled jobs in the
queue is not checked; therefore, jobs that are scheduled before
the test run job may use the media that was available when the
test run job was performed.

Media check Tests whether the media is online and overwritable.
Usepreviousjobhistory, | Uses past job histories to determine whether there is enough
if available media available to run the scheduled backup job. Checking the

previous job history is faster than performing a pre-scan.

Perform Pre-scan

Enables Backup Exec to scan the scheduled backup job to
determine whether there is enough media available to run the
job. This is the most accurate method of determining media
capacity and should be selected if there is not an existing job
history.

Upon any failure, place

Places the scheduled job on hold if any failures are detected

the scheduled job on during the test run.
hold
Run at priority Designates a priority level for the test job. If another job is

scheduled to run at the same time as this job, the priority you
set determines which job runs first.

You can choose the following priorities:
Highest

High

Medium

Low

Lowest

Setting test run default options

You can set up test run jobs to check the following items:

m Whether credentials are correct

m Whether there is enough available capacity on the media

m Whether the media is online and overwritable
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To set test run default options

1 On the Tools menu, click Options.

2 Inthe Properties pane, under Job Defaults, click Test Run.

3 Select the appropriate options.

See “Test Run default options” on page 373.

4  Click OK.

Test Run default options

You can set up test run jobs to check the following items:

m Whether credentials are correct

m Whether there is enough available capacity on the media

m Whether the media is online and overwritable

See “Setting test run default options” on page 372.

Table 6-23 Test Run default options
Item Description
Check credentials Verifies that the Backup Exec logon account is correct for the

resources being backed up.

Check media capacity | Tests if there is enough available capacity on the media to

to complete job complete the job.
During the test run job, the number of scheduled jobs in the queue
is not checked; therefore, jobs that are scheduled before the test
run job may use the media that was available when the test run
job was performed.

Check media Tests whether the media is online and overwritable.

availability

Use previous job Uses past job histories to determine whether there is enough

history, if available

media available to run the scheduled backup job. Checking the
previous job history is faster than performing a pre-scan.

Perform Pre-scan

Enables Backup Exec to scan the scheduled backup job to
determine whether there is enough media available to run the
job. This is the most accurate method of determining media
capacity and should be selected if there is not an existing job
history.
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Table 6-23 Test Run default options (continued)

Item Description

Place the scheduled job | Places the scheduled job on hold if any failures are detected
on hold if any failure | during the test run.

occurs during the Test
Run job




Customizing backup
options

This chapter includes the following topics:

m Setting default backup options

m About pre/post commands

m About specifying backup networks

m About using Backup Exec with Symantec Endpoint Protection
m About using Backup Exec with firewalls

m About encryption

m Encryption keys

m About configuring DBA-initiated job settings
m Editing DBA-initiated jobs

m Deleting a job template for DBA-initiated jobs

m About preferred server configurations

Setting default backup options

You can set up Backup Exec with the settings that you want to use for most backup
operations, such as the backup method and compression type. If the default options
are not appropriate for a particular backup job, you can override the default
options when you set up a backup job.
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To set default backup options
1 On the Tools menu, click Options.
2 Inthe Properties pane, under Job Defaults, click Backup.
3 Select the appropriate options.
See “Default Backup options” on page 376.

Default Backup options

You can set up Backup Exec with the settings that you want to use for most backup
operations, such as the backup method and compression type. If the default options
are not appropriate for a particular backup job, you can override the default
options when you set up a backup job.

See “Setting default backup options” on page 375.

Table 7-1 Default Backup options

Item Description

Backup method for files | Designates the default Backup method. Full - Back up files -
Using archive bit (reset archive bit) is the typical selection
for this field.

See “About backup methods” on page 262.

Files accessed in x days Specifies the number of days for which to include accessed
files when the Working Set backup method is selected.

Use the Microsoft Change | Allows you to use Windows’ NTFS Change Journal to
Journal if available determine which files have been modified since the last full
backup. This option can only be used with NTFS volumes and
only when the backup method selected is Full - Back up files
- Using modified time, Differential - Using modified time, or
Incremental - Using modified time.
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Table 7-1 Default Backup options (continued)
Item Description
Collect additional Collects additional information for synthetic backup jobs and

information for synthetic
backup and for trueimage
restore

true image restore jobs. This option displays only for
templates.

Select this option if you want Backup Exec to do the following:

m Collect the information that is required to detect files and
directories that have been moved, renamed, or newly
installed since the last backup

m Include those files and directories in the backup jobs.

If you do not select this option, Backup Exec skips the files
and directories that have unchanged archive bits. When you
select this option, Backup Exec compares path names, file
names, modified times, and other attributes with those from
the previous full and incremental backups. If any of these
attributes are new or changed, then the file or directory is
backed up.

Backup jobs that have this option selected require more disk
space, and take more time to run, than backups that do not.

You must select this option for the baseline and incremental
backup template in a synthetic backup policy.

See “About the synthetic backup feature” on page 879.
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Table 7-1

Default Backup options (continued)

Item

Description

Media overwrite
protection

Provides the following media overwrite options:

m Overwrite media

Places this backup on an overwritable media. Make sure
that appropriate media is in the stand-alone drive or drive
pool you select in the Device field in this dialog box.

The media in the drive is overwritten if the media is scratch
or recyclable (its overwrite protection period has expired).
If allocated or imported media are in the drive, they may
also be overwritten depending on the Media Overwrite
Protection Level that is set.

See “Media overwrite protection levels” on page 220.

If the media in the drive is not overwritable, a message is
displayed requesting that you insert overwritable media.
Append to media, overwrite if no appendable media is
available

Adds this backup to the media set listed in the Media Set
field in the General applications dialog box.

See “Changing default preferences” on page 188.

The backup set is appended if an appendable media is
available in the selected media set; if not, an overwritable
media is used and added to the media set.

If an append job fills a media, the job continues on another
piece of overwritable media.

Depending on your configuration, overwritable media is
selected from Scratch media or Recyclable media.

See “About media overwrite protection” on page 210.

If the media in the drive is not overwritable, a message is
displayed requesting that you insert overwritable media.
Append to media, terminate job if no appendable media is
available

Adds this backup to the media set listed in the Media Set
field in the General applications dialog box.

See “Changing default preferences” on page 188.

The backup set is appended if an appendable media is
available in the selected media set; if not, the job is
terminated.
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Table 7-1 Default Backup options (continued)
Item Description
Compression type Provides the following compression types:

m None
Copies the data to the media in its original form
(uncompressed). Using some form of data compression
can help expedite backups and preserve storage media
space.

m Software
Uses STAC software data compression, which compresses
the data before it is sent to the storage device.

m Hardware [if available, otherwise none]
Uses hardware data compression (if the storage device
supports it). If the drive does not feature data compression,
the data is backed up uncompressed.

m Hardware [if available, otherwise software]
Uses hardware data compression (if the storage device
supports it). If the drive does not feature hardware data
compression, STAC software compression is used.

Verify after backup

Verifies backups after they are completed. Verify operations
make sure the media can be read once the backup has been
completed. Verifying all backups is recommended.
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Table 7-1 Default Backup options (continued)
Item Description
Back up files and Backs up the information for the junction points and the files
directories by following | and directories to which they are linked. If this check box is
junction points not selected, then only the information for the junction points

is backed up; the files and directories to which they are linked
are not backed up.

Backup Exec does not follow junction points automatically
created by Microsoft Windows Vista/Server 2008 because it
can cause the data to be backed up repeatedly. You can find
information about junction points at the following URL:

http://entsupport.symantec.com/umi/V-269-9

If you use junction points created by linkd.exe (or a similar
tool) to span volumes, then Advanced Open File Option (AOFO)
backups and Change Journal incremental backups will not
follow the junction points properly. To perform AOFO and
Change Journal incremental backups of volumes with junction
points, clear this option. Junction points created by Disk
Manager or mountvol.exe are supported.

Since Mounted Drives that do not have a drive letter assigned
to them cannot be selected, the files and directories to which
they are linked are backed up regardless of whether this option
is selected.

If this option is selected and the actual files and directories
to which the junction points are linked are also included in
the backup selections, then the files and directories are backed
up twice; once during the full file and directory backup, and
again via the junction point.

Warning: If a junction point is linked to a location that
encompasses it, then recursion (a situation where data is
backed up repeatedly) will occur, resulting in an error and job
failure. For example, if ¢:\junctionpoint is linked to c:\,
recursion will occur when attempting to back up
c:\junctionpoint, and the backup job will fail.
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Table 7-1 Default Backup options (continued)
Item Description
Back up files and Backs up the information for the symbolic links and the files

directories by following
symbolic links

and directories to which they are linked.

If you do not select this option, only the information for the
symbolic links is backed up. The files and directories to which
they are linked are not backed up.

If the symbolic link points to files and directories on a remote
computer, the files and directories on the remote computer
are not backed up.

Back up data in Remote
Storage

Backs up data that has been migrated from primary storage
to secondary storage. The data will not be recalled to its
original location; it will be backed up directly to the backup
media.

If this option is selected, you should not run a backup of your
entire system because Backup Exec will have to load the data
that has been migrated to secondary storage and additional

time will be required for any set that includes migrated data.

If this check box is cleared, only the placeholder that stores
the location of the data on secondary storage will be backed
up, not the data itself.

This option should not be selected if the device used for
secondary storage and backups contains only one drive
because Remote Storage and Backup Exec will compete for
use of the drive.
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Table 7-1 Default Backup options (continued)

Item

Description

Enable single instance
backup for NTFS

Enables single instance backup for NTFS volumes. This option
is only available if you use the Microsoft Windows Single
Instance Store (SIS) feature. Single instance backup checks
the NTFS volume for identical files. If Backup Exec finds
multiple copies of a file, it only backs up one instance of that
file, regardless of how many SIS links reference it.

Single instance backup can considerably reduce the storage
space that is required for your backups. Many applications
automatically generate files that have identical content. The
actual amount of space you save depends on the number of
duplicate files on the volume.

If the backup job does not run to completion, the file data may
not be included in the backup set. Rerun the backup until it
is successfully completed. If the incremental backup method
was used, running the job again will not back up the same
files. You must run a full or copy backup to ensure that all
files are backed up completely. If the incremental - using
modified time backup method was used, running the same
backup job to completion will back up the files correctly.

Enable direct access

Enables a remote computer to deduplicate data, and then send
the data to a deduplication storage device.

See “About Direct Access” on page 1530.

Never

Skips open files if they are encountered during the backup
operation. A listing of skipped files appears in the job log for
the backup.

If closed within x seconds

Waits the specified time interval for files to close before
skipping the open file and continuing the backup operation.

If the file does not close during the specified interval, it is
skipped. A listing of skipped files appears in the job log for
the backup.

If multiple files are open, Backup Exec waits the specified time
interval for each file; depending on the number of open files,
this may significantly increase the backup time.

With alock

Attempts to open files that are in use. If Backup Exec is able
to open a file, the file is locked while it is being backed up to
prevent other processes from writing to it. Backing up open
files is not as effective as closing applications and allowing
the files to be backed up in a consistent state.
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Table 7-1 Default Backup options (continued)
Item Description
Without alock Attempts to open files that are in use. If Backup Exec is able

to open the file, the file is NOT locked while it is being backed
up. This allows other applications to write data to the file
during the backup operation.

Warning: This option allows files to be backed up that contain
inconsistent data and possibly corrupt data.

See “About the Advanced Open File Option” on page 917.

If Backup Exec Granular | Designates a location where Backup Exec can stage temporary
Recovery Technology data during GRT-enabled jobs. Ensure that the default location
(GRT) is enabled for of C:\temp is an NTFS volume, and that it is not a system
backup, enter apathon | volume. If C:\temp does not meet these requirements, type
the NFTS volume of the another path to an NTFS volume on the local media server
local media server where | where Backup Exec can stage temporary data.

Backup Exec can stage
temporary data

Backup Exec deletes the data when the backup completes.

At least 1 GB of disk space is required.

About pre/post commands

You can set defaults for the commands you want to run before or after all backup
and restore jobs. If the default options are not appropriate for a particular job,
you can override the default options when you create the job.

Conditions that you can set for these commands include the following:

Run the backup or restore job only if the pre-command is successful
Run the post-command only if the pre-command is successful
Run the post-command even if the backup or restore job fails

Allow Backup Exec to check the return codes (or exit codes) of the pre- and
post-commands to determine if the commands completed successfully. An
exit code of zero returned to the operating system by the pre- or post-command
is interpreted by Backup Exec to mean the job completed successfully. A
non-zero exit code is interpreted by Backup Exec to mean the job ended with
an error.

If it is critical that the job not run if the pre-command fails, then configure Backup
Exec to check the return codes of the pre- and post-commands to determine if the
pre-command failed or completed successfully.
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For example, if a pre-command that shuts down a database before a backup is run
fails, the database could be corrupted when the backup is run. In this situation,
it is critical that the backup job not run if the pre-command fails.

Additionally, if Backup Exec is configured to check the return codes of the pre-
and post-commands, and the post-command returns a non-zero code, the job log
reports that the post-command failed. If you also selected to run the job only if
the pre-command is successful, and both the pre-command and the job ran
successfully, Backup Exec will mark the job as failed if the post-command fails.

For example, if the pre-command runs successfully and shuts down the database
and the backup job also runs successfully, but the post-command cannot restart
the database, Backup Exec marks the job and the post-command as failed.

If you select the option On each server backed up, the pre- and post-commands
are run and completed for each server before processing begins on the next selected
server.

See “Setting default pre/post commands” on page 384.
See “Pre/post commands for backup or restore jobs” on page 340.

See “Running pre and post commands for restore jobs” on page 602.

Setting default pre/post commands

You can set defaults for the commands you want to run before or after all backup
and restore jobs. If the default options are not appropriate for a particular job,
you can override the default options when you create the job.

See “About pre/post commands” on page 383.
See “Pre/post commands for backup or restore jobs” on page 340.
To set default pre/post commands
1 Onthe Tools menu, click Options.
2 Inthe Properties pane, under Job Defaults, click Pre/Post Commands.
3 Select the appropriate options.
See “Default Pre/Post Commands options” on page 384.

4 Click OK.

Default Pre/Post Commands options

You can set defaults for the commands you want to run before or after all backup
and restore jobs. If the default options are not appropriate for a particular job,
you can override the default options when you create the job.
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See “Setting default pre/post commands” on page 384.

Table 7-2

Default Pre/Post Commands options

Item

Description

Allow pre- and
post-commands to be

Allows Backup Exec to check the return codes of the pre- and
post-commands to determine if they completed successfully.

successful 01.11y if An exit code of zero returned to the operating system by the
completed withareturn ..
de of pre- or post-command is interpreted by Backup Exec to mean

code ot zero the job completed successfully. A non-zero exit code is
interpreted by Backup Exec to mean the job ended with an error.
After checking the return codes, Backup Exec continues
processing according to selections you made for running the
pre- and post-commands.
If this option is not selected, the success of the pre- and
post-commands is not determined based on the return code.

Run job only if Runs the backup or restore job only if the pre-command is

pre-command is successful. If the pre-command fails, the job does not run, and

successful is marked as failed.

Ifitis critical that the job not run if the pre-command fails, then
select Allow pre- and post-commands to be successful only if
completed with a return code of zero. If a non-zero code is
returned, it is interpreted by Backup Exec to mean that the
pre-command did not run successfully. The job is not run and
the job status is marked as Failed.

Run post-command
only if pre-command is
successful

Runs the post-command only if the pre-command is successful.

If it is critical that the post-command fail if the pre-command
fails, then select Allow pre- and post job commands to be
successful only if completed with a return code of zero. If a
non-zero code is returned for the pre-command, it is interpreted
by Backup Exec to mean that the pre-command did not run
successfully. The post-command is not run.

If you also select Run job only if pre-command is successful,
and both the pre-command and the job are successful, but the
post-command returns a non-zero code, the job log reports both
the job and the post-command as failed.

Run post-command
even if job fails

Runs the post-command whether the job is successful or not.

If you also select Allow pre- and post job commands to be
successful only if completed with areturn code of zero and the
post-command returns a non-zero code, the job log reports the
post-command as failed.
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Table 7-2 Default Pre/Post Commands options (continued)
Item Description
Run post-command Runs the post-command after the verification completes if you
after job verification selected the Verify after backup completes option on the
completes General backup properties dialog box.

Cancel command if not | Designates the number of minutes Backup Exec should wait
completed within x before canceling a pre-job or post-command that did not
minutes complete. The default time-out is 30 minutes.

On this media server Runs the pre- and post-commands on this media server only.

On each server backed | Runs the pre- and post-commands one time on each server
up or restored to backed up or restored to.

The pre- and post-command selections apply to each server
independently. If you select this option, the pre- and
post-commands are run and completed for each server before
processing begins on the next selected server.

About specifying backup networks

The Backup Network feature allows you to direct primary backup traffic generated
by Backup Exec to a specific local network. Directing backup jobs to a specified
local network isolates the backup data so that other connected networks are not
affected when backup operations are performed. You also can use a backup network
when restoring data. The feature is enabled on the media server and allows you
to protect all the remote computers that reside on the specified local network.

When the feature is enabled and a backup job is submitted, Backup Exec verifies
that the remote computer is on the same subnet as the selected interface on the
media server. If the remote computer is on the selected subnet, then the backup
operation is performed.

If the remote computer is not on the selected subnet, then the job fails. However,
you can set up Backup Exec to use any available network to back up remote
computers.

The following diagram shows an example of a basic backup network configuration.
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Figure 7-1 Example of backup network
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In the example, the database server and mail server are connected to both the
backup network and the corporate network.

When backup operations are performed by the Backup Exec media server, the
backup data will use either the backup network or the corporate network to back
up the database server. If the backup data goes through the corporate network,
the amount of time it takes to back up the database server will increase because
the network route between the two computers is longer. This may cause users to
experience network latencies when accessing the mail server since there is an
increase in network traffic.

In contrast, if the Specified Backup Network feature is enabled and you back up
the database server, the backup data traffic is isolated to the backup network and
users accessing the mail server are not affected. The backup network will be used
to perform all backup operations, unless the remote computer is not connected
to the backup network.

If you want to back up remote computers that are not connected to the backup
network, such as the database user’s computer, then choose to use any available
network route. This allows you to back up the remote computer even though it
does not reside on the backup network.

See “About using Backup Exec with firewalls” on page 393.
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See “Browsing systems through a firewall” on page 398.

About using IPv4 and IPv6 in Backup Exec

Backup Exec supports versions 4 and 6 of the Internet Protocol (IP), which are
commonly referred to as IPv4 and IPv6. You can use IPv4 and IPv6 in backup and
restore networks. Support for IPv6 is dependent upon operating system support
for the protocol, as well as proper network configuration.

You can use Backup Exec in a mixed IPv4/IPv6 environment or an IPv4-only
environment.

Enter an IPv4 or IPv6 address for a computer anywhere that you can enter a
computer name in Backup Exec, except in the following locations:

m User-defined selections.

m Clusters. Microsoft Windows does not support an IPv6 address as a clustered
resource.

m The Connect to Media Server dialog box.

A Remote Agent that supports IPv6 can be backed up or restored using IPv6 only
from a media server that is IPv6-compliant.

Setting default backup network and security options

You can specify a network to be used as the default for every Backup Exec job.
Before configuring the feature, test for network connectivity between the media
server and the remote computers.

Note: The remote computers that you want to back up must have the most current
version of Backup Exec Remote Agent installed.

You can also set default security options for Backup Exec jobs. You can select a
default encryption type or key for your backup jobs. If you use Symantec Endpoint
Protection 11.0 or later, you can configure it to prompt Backup Exec to back up
data when global threats arise.

The backup settings you select are set as the default for all new backup jobs and
templates you create. You can manually change these settings when you create
specific jobs or templates.
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To set the default backup network and security options

1 On the Tools menu, click Options.

2 Inthe Properties pane, under Job Defaults, click Network and Security.

3 Select the appropriate options.

See “Default Network and Security options” on page 389.

Default Network and Security options

You can select default network and security options for all new backup jobs and
templates you create. You can manually change these settings when you create
specific jobs or templates.

See “Setting default backup network and security options” on page 388.

Table 7-3 Default Network and Security options

Item Description

Enable selection of | Lets you include user-defined shares in jobs. If you do not select

user shares this option, you cannot select user-defined shares when you create
jobs.

Enableremoteagent | Allows remote agents to use a range of ports for communications.

TCP dynamic port | Youenter the port range. If the first port that Backup Exec attempts

range to use is not available, communications will be attempted through
one of the other ports in the range. If none of the ports in the range
are available, Backup Exec will use any available dynamic port.
Default port ranges are 1025 to 65535. Symantec recommends using
arange of 25 allocated ports for the remote systems if using Backup
Exec with a firewall.

See “About using Backup Exec with firewalls” on page 393.

Interface Indicates the name of the network interface card that connects the
media server to the network you want to use for the backup network.
The list includes all available network interface cards on the media
server.

Interface details Displays the Media Access Control (MAC) address, Adapter type,
Description, IP addresses, and subnet prefixes of the network
interface you selected for the backup network.

Protocol Allows you to choose from the following protocol options:

m Use any available protocol
m UselIPv4
m UseIPv6

389



390 | Customizing backup options

About specifying backup networks

Table 7-3 Default Network and Security options (continued)
Item Description
Subnet Displays the 32-bit number that determines the subnet to which
the network interface card belongs.
Allow use of any Ensures that the data from the remote system is backed up or
available network | restored over any available network if the remote system that you
interface, protocol, |selected for backup or restore is not part of the specified backup
or subnet for remote | network.
:ﬁen;s not b(:undlzo If you do not select this check box and you selected data from a
in: i fove ni ‘t/vor | remote system that is not part of the specified backup network, the
eriace, protocol, job fails because Backup Exec cannot back up or restore the data
or subnet
from the remote system.
Use a custom port to | Specifies the port used for communications between this computer
receive operation | and the remote computer for both DBA- and media server-initiated
requests from the | operations. By default, port 5633 is used.
remote system

If you change the port number on the remote Windows or Linux
computer, you must also change it on the media server, and then
restart the Backup Exec Job Engine service on the media server.

See “About Oracle instance information changes ” on page 1283.

Use FIPS 140-2

Enables software encryption that complies with FIPS 140-2

compliant software | standards. If you select this option, you must use a 256-bit AES

encryption encryption key. This option is only available for Windows computers.
You must stop and restart the Backup Exec services for this change
to take effect.

Encryption type Specifies the type of encryption you want to use, if any.
See “About encryption” on page 399.

Encryption key Specifies the default encryption key you want to use.

Manage keys Allows you to create a new encryption key or delete an existing
encryption key.

Run backup Runs automatic backups when the Symantec ThreatCon reaches

immediately when | the level you specify in the Symantec ThreatCon level field. You

an elevated must have Symantec Endpoint Protection 11.0 or later installed on

Symantec the same computer as Backup Exec to use this feature.

ThreatCon level is

reached
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Table 7-3 Default Network and Security options (continued)
Item Description
Symantec Specifies the ThreatCon level at which you want automatic backups
ThreatCon level to run.

You can find more information about Symantec ThreatCon levels
at the following URL:

http://www.symantec.com

Network and Security backup options

When you are setting up a new backup job, you can change the backup network
for that job. When you change the backup network for a job, you also can set that
backup network as the new default backup network for all future backup jobs.

See “About specifying backup networks” on page 386.

You can choose to encrypt a backup job. If you use Symantec Endpoint Protection
11.0 or later, you can configure the job to run automatically when global threats
arise.

See “About encryption” on page 399.

See “About using Backup Exec with Symantec Endpoint Protection” on page 392.

Table 7-4 Network and Security backup options
Item Description
Network Interface Specifies the name of the network interface card that connects

the media server to the network you want to use for the backup
network for this backup job. The list includes all available network
interfaces on the media server.

If you are using the Central Admin Server Option (CASO), select
the Use the default network interface for the managed media
server option if you want CASO delegated backup jobs to be
processed using the network interface card configured as the
default in the managed media server.

Protocol Specifies the protocol you want to use for this backup job.
The options are as follows:

m Use any available protocol
m UselPv4
m UselIPv6
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Table 7-4 Network and Security backup options (continued)
Item Description
Subnet Displays the 32-bit number that determines the subnet to which

the network interface card belongs.

Allow use of any Ensures that the data from the remote system is backed up or
available network restored over any available network if the remote system that
interface, subnet,or | you selected for backup or restore is not part of the specified
protocol for remote backup network.
agentsnotboundtothe If you do not select this check box and you selected data from a
above network

interface, subnet, or
protocol

remote system that is not part of the specified backup network,
the job fails because Backup Exec cannot back up or restore the
data from the remote system.

Interface details Displays the Media Access Control (MAC) address, Adapter type,
Description, IP addresses, and subnet prefixes of the network
interface that you selected for the backup network.

Encryption type Specifies the type of encryption you want to use, if any.

See “About encryption” on page 399.

Encryption key Specifies the encryption key you want to use.

Manage keys Allows you to create a new encryption key or delete an existing
encryption key.

Run this backup job Runs this backup automatically when the Symantec ThreatCon

immediately when an |reaches the level you specify in the Symantec ThreatCon level

elevated Symantec field. You must have Symantec Endpoint Protection 11.0 or later

ThreatCon level is installed on the same computer as Backup Exec to use this feature.

reached

Symantec ThreatCon | Specifies the ThreatCon level at which you want this backup to

level run.

You can find more information about Symantec ThreatCon levels
at the following URL:

http://www.symantec.com

About using Backup Exec with Symantec Endpoint
Protection

You can use Symantec Endpoint Protection version 11.0 or later with Backup Exec
to provide extra security when the threat of viruses or malware is high. You can
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also view Symantec Endpoint Protection security information from the Backup
Exec Security Summary. You must install the Symantec Endpoint Protection
Manager component to use the Security Summary.

Symantec Endpoint Protection uses a ThreatCon level to provide an overall view
of global Internet security. Symantec’s ThreatCon levels are based on a 1-4 rating
system, with level 4 being the highest threat level.

You can find more information about Symantec ThreatCon levels at the following
URL:

http://www.symantec.com

You can configure Backup Exec to automatically run a backup job when the
ThreatCon reaches a level that you specify. You may want to configure special
jobs for your most crucial data, for example. This strategy helps make sure that
your vital data is safely backed up as soon as global threats are detected.

You should consider the types of jobs that you want to trigger automatically and
the potential impact they can have on your system resources. The ThreatCon level
is updated frequently and can be raised at any time without warning. If you
configure large or resource-intensive jobs to launch automatically, they may
interfere with your normal business operations.

The media server must be connected to the Internet to monitor the ThreatCon
level. If the media server is not connected to the Internet, backup jobs are not
triggered when the ThreatCon level elevates.

See the Administrator’s Guide for Symantec Endpoint Protection for more
information about Symantec Endpoint Protection.

See “Network and Security backup options” on page 391.
See “Setting default backup network and security options” on page 388.

See “Viewing the Symantec Endpoint Protection Security Summary” on page 574.

About using Backup Exec with firewalls

In firewall environments, Backup Exec provides the following advantages:

m The number of ports that are used for backup network connections is kept to
a minimum.

m Open ports on the Backup Exec media server and remote systems are dynamic
and offer high levels of flexibility during browsing, backup, and restore
operations.
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m You can set specific firewall port ranges and specify backup and restore
networks within these ranges. You can use specific ranges to isolate data traffic
and provide high levels of reliability.

Note: The Remote Agent for Windows Systems is required to perform remote
backups and restores.

Firewalls affect system communication between a media server and any remote
systems that reside outside the firewall environment. You should consider special
port requirements for your firewall when you configure Backup Exec.

Symantec recommends that you open port 1000 and make sure that it is available
on the Backup Exec media server and any remote systems. In addition, you must
open the dynamic port ranges that Backup Exec uses for communications between
the media server and remote agents.

See “Backup Exec Ports” on page 395.

When a media server connects to a remote system, it initially uses port 1000. The
Remote Agent listens for connections on this predefined port. The media server
is bound to an available port, but additional connections to the Remote Agent are
initiated on any available port.

When you back up data, up to two ports may be required on the computer on
which the Remote Agent is installed. To support simultaneous jobs, you must
configure your firewall to allow a range of ports large enough to support the
number of simultaneous operations desired.

If there is a conflict, you can change the default port to an alternate port number
by modifying the %systemroot%\System32\drivers\etc\services file. You can use
a text editor such as Notepad to modify your NDMP entry or add an NDMP entry
with a new port number. You should format the entry as follows:

ndmp 10000/tcp #Network Data Management Protocol

Note: If you change the default port, you must change it on the media server and
all remote systems that are backed up through the firewall.

When you set up TCP dynamic port ranges, Symantec recommends that you use
arange of 25 allocated ports for the remote computer. The number of ports that
remote computers require depends on the number of devices you protect and the
number of tape devices you use. You may need to increase these port ranges to
maintain the highest level of performance.
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Unless you specify a range, Backup Exec uses the full range of dynamic ports
available. When performing remote backups through a firewall, you should select
a specific range on the Network and Firewall defaults dialog box.

See “Backup Exec Listening Ports” on page 396.
See “Backup Exec Desktop and Laptop Option ports” on page 397.

Backup Exec Ports

You may have special port requirements for Backup Exec if you use a firewall.
Firewalls sometimes affect system communications between a media server and
remote systems that reside outside the firewall environment.

See “About using Backup Exec with firewalls” on page 393.

The following table provides more information about which ports Backup Exec
and its agents and options use:

Table 7-5 Backup Exec Ports
Service or Process Port Port Type
Backup Exec Agent Browser | 6101 TCP

(process=benetns.exe)

Backup Exec Remote Agent | 10000 TCP
for Windows Systems
(process=beremote.exe)

Backup Exec media server | 3527, 6106 TCP
(process=beserver.exe)

MSSQL$BKUPEXEC 1125 TCP

(process=sqlservr.exe) 1434 (ms-sql-m) UDP

Backup Exec Remote Agent | 10000 (Backup Exec 10.x), TCP
for NetWare 6102 (Backup Exec 9.x)

Oracle Agent for Windows | Random port unless
and Linux Servers configured otherwise

DB2 Agent for Windows and | Random port unless
Linux Servers configured otherwise

Remote Agent for Linux or | Default NDMP port, typically | TCP

Unix Servers (RALUS) 10000

Kerberos 88 UDP
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Table 7-5 Backup Exec Ports (continued)

Service or Process Port Port Type

NETBIOS 135 TCP, UDP

NETBIOS Name Service 137 UDP

NETBIOS Datagram Service | 138 UDP

NETBIOS Session Service 139 TCP

NETBIOS (Windows 2000) | 445 TCP

DCOM/RPC 3106 TCP

Backup Exec Remote Agent | 6103 TCP

Push Install - Check for 103x TCP

conflicts in message queue

for CASO which is part of

beserver.exe

Push Install 441 TCP

SMTP email notification 25 outbound from media TCP
server

SNMP 162 outbound from media TCP
server

Backup Exec Listening Ports

You may have special port requirements for Backup Exec if you use a firewall.
Firewalls sometimes affect system communications between a media server and
remote systems that reside outside the firewall environment.

See “About using Backup Exec with firewalls” on page 393.

When Backup Exec is not running operations, it listens to ports for incoming
communication from other services and agents. Backup Exec initially
communicates with the Remote Agent using a static listening port to begin an
operation. The agent and the media server then use dynamic ports to pass data
back and forth.

Backup Exec uses the following listening ports:
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Table 7-6 Backup Exec Listening Ports
Service Port Port Type
Backup Exec Agent Browser | 6101 TCP

(benetns.exe)

Backup Exec Remote Agent | 10000 TCP
for Windows Server
(beremote.exe)

Backup Exec media server 3527, 6106 TCP
(beserver.exe)

MSSQL$BKUPEXEC 1125 TCP
(sqlsevr.exe) 1434 UDP
Backup Exec Remote Agent | 10000, 6102 TCP
for NetWare

Remote Agent for Linux and | 10000 TCP
UNIX Servers (RALUS)

DBA-initiated backups for | 5633 TCP
Oracle and DB2

Backup Exec Desktop and Laptop Option ports

You may have special port requirements for Backup Exec if you use a firewall.
Firewalls sometimes affect system communications between a media server and
remote systems that reside outside the firewall environment.

See “About using Backup Exec with firewalls” on page 393.
The Backup Exec Desktop and Laptop Option (DLO) uses the following ports:

Table 7-7 Backup Exec Desktop and Laptop Option Ports
Service or Process Port Port Type
Server Message Block (SMB) | 135-139 TCP/UDP
communication
Server Message Block (SMB) | 445 TCP/UDP
communication without
NETBIOS
SQL 1434 TCP/UDP
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Table 7-7 Backup Exec Desktop and Laptop Option Ports (continued)
Service or Process Port Port Type
DLOAdminSvcu.exe (DLO 3999 in listening mode TCP/UDP
admin service)

Browsing systems through a firewall

Because most firewalls do not allow a remote system to be displayed in the
Microsoft Windows Network tree, you may need to take additional steps to select
these remote systems in the Backup Exec administration console.

To browse systems through a firewall
1 On the Tools menu, click Options.
2 Inthe Properties pane, under Job Defaults, click Network and Security.

3 Verify that a dynamic range of ports has been set for the media server and
remote agent and that the firewall is configured to pass these port ranges
and the 10,000 port (which is used for the initial connection from the media
server to the Remote Agent).

Port 6101 must be open to browse Windows systems in the backup selections
tree.

4  Click OK.

About enabling a SQL instance behind a firewall

If you want to connect to a SQL instance behind a firewall, you must enable the
SQL instance for communication. To enable the SQL instance for communication,
you must make the SQL port static and configure the Windows Firewall.

The Backup Exec SQL instance is configured to use a dynamic port by default.
Each time SQL Server is started, the port number can change.

See “Changing the dynamic port on the SQL Express instance in CASO to a static
port” on page 1464.

See “Opening a SQL port in CASO for a SQL 2005 or 2008 instance” on page 1466.

You also must configure the Windows Firewall to allow connections to the SQL
instance. There may be multiple ways to configure the Windows Firewall based
on your system configuration. You can add sqlsvr.exe and sqlbrowser.exe to the
Windows Firewall Exceptions list or you can open a port in the Windows Firewall
for TCP access. Refer to the Microsoft Knowledge Base for more information or
to determine which configuration is best for your network.
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About encryption

Backup Exec provides you with the ability to encrypt data. When you encrypt
data, you protect it from unauthorized access. Anyone that tries to access the data
has to have an encryption key that you create. Backup Exec provides software
encryption, but it also supports some devices that provide hardware encryption
with the T10 standard.

Backup Exec supports two security levels of encryption: 128-bit Advanced
Encryption Standard (AES) and 256-bit AES. The 256-bit AES encryption provides
a stronger level of security because the key is longer for 256-bit AES than for
128-bit AES. However, 128-bit AES encryption enables backup jobs to process
more quickly. Hardware encryption using the T10 standard requires 256-bit AES.

See “About software encryption” on page 399.
See “About hardware encryption” on page 400.

See “Encryption keys” on page 400.

About software encryption

When you install Backup Exec, the installation program installs the necessary
encryption software on the media server and on remote computers that use the
Remote Agent. Backup Exec can encrypt data at a computer that uses the Remote
Agent, and then transfer the encrypted data to the media server. Backup Exec
then writes the encrypted data on a set-by-set basis to tape or to a backup-to-disk
folder.

Backup Exec encrypts the following types of data:

m User data, such as files and Microsoft Exchange databases.

m Metadata, such as file names, attributes, and operating system information.
m On-tape catalog file and directory information.

Backup Exec does not encrypt Backup Exec metadata or on-disk catalog file and
directory information.

You can use software compression with encryption for a backup job. First Backup
Exec compresses the files, and then encrypts them. However, backup jobs take
longer to complete when you use both encryption and software compression.

Symantec recommends that you avoid using hardware compression with software
encryption. Hardware compression is performed after encryption. Data becomes
randomized during the encryption process. Compression does not work effectively
on data that is randomized.

See “About encryption” on page 399.
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About hardware encryption

Backup Exec supports hardware encryption for storage devices that use the T10
encryption standard. When you use hardware encryption, the data is transmitted
from the host computer to the target device and then encrypted on the device.
Backup Exec manages the encryption keys that are used to access the encrypted
data.

Backup Exec only supports approved devices for T10 encryption.
You can find a list of compatible devices at the following URL:
http://entsupport.symantec.com/umi/v-269-2

See “About encryption” on page 399.

Encryption keys

You can set a default encryption key to use for all backup jobs, templates, and
duplicate backup set jobs. However, you can override the default key for a specific
job. You can also use encryption in policies when you create Backup templates or
Duplicate Backup Set templates. When you create a Duplicate Backup Set template
or a duplicate backup sets job, backup sets that are already encrypted are not
re-encrypted. However, you can encrypt any unencrypted backup sets.

If you use encryption in a synthetic backup policy, all the templates in the policy
must use the same encryption key. You should not change the key after you create
the policy. For the synthetic backup template, Backup Exec automatically uses
the encryption key that you select for the other templates in the policy.

When you select encrypted data for restore, Backup Exec verifies that encryption
keys for the data are available in the database. If any of the keys are not available,
Backup Exec prompts you to recreate the missing keys. If you delete the key after
you schedule the job to run, the job fails.

If Backup Exec cannot locate an encryption key while a catalog job is processing,
Backup Exec sends an alert. You can then recreate the missing encryption key if
you know the pass phrase.

If you use encryption keys with the Intelligent Disaster Recovery option, special
considerations apply.

See “About encrypted backup sets and the Intelligent Disaster Recovery Wizard”
on page 1769.

See “About encryption” on page 399.
See “Setting default backup network and security options” on page 388.

See “About deleting an encryption key” on page 405.
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See “Deleting an encryption key” on page 406.

About restricted keys and common keys in encryption
Backup Exec has the following types of encryption keys:

Table 7-8 Types of encryption keys
Key type Description
Common Anyone can use the key to encrypt data during a backup job and to

restore encrypted data.

Restricted Anyone can use the key to encrypt data during a backup job. If a user
other than the key owner tries to restore data that was encrypted with
arestricted key, Backup Exec prompts the user for the key’s pass
phrase. If the user cannot supply the correct pass phrase for the key,
the user cannot restore the data.

About pass phrases in encryption

Encryption keys require a pass phrase, which is similar to a password. Pass phrases
are usually longer than passwords and are comprised of several words or groups
of text. A good pass phrase is between eight and 128 characters. The minimum
number of characters for 128-bit AES encryption is eight. The minimum number
of characters for 256-bit AES encryption is 16. Symantec recommends that you
use more than the minimum number of characters.

Note: Hardware encryption that uses the T10 standard requires 256-bit AES.
Backup Exec does not let you enable hardware encryption for a job unless it uses
at least a 16-character pass phrase.

Also, a good pass phrase contains a combination of upper and lower case numbers,
letters, and special characters. You should avoid using literary quotations in pass
phrases.

A pass phrase can include only printable ASCII characters, which are characters
32 through 126. ASCII character 32 is the space character, which is entered using
the space bar on the keyboard. ASCII characters 33 through 126 include the
following:

5%’ +-/0123456789;<=>?@ABCDEFGHIKLMNOPQRSTUVWXYZ\"‘abodefghikimmopgrstuvwxyzi-~

See “Creating an encryption key” on page 404.

See “Setting default backup network and security options” on page 388.
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About encryption key management

When a user creates an encryption key, Backup Exec marks that key with an
identifier based on the logged-on user’s security identifier. The person who creates
the key becomes the owner of the key.

Backup Exec stores the keys in the Backup Exec database. However, Backup Exec
does not store the pass phrases for the keys. The owner of each key is responsible
for remembering the pass phrase for the key.

To protect your keys, Symantec recommends the following:

m Maintain a written log of the pass phrases. Keep the log in a safe place in a
separate physical location from the encrypted backup sets.

m Back up the Backup Exec database. The database keeps a record of the keys.

Caution: If you do not have a backup of the Backup Exec database and do not
remember your pass phrases, you cannot restore data from the encrypted media.
In addition, Symantec cannot restore encrypted data in this situation.

Akey that is created on a media server is specific to that media server. You cannot
move keys between media servers. However, you can create new keys on a different
media server by using existing pass phrases. A pass phrase always generates the
same key. In addition, if you delete a key accidentally, you can recreate it by using
the pass phrase.

If a Backup Exec database becomes corrupted on a media server and is replaced
by a new database, you must manually recreate all of the encryption keys that
were stored on the original database.

If you move a database from one media server to another media server, the
encryption keys remain intact as long as the new media server meets the following
criteria:

m Has the same user accounts as the original media server.
m Isin the same domain as the original media server.

See “Encryption keys” on page 400.

See “About pass phrases in encryption” on page 401.

See “About deleting an encryption key” on page 405.

See “Replacing an encryption key” on page 405.

See “Deleting an encryption key” on page 406.
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Encryption Key Management options

From the Encryption Key Management dialog box, you can perform several

encryption key management tasks.

See “Creating an encryption key” on page 404.

See “Replacing an encryption key” on page 405.

See “Deleting an encryption key” on page 406.

Table 7-9 Encryption Key Management options

Item Description

Key name Indicates the name of the encryption key.

Created by Indicates who created the encryption key.
When a user creates an encryption key,
Backup Exec marks that key with an
identifier based on the logged-on user’s
security identifier. The person who creates
the key becomes the owner of the key.

Restricted Indicates if the key is a restricted key. If a
key is restricted, anyone can use the key to
back up data. But only the key owner or a
user who knows the pass phrase can use the
restricted key to restore the encrypted data.

Default Indicates whether the key is configured as
the default key for the jobs that are
encrypted.

Encryption Type Indicates the type of encryption that is
associated with the encryption key.

Date Created Indicates the date the encryption key was
created.

Date Last Accessed Indicates the date the encryption key was
last accessed.

New Lets you create a new encryption key.

Delete Deletes the selected encryption key.

Replace Replaces the selected encryption key with

the key you select from the Replace
Encryption Key dialog.
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Creating an encryption key

When you create an encryption key, you select the type of encryption to use.

See “About encryption key management” on page 402.

To create an encryption key

1 Onthe Tools menu, click Encryption Keys.

2 Click New.

3 Complete the appropriate options.

See “Add Encryption Key options ” on page 404.

4  Click OK.

Add Encryption Key options

You have several options when you create an encryption key.

See “Creating an encryption key” on page 404.

Table 7-10

Add Encryption Key options

Item

Description

Key name

Designates a unique name for this key. The name can include up to 256
characters.

Encryptiontype

Designates the encryption type to use for this key. Your choices are
128-bit AES or 256-bit AES. The default type is 256-bit AES.

The 256-bit AES encryption provides a stronger level of security than
128-bit AES encryption. However, backup jobs may process more slowly
with 256-bit AES encryption than with 128-bit AES encryption.

Hardware encryption that uses the T10 standard requires 256-bit AES.

Pass phrase

Designates a pass phrase for this key. For 128-bit AES encryption, the
pass phrase must be at least eight characters. For 256-bit AES
encryption, the pass phrase must be at least 16 characters. Symantec
recommends that you use more than the minimum number of characters.

You can use only printable ASCII characters.

See “About pass phrases in encryption” on page 401.

Confirm pass
phrase

Confirms the pass phrase.

Common

Makes this key a common key. If a key is common, any user of this
installation of Backup Exec can use the key to back up and restore data.
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Table 7-10 Add Encryption Key options (continued)
Item Description
Restricted Makes the key a restricted key. If a key is restricted, anyone can use the

key to back up data. But only the key owner or a user who knows the
pass phrase can use the restricted key to restore the encrypted data.

Replacing an encryption key

You can replace one encryption key with another for all backup jobs, templates,
and duplicate backup set jobs.

See “About encryption key management” on page 402.

To replace an encryption key

1

2
3
4

5

On the Tools menu, click Encryption Keys.
Select the key that you want to replace.
Click Replace.

In the Select an encryption key to replace "key name" box, do one of the
following:

To use an existing Select the key from the list.
key

To create a new Click the arrow, and then click <new encryption key>.

key See “Add Encryption Key options ” on page 404.

Click OK.

About deleting an encryption key

You should be cautious when you delete encryption keys. When you delete an
encryption key, you cannot restore the backup sets that you encrypted with that
key unless you create a new key that uses the same encryption key and pass phrase
as the original key.

See “Deleting an encryption key” on page 406.

You can delete encryption keys in the following situations:

m The encrypted data on the tape has expired or if the tape is retired.

m The encryption key is not the default key.
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m The encryption key is not being used in a job or a template. If the key is being
used, you must select a new key for the job or template.

m The encryption key is not being used in a selection list for restore jobs and for
verify duplicate backup set jobs. If you delete a key that is being used in one
of the listed job types, the selection list can no longer be used.

If you delete an encryption key that is being used in a scheduled restore job, you
cannot replace the key. Therefore, any scheduled restore job in which you delete
an encryption key fails.

See “About encryption key management” on page 402.

See “Replacing an encryption key” on page 405.

Deleting an encryption key

You should be cautious when you delete encryption keys. When you delete an
encryption key, you cannot restore the backup sets that you encrypted with that
key unless you create a new key that uses the same encryption key and pass phrase
as the original key.

See “About deleting an encryption key” on page 405.
To delete an encryption key

1 Onthe Tools menu, click Encryption Keys.
Select the key that you want to delete.

Click Delete.

Click Yes.

g A W N

If the key is used in a job or template, do the following:

m Inthe Selectan encryptionkey toreplace "keyname" box, select the new
key for the jobs or templates listed.

m Click OK.

About restoring encrypted data

Encrypted backup sets are identified in the restore selection list by an icon with
alock on it. When you select encrypted data to restore, Backup Exec automatically
validates the encryption key for the data. If the encryption key that was used to
back up the data is still in the Backup Exec database, then Backup Exec selects
that encryption key automatically. However, if the encryption key cannot be
located, Backup Exec prompts you to provide the pass phrase for the encryption
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key that was used to back up the data. If you enter the correct pass phrase, Backup
Exec recreates the key.

When restricted encryption keys are used to back up data, any users other than
the key owner must enter the pass phrase to restore the data and to edit a restore
job.

See “About pass phrases in encryption” on page 401.
See “About encryption key management” on page 402.

See “Replacing an encryption key” on page 405.

About cataloging media that contains encrypted backup sets

When you catalog media that contains encrypted backup sets, Backup Exec
attempts to find valid encryption keys for the sets in the Backup Exec database.
If Backup Exec does not find a valid key, it issues an alert that instructs you to
create one. After you create a valid key, you can respond to the alert to retry
cataloging the encrypted set. Alternatively, you can skip the encrypted set and
continue to catalog the rest of the media, or cancel the catalog job.

See “About encryption key management” on page 402.

See “Creating an encryption key” on page 404.

About configuring DBA-initiated job settings

When you create a DBA-initiated backup operation, you can specify the default
job template in Backup Exec. You can also specify a new job template that you
create in Backup Exec. The job template contains the settings that Backup Exec
applies to DBA-initiated jobs.

Make sure that the name of the job template that you want to use is also configured
in the instance information on the Windows computer.

See “Configuring the Oracle Agent on Windows computers and Linux servers”
on page 1268.

Note the following about DBA-initiated jobs:

m DBA-initiated jobs fail when the related job template is deleted. To stop
DBA-initiated jobs from running, delete the related DBA-initiated job template.
See “Deleting a job template for DBA-initiated jobs” on page 419.

m All DBA-initiated backup and restore jobs are deleted after the jobs have
completed.

B You cannot set minimum device requirements for DBA-initiated jobs.



408 | Customizing backup options

About configuring DBA-initiated job settings

See “About performing a DBA-initiated backup job for Oracle” on page 1289.

See “Creating a template for DBA-initiated jobs” on page 408.

See “Editing DBA-initiated jobs” on page 418.

Creating a template for DBA-initiated jobs

You can create a new job template that Backup Exec applies to DBA-initiated jobs.

See “About configuring DBA-initiated job settings” on page 407.

See “Troubleshooting the Oracle Agent” on page 1302.

See “Deleting a job template for DBA-initiated jobs” on page 419.

To create a template for DBA-initiated jobs

1

2
3
4

On the Tools menu, click Options.
In the Properties pane, under Job Defaults, click DBA-initiated Job Settings
Click New.

In the Properties pane, under Backup Job Template, click Device and Media,
and then complete the options as appropriate.

See “Device and media options for DBA-initiated jobs” on page 409.

In the Properties pane, under Backup Job Template, click General, and then
complete the options as appropriate.

See “General options for DBA-initiated jobs” on page 411.

In the Properties pane, under Backup Job Template, click Network and
Security, and then complete the options as appropriate.

See “Network and security options for DBA-initiated jobs” on page 413.

In the Properties pane, under Backup Job Template, click Migrator for
Enterprise Vault, and then complete the options as appropriate.

See “Migrator for Enterprise Vault options” on page 1028.

If you want Backup Exec to notify someone when the backup job completes,
in the Properties pane, under Backup Job Template, click Notification, and
then complete the options as appropriate.

See “Sending a notification when a job completes” on page 665.

In the Properties pane, under Duplicate Job Template, click Settings, and
then complete the options as appropriate.

See “Duplicate job template settings for DBA-initiated jobs” on page 414.

10 Click OK.
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Device and media options for DBA-initiated jobs

You can configure device and media settings for DBA-initiated jobs.

See “About configuring DBA-initiated job settings” on page 407.

Table 7-11 Device and media options for DBA-initiated jobs
Item Description
Device Indicates the device that you want to use as

the default device for jobs.

Allow this job to have direct access to the
device

Enables a remote computer to deduplicate
data, and then send the data to the
deduplication storage device that is selected
in the Device field.

Note: This option is enabled only if you have
the Deduplication Option installed and you
selected a deduplication storage device in
the Device field.

See “About Direct Access” on page 1530.

Media set Indicates the media set that you want to use
as the default media set for jobs.
Overwrite media Places this backup on an overwritable media.

Make sure that appropriate media is in the
stand-alone drive or drive pool you select in
the Device field in this dialog box.

The media in the drive is overwritten if the
media is scratch or recyclable (its overwrite
protection period has expired). If allocated
media or imported media are in the drive,
they may also be overwritten depending on
the Media Overwrite Protection Level that
is set.

Depending on your configuration,
overwritable media is selected from scratch
media or recyclable media.

See “How Backup Exec searches for
overwritable media” on page 221.

If the media in the drive is not overwritable,
an alert appears requesting that you insert
overwritable media.
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Table 7-11 Device and media options for DBA-initiated jobs (continued)

Item

Description

Append to media, overwrite if no
appendable media is available

Appends this backup to the media set listed
in the Media setfield in this dialog box. The
backup set is appended if an appendable
media is available in the selected media set.
If appendable media is not available, an
overwritable media is used and added to the
media set.

If an append job fills a media, the job
continues on another piece of overwritable
media.

If the media in the drive is not overwritable,
an alert appears requesting that you insert
overwritable media.

Append to media, terminate job if no
appendable media is available

Appends this backup to the media set listed
in the Media setfield in this dialog box. The
backup set is appended if an appendable
media is available in the selected media set;
if not, the job is terminated.

Eject media after job completes

Ejects the media in the drive when the
operation completes.

Retension media before backup

Runs the tape in the drive from beginning
to end at a fast speed. Retensioning helps
the tape wind evenly and run more smoothly
past the tape drive heads. Retensioning is
primarily for Mini Cartridge and
quarter-inch cartridges and is not supported
on most other types of tape drives.

Use Write once, read many (WORM) media

Specifies the use of WORM (write once, read
many) media for this backup job. Backup
Exec confirms that the destination device is
or contains a WORM-compatible drive, and
that the WORM media is available in the
drive. If WORM media or a
WORM-compatible drive is not found, an
alert is sent.

See “About WORM media” on page 235.
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General options for DBA-initiated jobs
You can configure general options for DBA-initiated jobs.

See “About configuring DBA-initiated job settings” on page 407.

Table 7-12 General options for DBA-initiated jobs
Item Description
Template name Specifies the name for this backup template.

You can accept the default name that
appears or enter a name. The name must be
unique.

Backup set description Describes the information in the backup set
for future reference.
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Table 7-12

General options for DBA-initiated jobs (continued)

Item

Description

Compression type

Provides the following compression options:

m None.

This option copies the data to the media
in its original form (uncompressed).
Using some form of data compression
can help expedite backups and preserve
storage media space.

Hardware data compression should not
be used in environments where devices
that support hardware compression are
used interchangeably with devices that
do not have that functionality.

In this situation, hardware compression
is automatically disabled. You can
manually reenable hardware
compression on the drives that support
it, but this results in media inconsistency.
If the drive that supports hardware
compression fails, the compressed media
cannot be restored with the
non-compression drive.

Software.

This option uses STAC software data
compression, which compresses the data
before it is sent to the storage device.
Hardware [if available, otherwise none].
This option uses hardware data
compression (if the storage device
supports it). If the drive does not feature
data compression the data is backed up
uncompressed.

Hardware [if available, otherwise
software].

This option uses hardware data
compression (if the storage device
supports it). If the drive does not feature
hardware data compression, STAC
software compression is used.
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Table 7-12 General options for DBA-initiated jobs (continued)

Item

Description

Verify after backup completes

Performs a verify operation automatically
to make sure that the media can be read once
the backup has been completed. Verifying
all backups is recommended.

Network and security options for DBA-initiated jobs

You can configure network and security options for DBA-initiated jobs.

See “About configuring DBA-initiated job settings” on page 407.

Table 7-13 Network and security options for DBA-initiated jobs
Item Description
Network interface Specifies the name of the network interface

card that connects the media server to the
network you want to use for the backup
network for this backup job. The list includes
all available network interfaces on the media
server.

If you are using the Central Admin Server
Option (CASO), select the Use the default
network interface for the managed media
server option if you want CASO delegated
backup jobs to be processed using the
network interface card configured as the
default in the managed media server.

Protocol

Specifies the protocol you want to use for
this backup job.

The options are as follows:

m Use any available protocol
m UselPv4
m UseIPv6

Subnet

Displays the 32-bit number that determines
the subnet to which the network interface
card belongs.
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Table 7-13

Network and security options for DBA-initiated jobs (continued)

Item

Description

Allow use of any available network
interface, subnet, or protocol for remote
agents not bound to the above network
interface, subnet, or protocol

Ensures that the data from the remote
system is backed up or restored over any
available network if the remote system that
you selected for backup or restore is not part
of the specified backup network.

If you do not select this check box and you
selected data from a remote system that is
not part of the specified backup network, the
job fails because Backup Exec cannot back
up or restore the data from the remote
system.

Interface details Displays the Media Access Control (MAC)
address, Adapter type, Description, IP
addresses, and subnet prefixes of the
network interface that you selected for the
backup network.

Encryption type Specifies the encryption key you want to use.

Encryption key Specifies the encryption key you want to use.

Manage keys Lets you create a new encryption key or

delete an existing encryption key.

Duplicate job template settings for DBA-initiated jobs

You can configure duplicate job template settings for DBA-initiated jobs.

See “About configuring DBA-initiated job settings” on page 407.

Table 7-14

Duplicate job template settings for DBA-initiated jobs

Item

Description

Enablessettings to duplicate backup sets for
this job

Enables the settings for a duplicate backup
set template.

Device Indicates the device that you want to use as
the default device for jobs.
Media set Indicates the media set that you want to use

as the default media set for jobs.
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Table 7-14 Duplicate job template settings for DBA-initiated jobs (continued)
Item Description
Overwrite media Places this backup on an overwritable media.

Make sure that appropriate media is in the
stand-alone drive or drive pool you select in
the Device field in this dialog box.

The media in the drive is overwritten if the
media is scratch or recyclable (its overwrite
protection period has expired). If allocated

or imported media are in the drive, they may
also be overwritten depending on the Media
Overwrite Protection Level that is set.

Depending on your configuration,
overwritable media is selected from scratch
media or recyclable media.

See “How Backup Exec searches for
overwritable media” on page 221.

If the media in the drive is not overwritable,
an alert appears requesting that you insert
overwritable media.

Append to media, overwrite if no
appendable media is available

Appends this backup to the media set listed
in the Media setfield in this dialog box. The
backup set is appended if an appendable
media is available in the selected media set;
if not, an overwritable media is used and
added to the media set.

If an append job fills a media, the job
continues on another piece of overwritable
media.

If the media in the drive is not overwritable,
an alert appears requesting that you insert
overwritable media.

Append to media, terminate job if no
appendable media is available

Appends this backup to the media set listed
in the Media setfield in this dialog box. The
backup set is appended if an appendable
media is available in the selected media set;
if not, the job is terminated.

Eject media after job completes

Ejects the media in the drive when the
operation completes.
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Table 7-14 Duplicate job template settings for DBA-initiated jobs (continued)

Item

Description

Retension media before backup

Runs the tape in the drive from beginning
to end at a fast speed, which helps the tape
wind evenly and run more smoothly past the
tape drive heads. Retensioning is primarily
for Mini Cartridge and quarter-inch
cartridges and is not supported on most
other types of tape drives.

Use Write once, read many (WORM) media

Specifies the use of WORM (write once, read
many) media for this backup job. Backup
Exec confirms that the destination device is
or contains a WORM-compatible drive, and
that the WORM media is available in the
drive. If WORM media or a
WORM-compatible drive is not found, an
alert is sent.

See “About WORM media” on page 235.

Enable DirectCopy to tape

Enables Backup Exec to coordinate the
movement of data from a virtual device
directly to a physical device.

The Backup Exec media server records
information about the data in the catalog.
Therefore, you can restore data from either
the virtual device or the physical device.

See “How to copy data directly from a virtual
tape library to a physical tape device”
on page 366.

Encryption type Specifies the type of encryption you want to
use, if any.
See “About encryption” on page 399.
Encryption key Specifies the encryption key you want to use.
Manage keys Allows you to create a new encryption key

or delete an existing encryption key.

Preferred source device

Specifies the preferred source device that
you want to use as the default device for jobs.
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Table 7-14 Duplicate job template settings for DBA-initiated jobs (continued)
Item Description
Compression type Provides the following compression options:

m None.

This option copies the data to the media
in its original form (uncompressed).
Using some form of data compression
can help expedite backups and preserve
storage media space.

Hardware data compression should not
be used in environments where devices
that support hardware compression are
used interchangeably with devices that
do not have that functionality.

In this situation, hardware compression
is automatically disabled. You can
manually re-enable hardware
compression on the drives that support
it, but this results in media inconsistency.
If the drive that supports hardware
compression fails, the compressed media
cannot be restored with the
non-compression drive.

m Software.

This option uses STAC software data
compression, which compresses the data
before it is sent to the storage device.

m Hardware [if available, otherwise none].
This option uses hardware data
compression (if the storage device
supports it). If the drive does not feature
data compression the data is backed up
uncompressed.

m Hardware [if available, otherwise
software].

This option uses hardware data
compression (if the storage device
supports it). If the drive does not feature
hardware data compression, STAC
software compression is used.
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Table 7-14 Duplicate job template settings for DBA-initiated jobs (continued)
Item Description
Verify after backup completes Performs a verify operation automatically

to make sure the media can be read once the
backup has been completed. Verifying all
backups is recommended.

Editing DBA-initiated jobs

You can edit the job template settings that Backup Exec applies to DBA-initiated
jobs.

See “About configuring DBA-initiated job settings” on page 407.

To edit DBA-initiated job settings for Oracle

1
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On the Tools menu, click Options.

In the Properties pane, under Job Defaults, click DBA-initiated Job Settings.
Select the job template that you want to edit.

Click Edit.

In the Properties pane, under Backup Job Template, click Device and Media,
and then edit the options as appropriate.

See “Device and media options for DBA-initiated jobs” on page 409.

In the Properties pane, under Backup Job Template, click General, and then
edit the options as appropriate.

See “General options for DBA-initiated jobs” on page 411.

In the Properties pane, under Backup Job Template, click Network and
Security, and then edit the options as appropriate.

See “Network and security options for DBA-initiated jobs” on page 413.

In the Properties pane, under Backup Job Template, click Migrator for
Enterprise Vault, and then edit the options as appropriate.

See “Migrator for Enterprise Vault options” on page 1028.

In the Properties pane, under Backup Job Template, click Notification, and
then edit the options as appropriate.

See “Sending a notification when a job completes” on page 665.
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10 Inthe Properties pane, under Duplicate Job Template, click Settings, and
then edit the options as appropriate.

See “Duplicate job template settings for DBA-initiated jobs” on page 414.
11 Click OK.

Deleting a job template for DBA-initiated jobs

The job template contains the settings that Backup Exec applies to DBA-initiated
jobs.

See “About configuring DBA-initiated job settings” on page 407.

To delete a job template for DBA-initiated jobs for Oracle

1 Onthe Tools menu, click Options.

In the Properties pane, under Job Defaults, click DBA-initiated Job Settings
Select the job template that you want to delete.

Click Delete.

Click OK.
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About preferred server configurations

Preferred server configurations are collections of one or more servers and sites
that you select as preferred backup sources. Preferred server configurations take
priority as backup sources in instances where database copies are replicated
between multiple servers. You can create preferred server configurations for
Microsoft Exchange Database Availability Groups (DAG).

You do not have to create a preferred server configuration to back up replicated
database copies. You can let Backup Exec choose the best server from which to
back up the replicated database copies. Designating a preferred server
configuration gives you more control over your backup jobs. For example, you
can select a local preferred server configuration to avoid having to back up
replicated data over your WAN.

Backup Exec automatically includes the children of any site or DAG that you select
as part of the preferred server configuration. So if you want to ensure that a
backup is performed locally, you can select the local site as the preferred server
configuration. Backup Exec selects from any of the local servers that belong to
that site during the backup job. If you want to ensure that a specific server is used
for the backup, select only that server as the preferred server configuration.

See “Creating preferred server configurations” on page 420.
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See “Deleting preferred server configurations” on page 422.
See “Editing settings for preferred server configurations” on page 422.

See “Designating a default preferred server configuration” on page 422.

Creating preferred server configurations

You can create preferred server configurations for Microsoft Exchange Database
Availability Groups. Preferred server configurations give you more control over
your backup jobs by letting you specify a preferred server from which Backup
Exec backs up replicated data.

See “About preferred server configurations” on page 419.

To create preferred server configurations

1 On the Edit menu, click Manage Preferred Servers.

2 Click New.

3 Complete the appropriate options.
See “Preferred Servers backup options” on page 421.

4 On the Backup Preferred Server Group dialog box, click OK.
On the Manage Preferred Servers dialog box, click OK.

Manage Preferred Servers options
You can manage the settings for preferred servers.

See “About preferred server configurations” on page 419.

Table 7-15 Manage Preferred Servers options
Item Description
Name Indicates the name of the preferred server
configuration.
New Lets you create a new preferred server
configuration.

See “Creating preferred server
configurations” on page 420.

Delete Deletes the selected preferred server
configuration.

See “Deleting preferred server
configurations” on page 422.
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Table 7-15 Manage Preferred Servers options (continued)
Item Description
Edit Lets you change settings for the selected

preferred server configuration.

See “Editing settings for preferred server
configurations” on page 422.

Set as Default Lets you establish the selected preferred
server configuration as the default.
See “Designating a default preferred server
configuration” on page 422.

Remove Default Removes the default status for the selected

preferred server configuration.

See “Removing the default status for a
preferred server configuration” on page 423.

Preferred Servers backup options

You can configure settings for preferred servers for backup jobs.

See “About preferred server configurations” on page 419.

Table 7-16 Preferred Servers backup options

Item

Description

Preferred servers configuration

Indicates the name of the preferred server
configuration.

New

Lets you create a new preferred server
configuration. This option enables the lists
of available and selected servers from which
you designate the preferred server.

Note: The New option appears only if you
create a preferred server configuration while
you create a new backup job or selection list.

Available Servers and Sites

Lists any available servers and sites that can
be used in the preferred server
configuration.

Selected Servers and Sites

Lists the servers and sites that you have
selected to use as part of the preferred server
configuration.
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Deleting preferred server configurations

You can delete a preferred server configuration if you no longer need it.

See “About preferred server configurations” on page 419.

To delete preferred server configurations

1

2
3
4

On the Edit menu, click Manage Preferred Servers.

Select the preferred server configuration you want to delete.
Click Delete.

Click OK.

Editing settings for preferred server configurations

You can edit the settings for an existing preferred server configuration.

See “About preferred server configurations” on page 419.

To edit settings for preferred server configurations

1

2
3
4

On the Edit menu, click Manage Preferred Servers.

Select the preferred server configuration you want to edit.
Click Edit.

Complete the appropriate options.

See “Preferred Servers backup options” on page 421.

On the Backup Preferred Server Group dialog box, click OK.
On the Manage Preferred Servers dialog box, click OK.

Designating a default preferred server configuration

You can designate a default preferred server configuration for all of your backup
jobs that contain the appropriate replication data. When you back up data from
a Microsoft Exchange Database Availability Group, you can set up Backup Exec

to use your default preferred server configuration. You can override the default
preferred server configuration for specific jobs in the backup job or selection list

properties.

Note: When you designate a default preferred server configuration, it is not applied
to existing selection lists. It is considered the default preferred server configuration

for any subsequent selection lists you create.
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See “About preferred server configurations” on page 419.

See “Creating a backup job by setting job properties” on page 320.

If you no longer want the preferred server configuration to be the default, you
can remove its default status.

See “Removing the default status for a preferred server configuration” on page 423.

To designate a default preferred server configuration

1

2
3
4

On the Edit menu, click Manage Preferred Servers.

Select the preferred server configuration you want to designate as the default.
Click Set as Default.

Click OK.

Removing the default status for a preferred server configuration

You can designate a default preferred server configuration for all of your backup
jobs that contain the appropriate replication data.

See “Designating a default preferred server configuration” on page 422.

If you no longer want the preferred server configuration to be the default, you
can remove its default status.

To remove the default status for a preferred server configuration

1
2

On the Edit menu, click Manage Preferred Servers.

Select the preferred server configuration from which you want to remove the
default status.

Click Remove Default.
Click OK.
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About devices

This chapter includes the following topics:

About storage devices

About the Configure Devices Assistant
About sharing storage

Pausing a media server

Resuming a media server

Pausing storage devices

Resuming storage devices

Renaming storage devices

About inventorying media
Inventorying media in a device

Erasing media

About storage devices

Device management in Backup Exec simplifies how you organize and allocate the
storage devices recognized by Backup Exec, including the following:

Tape drives or robotic libraries physically attached to a media server.
Virtual tape libraries, which Backup Exec treats as physical robotic libraries.
Backup-to-disk folders, which are storage devices that you create.

Shared devices used in a SAN or CASO environment.
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m Removable storage devices shared by applications through the use of
Microsoft’s Removable Storage Feature.

m Simulated tape libraries that you create with the Symantec Tape Library
Simulator Utility for the Remote Media Agent for Linux Servers.

m Storage arrays that you configure with the Backup Exec Storage Provisioning
Option.

You can find a list of compatible devices at the following URL:
http://entsupport.symantec.com/umi/V-269-2

You can use the storage devices as they are configured by Backup Exec at
installation, without making any changes. The default device pool, All Devices is
the default destination device when you create a backup job. By default, the All
Devices device pool contains all locally attached devices. Devices and simulated
tape libraries that are on any computers on which the Remote Media Agent for
Linux Servers is installed are excluded from the All Devices device pool. If you
have installed Backup Exec for the first time, along with the Storage Provisioning
Option, the All Virtual Disks device pool is the default destination device pool.
The All Virtual Disks device pool contains all virtual disks on all storage arrays.

If you have installed the SAN Shared Storage Option, both locally attached and
shared storage devices appear in All Devices (Computer Name). If you have
installed the Backup Exec NDMP Option, you can add an NDMP server as a storage
device. If you have installed the Backup Exec Storage Provisioning Option, storage
arrays and their components also appear.

In addition to device pools, Backup Exec provides other device management
capabilities.

You can do the following:
m Identify and monitor the current status of all storage devices.
m Change physical tape devices without rebooting the Backup Exec server.

m Monitor device usage statistics and track hardware errors. Backup Exec keeps
track of the device’s age, hours of use, mounts, number of bytes processed
(written and read), errors, when the device was last cleaned, and so on.

m Manage the physical devices attached to the media server and perform
operations on these devices and the media contained in them.

Note: Most of the benefits derived from Backup Exec’s device management
functionality are realized when using more than one storage device. However,
users with only one device can still take full advantage of Backup Exec’s device
monitoring to help make sure their devices are working properly.
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About the Configure Devices Assistant

Use the Configure Devices Assistant to configure devices.

See “Configuring storage devices by using the Configure Devices Assistant”

on page 427.
Table 8-1 Configure Devices Assistant options

Device More information

Device Pool See “About device pools” on page 499.

Tape Devices See “About tape drives and robotic libraries”
on page 435.

Backup-To-Disk Folder See “About backup-to-disk folders ”
on page 480.

Removable Backup-To-Disk Folder See “About backup-to-disk folders ”
on page 480.

Deduplication Storage Folder See “About deduplication storage folders”
on page 1524.

OpenStorage See “About OpenStorage devices”
on page 1519.

Symantec Protection Network See “About Symantec Online Storage for
Backup Exec” on page 1979.

NDMP Storage See “About the NDMP Option” on page 1785.

Remote Media Agent Storage See “About the Remote Media Agent for
Linux Servers” on page 1898.

Storage Array See “About the Storage Provisioning Option”
on page 1950.

Vault Store See “About vault stores in the Archiving
Option” on page 1392.

Configuring storage devices by using the Configure Devices Assistant

Use the following steps to configure devices by using the Configure Devices
Assistant.

See “About the Configure Devices Assistant” on page 427.

427
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To configure storages devices by using the Cofigure Devices Assistant

1 Onthe navigation bar, click Devices.

2 Inthe task pane, under Devices Tasks, click Configure devices assistant.
3 Click the type of device that you want to configure.
4

Set device options as appropriate for each type of device you configure.

About sharing storage

In environments that use the Backup Exec Central Admin Server Option (CASO)
or the SAN Shared Storage Option (SSO), media servers can share storage. In an
SSO environment or a CASO environment, Backup Exec maintains a database of
the shared devices. Otherwise, the backup data that one server submits to the
device can overwrite the data that another server submits. In a CASO environment,
you can add a device to a central administration server, a managed media server,
or both. Multiple media servers in a CASO environment can share a device.

Media servers can share the following types of storage:
m Devices that are attached to an NDMP server

m Deduplication storage folders

m OpenStorage devices

m Remote Media Agents

m Remote Agents with Direct Access

Note: You can also share backup-to-disk devices. However, the process is different
for backup-to-disk folders.

See “Sharing an existing backup-to-disk folder” on page 490.

When you add a storage device that supports sharing, you can select which media
servers can access the device. The media server from which you added the storage
device is enabled to share the device automatically. However, you can remove the
sharing capability from that media server at any time. For example, if you add a
storage device to a central administration server, then that server can use the
device. However, if your environment does not allow the central administration
server to operate as a managed media server, then you can remove the sharing
capability from the central administration server.

If you have multiple media servers and storage devices in your environment, you
can select a media server and manage the storage for it. You can enable and disable
the storage devices that you want the media server to use.
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See “Managing shared storage” on page 429.

See “Sharing the devices on an NDMP server between multiple media servers”
on page 1788.

See “Sharing a deduplication device between multiple media servers” on page 1529.

See “Sharing a Remote Media Agent between multiple media servers” on page 1909.

Managing shared storage
You can set up a media server to access multiple storage devices.
See “About sharing storage” on page 428.
To manage shared storage
On the navigation bar, click Devices.
Right-click a media server.
Select Manage Shared Storage.
In Mediaserver, select the media server for which you want to share storage.
Select each storage device that you want to use with the selected media server.

Click OK.
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Manage Media Server Shared Storage options
You can set up a media server to access multiple storage devices.

See “Managing shared storage” on page 429.

Table 8-2 Manged Media Server Shared Storage options
Item Description
Media server Indicates the name of the media server for

which storage is shared.

Storage Indicates the name of the storage device.

Type Indicates the type of storage device.

Pausing a media server

You can pause a media server to prevent scheduled and new jobs from running
on its devices while maintenance activities are performed. Active jobs are not
affected if they start before the media server is paused.
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Resuming a media server

The status Paused appears next to the media server name in the Devices view if
it is currently paused.

To pause a media server
1 On the navigation bar, click Devices.
2 Click the media server.

3 Under General Tasks in the task pane, select the Pause check box.

Resuming a media server

If a media server is paused, you can resume it.

The status Paused appears next to the device name if it is currently paused.
To resume a media server

1 On the navigation bar, click Devices.

2 Click the server icon of the server that is paused.

3 Under General Tasks in the task pane, select the Pause check box to uncheck
it.

Pausing storage devices

You can pause a storage device to prevent scheduled and new jobs from running
on that device while maintenance activities are performed. Active jobs are not
affected if they start before the device is paused.

The status Paused appears next to the device name in the Devices view if it is
currently paused.

To pause storage devices
1 Onthe navigation bar, click Devices.
2 Click the storage device icon.

3 Under General Tasks in the task pane, select the Pause check box.

Resuming storage devices

If a storage device is paused, you can resume it.

The status Paused appears next to the device name if it is currently paused.
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To resume storage devices
1 Onthe navigation bar, click Devices.
2 Click the storage device icon of the device that is paused.

3 Under General Tasks in the task pane, select the Pause check box to uncheck
it.

Renaming storage devices

You can rename the media server's storage devices.

Backup-to-disk folder names must not exceed 128 characters. The backup-to-disk
path name, which includes the backup-to-disk folder name, must not exceed 512
characters.When you use the Backup Exec Rename option to rename a
backup-to-disk folder, the name changes in Backup Exec, but not on the disk.

You can also change the name of the Windows folder in Windows Explorer.
See “Changing the path of a backup-to-disk folder” on page 490.

The default All Devices device pool cannot be renamed, but you can rename any
user-created device pool using either the Rename option or the device pool’s
Properties dialog box.

To rename storage devices

1 On the navigation bar, click Devices.

2 Click the storage device that you want to rename.

3 Under General Tasks in the task pane, click Rename.
4

Type the new name, and then click OK.

About inventorying media

You should run an inventory operation when Backup Exec is started for the first
time following a new installation or a product upgrade. When Backup Exec is
exited and restarted, it saves information pertaining to the location and contents
of all the media from the last Backup Exec session (provided the media in the
devices hasn't changed). With this information, Backup Exec can immediately
begin processing operations when it is restarted.

When media is changed in a robotic library, you can inventory all of the slots in
the robotic library or select the slots to be inventoried. You are not required to
re-inventory slots when adding media requested by Backup Exec.
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Inventorying media in a device

For example, if you are performing a restore operation, and the data is contained
on media that is not currently in the robotic library, you are prompted to insert
the media for the restore operation. In this case, you are not required to
re-inventory the slot where the restore source media is placed.

When media that is not requested by Backup Exec is added or removed from the
magazine, you should perform an inventory operation on the changed slots. This
updates the media databases so Backup Exec doesn't load and unload each media
in the magazine searching for the correct media on which to process jobs. You
can select specific slots to inventory. If you swap media often you may want Backup
Exec to perform an inventory on the robotic library magazine each time Backup
Exec services are started.

Inventorying media in a device

Run Inventory to mount the media in the device and read the media label, which
is then displayed in the Devices view. If this is the first time that Backup Exec
has encountered this media, the media label is also added to the Media view.

If you change the media in the robotic library or device, run Inventory so that
the current media in the device is displayed in the views; otherwise, the previous
media is still displayed as being in the device.

There may be a delay (up to several minutes for some drives) as the media is
mounted and inventoried.

The inventory operation can be monitored or canceled through the Job Monitor.
To inventory media in a device

1 On the navigation bar, click Devices.

2 Expand the server icon.

3 Ifyouwant toinventory adrive or slot, select the drive or slot containing the
media you want to inventory.

4  If you want to inventory a backup-to-disk file, do the following in the order
listed:

m Double-click the icon for the computer where the backup-to-disk folder
is located.

m Click the backup-to-disk folder that contains the file you want to inventory.
m On the Results pane, select the file you want to inventory.

5 Under Media Tasks, in the task pane, select Inventory.
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6 Tospecify ajobname or ajob priority, on the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

7 If you want a person or group to be notified when the job completes, on the
Properties pane, under Settings, click Notification and select the options
you want.

See “Notification options for jobs” on page 666.

8 If you want to run the job now, click Run Now. Otherwise, on the Properties
pane, under Frequency, click Schedule to set the scheduling options you
want to use.

See “Schedule options” on page 344.

Erasing media

You can erase media by using either Quick erase or Long erase. Not all devices
support a long erase; those that do not can only perform a quick erase.

Quick erase writes an indicator at the beginning of the media that makes the data
contained on the media inaccessible. For most uses, a Quick erase is sufficient.

Long erase instructs the drive to physically erase the entire media. If you have
sensitive information on the media and you want to dispose of it, use Long erase.
Running Long erase on media can take several minutes to several hours to complete
(depending on the drive and the media capacity).

Quick and Long erase do not change the media label. To change a media label, use
Label Media or Rename prior to the Erase operation.

You cannot cancel an Erase operation after it has started; however, you can use
Cancel to stop a queued erase operation.

To erase media
1 Onthe navigation bar, click Devices.
2 Expand the server icon.

3 Select the drive or slot containing the media you want to erase.
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Under Media Tasks in the task pane, select either Erase media, quick or
Erase media, long.

If the drive does not support a long erase, Erase media, long will not be
available.

The following warning is displayed:

"This operation will be performed on the current media in the drive or slot.
If the media has been changed since the last inventory operation was
performed, the media label in the next dialog may not match the media in
the drive or slot selected.”

Click Yes to continue.

The media displayed was read during the last inventory operation; the display
does not change until another inventory operation occurs. Therefore, if you
change media in the slot or drive but did not run Inventory, the media label
displayed may not match the actual media in the slot or drive.

When prompted, click Yes to erase the media.

To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

If you want a person or group to be notified when the job completes, in the
Properties pane, under Settings, click Notification and select the options
you want.

See “Notification options for jobs” on page 666.

If you want to run the job now, click Run Now. Otherwise, on the Properties
pane, under Frequency, click Schedule to set the scheduling options you
want to use.

See “Schedule options” on page 344.



Managing tape drives and
robotic libraries

This chapter includes the following topics:

About tape drives and robotic libraries

About configuring tape devices by using the Tape Device Configuration Wizard
About adding or replacing devices by using the Hot-swappable Device Wizard
About installing Symantec tape device drivers

Changing the preferred block size, buffer size, buffer count, and high water
count for devices

Enabling hardware compression for devices

Specifying read and write operations on types of media
Viewing storage device properties

About robotic libraries in Backup Exec

About creating utility jobs to help manage devices and media

About tape drives and robotic libraries

When you install Backup Exec, all stand-alone tape drives and robotic libraries
that are connected to the media server are automatically recognized. Robotic
libraries include virtual tape libraries and simulated tape libraries. A stand-alone
drive is a single, locally attached tape drive. The view on the Devices tab displays
how devices are organized logically into device pools, and how devices are arranged
physically on servers.
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If you group one or more robotic library slots into partitions, the partition drive
pools appear in the Devices view under the Device Pools icon.

The Configure Devices Assistant is available to help you configure storage devices,
storage folders, and online storage destinations.

The Tape Device Configuration Wizard is available to help you install Symantec
tape device drivers, and to correct the robotic library drives that are inadvertently
displayed as unknown devices in the Devices view.

When you install Backup Exec, support for the following items is included:
m The first robotic library drive per robotic library.
m Every single-drive virtual tape library.

Support for additional drives is available with the Library Expansion Option and
the Virtual Tape Library Unlimited Drive Option.

See “Configuring storage devices by using the Configure Devices Assistant”
on page 427.

See “About the Library Expansion Option ” on page 437.

See “About the Virtual Tape Library Unlimited Drive Option ” on page 436.

See “About the Tape Library Simulator Utility” on page 1911.

See “About installing Symantec tape device drivers ” on page 439.

See “About robotic libraries in Backup Exec” on page 451.

See “About creating utility jobs to help manage devices and media” on page 463.

See “About devices in the SAN Shared Storage Option” on page 1927.

About the Virtual Tape Library Unlimited Drive Option

When you install Backup Exec, support for every single-drive virtual tape library
is included. The Virtual Tape Library Unlimited Drive Option enables support for
all additional drives in each virtual tape library.

You can find a list of compatible devices at the following URL:
http://entsupport.symantec.com/umi/v-269-2

You can find license information for the Virtual Tape Library Unlimited Drive
Option at the following URL:

http://entsupport.symantec.com/umi/V-269-21
To install the Virtual Tape Library Unlimited Drive Option, add a license key.
See “Adding licenses” on page 170.
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See “About Backup Exec’s standard features” on page 110.

About the Library Expansion Option

When you install Backup Exec, support for the first drive in every robotic library
is included. The Library Expansion Option enables support for each additional
drive in a robotic library.

You can find a list of compatible devices at the following URL:
http://entsupport.symantec.com/umi/v-269-2

You can find license information for the Library Expansion Option at the following
URL:

http://entsupport.symantec.com/umi/V-269-21
To install the Library Expansion Option, add a license key.
See “Adding licenses” on page 170.

See “About Backup Exec’s standard features” on page 110.

About configuring tape devices by using the Tape
Device Configuration Wizard

Use the Tape Device Configuration Wizard to do the following:

m Configure robotic library drives to correct where the drives display in the
Devices view.

After you install Backup Exec, a stand-alone drive may be inadvertently
displayed as an unknown device in the Devices view.

m Install Symantec tape device drivers by using the Symantec Device Driver
Installation Wizard.

See “Configuring storage devices by using the Configure Devices Assistant”
on page 427.

See “About installing Symantec tape device drivers ” on page 439.

About adding or replacing devices by using the
Hot-swappable Device Wizard

Use the Hot-swappable Device Wizard to replace or add a hot-swappable storage
device on a Backup Exec media server without having to reboot the server.
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If you remove and then reconnect Universal Serial Bus (USB) tape devices to the
USB port, you must run the Hot-swappable Device Wizard to allow Backup Exec
to rediscover the devices.

For iSCSI-attached devices, you must list the device as a Persistent Target in the
iSCSI control panel applet, and then run the Hot-swappable Device Wizard..
Listing the device as a Persistent Target lets Backup Exec rediscover the device
whenever you restart the media server.

After you start the Hot-swappable Device Wizard, you are prompted to close the
Backup Exec Administration Console. The Hot-swappable Device Wizard waits
until any jobs that were processing are completed. The wizard pauses the media
server and stops the Backup Exec services. You can then add or replace any storage
devices. The wizard detects the new or replaced device, and adds information
about the device to the Backup Exec Database . The wizard is then completed, and
you can reopen the Backup Exec Administration Console.

Any new storage device is displayed in the Devices view, and usage statistics for
the device begin accumulating. You can add the new device to a device pool.

Any replaced storage device is displayed in the Devices view with a status of
Offline.

See “Adding or replacing devices by using the Hot-swappable Device Wizard”
on page 438.

Adding or replacing devices by using the Hot-swappable Device Wizard

Use the Hot-swappable Device Wizard to add or replace a hot-swappable storage
device on a Backup Exec media server. You do not need to restart the media server.

See “About adding or replacing devices by using the Hot-swappable Device Wizard”
on page 437.

Note: Start the Hot-swappable Wizard before you add or replace storage devices.
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Adding or replacing devices by using the Hot-swappable Device Wizard

1 Do one of the following:

For iSCSI-attached devices: In the iSCSI control panel applet, add the
device to the Persistent Targets list.

Continue with the next step.

For any other hot-swappable devices: Continue with the next step.

On the navigation bar, click Devices.
In the task pane, click Wizards> Hot-swappable Device Wizard.

Follow the on-screen prompts.

About installing Symantec tape device drivers

Use the Symantec Device Driver Installation Wizard to install Symantec tape
device drivers.

Before you install Symantec tape device drivers, do the following:

m Ensure that the tape device is supported by Backup Exec.
You can find a list of compatible devices at the following URL:
http://entsupport.symantec.com/umi/V-269-2

m Run the Windows Device Manager to ensure that it lists the tape device.
See “Installing Symantec tape device drivers by running tapeinst.exe” on page 439.

See “Installing Symantec tape device drivers by using the Tape Device
Configuration Wizard” on page 440.

Installing Symantec tape device drivers by running tapeinst.exe

You can install Symantec tape device drivers by running tapeinst.exe, located in
the Backup Exec installation directory. Updates for tapeinst.exe are available in
the Device Driver Installer package.

You can download the Device Driver Installer package from the following URL:

http://go.symantec.com/support/BEWS-downloads-drivers

Note: You must run tapeinst.exe locally at the media server where you want to
install tape device drivers. You cannot use tapeinst.exe to push-install tape device
drivers to remote media servers.
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To install Symantec tape device drivers by running tapeinst.exe

1

From the Backup Exec installation directory, double-click the tapeinst.exe
file.

The default installation directory is C:\Program Files\Symantec\Backup Exec.

On the Symantec Device Driver Installation Wizard, follow the on-screen
prompts.

Installing Symantec tape device drivers by using the Tape Device
Configuration Wizard

You can install Symantec tape device drivers by using the Tape Device
Configuration Wizard to run the Device Driver Installation Wizard.

To configure storage devices by using the Tape Device Configuration Wizard

1

g b~ W N

On the navigation bar, click Devices.

In the task pane, click Wizards > Tape Device Configuration Wizard.
On the Welcome panel, click Next.

On the Review Backup Devices panel, click Next.

On the Create and Configure Backup Devices panel, click Install tape device
drivers, and then click Next.

On the Symantec Device Driver Installation Wizard, follow the on-screen
prompts.

Changing the preferred block size, buffer size, buffer
count, and high water count for devices

Caution: Use the preferred configuration settings for a device to tune the

performance of backup and restore operations. Changing preferred configuration
settings is not generally recommended and may have a negative effect on backup
performance and system performance. Thoroughly test any changes before you
put them into general use to ensure that system performance does not deteriorate.

To change the preferred block size, buffer size, buffer count, and high water count
for devices

1

On the navigation bar, click Devices.

2 Expand the server icon.
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Select the device for which you want to view properties.

Under General Tasks in the task pane, select Properties, and then on the
Drive Properties dialog box, click Configuration.

Click the drop-down menu for the item that you want to change, and then
select a new setting.

See “Configuration properties for devices” on page 444.

Click OK.

Enabling hardware compression for devices

You can enable or disable hardware compression for a device if the device supports

compression.

To enable hardware compression for devices

1

2
3
4

On the navigation bar, click Devices.
Expand the server icon.
Select the device for which you want to view properties.

Under General Tasks in the task pane, select Properties, and then on the
Drive Properties dialog box, click Configuration.

Click the drop-down menu for the item that you want to change, and then
select a new setting.

See “Configuration properties for devices” on page 444.
Click Enable compression.

Click OK.

Specifying read and write operations on types of

media

You can specify that a device is limited to performing read and write operations

on specific media types. This information is then incorporated into the device
and media database, allowing Backup Exec to exclude this media type when
searching for media to be used for a job that requires writing to the media.

To specify read and write operations on types of media

1

On the navigation bar, click Devices.

2 Expand the server icon.
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3 Select the device for which you want to specify read and write operations on
types of media.

4  Under General Tasks in the task pane, select Properties, and then on the
Drive Properties dialog box, click Media Type.

See “Media type properties for devices ” on page 450.
5 Change the Read and Write check boxes as appropriate.

See “Bar code rules in mixed media libraries” on page 233.

Viewing storage device properties

Properties provide detailed information about storage devices, such as statistics,
dates, and settings.

To view storage device properties

1 Select the item for which you want to view properties, and then in the task
pane under General Tasks, click Properties.

2 Toview general properties, click General.
See “General properties for devices” on page 442.
3 Toview configuration properties, click Configuration.
See “Configuration properties for devices” on page 444.
4  To view SCSI information properties, click SCSI Information.
See “SCSI information for devices” on page 447.
5 To view statistics properties, click Statistics.
See “ Statistics properties for devices” on page 447.
6 To view cleaning properties, click Cleaning.
See “Cleaning properties for devices” on page 448.
7 Toview media type properties, click Media Type.
See “Media type properties for devices ” on page 450.

General properties for devices

General properties for devices include information about the status, type, and
vendor of the device.

See “Viewing storage device properties” on page 442.
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Table 9-1 General properties for devices
Item Description
Name Displays the name of the device.
Status Displays any of the following statuses:
m Pause.

Indicates if this device is paused.

m Enable.
Indicates if Backup Exec has exclusive use of
this device.
If the check box is clear, the device is disabled
and cannot be used by Backup Exec. The
device is available for other applications.

m Online.
Indicates that the device is online if a dimmed
check box with a check mark appears.
If the device is offline, a check mark does not
appear. No operations are allowed on the
device until it is online again.

The device appears as offline if the following

occurs:

m The device was turned off after Backup
Exec was started.

m The device was being used by another
application (such as a Windows backup
utility) when Backup Exec was started.

B Thedeviceis removed from the computer.

m If a device reports a critical error.

m The firmware of the device was updated;
Backup Exec will behave as if the device
with its old name or identity no longer
exists.

See “Changing the status of a device to online”
on page 492.

Vendor Displays the name of the vendor of the drive or
robotic library.

Product ID Displays the product ID from the SCSI Inquiry
string.
Firmware Displays the version of the firmware used in the

device.
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Table 9-1 General properties for devices (continued)
Item Description
Library type Displays the default first slot of the robotic

library. Virtual tape libraries are identified by the
string VTL. The simulated tape libraries that the
Tape Library Simulator Utility creates are
identified by the string TLS.

See “About the Tape Library Simulator Utility”
on page 1911.

Media type Displays the media type used in this drive type.

Date in service Displays the date this device was first detected
by this installation of Backup Exec.

Serial number Displays the serial number of the drive.

Configuration properties for devices
Use the configuration properties for devices to do the following:

m Enable or disable hardware compression (if compression is supported by the
drive).

m Change the preferred block size, buffer size, buffer count, and high water
count.

Caution: Preferred configuration settings are used to tune the performance of
backup and restore operations. Changing preferred configuration settings is not
generally recommended and may have a negative effect on your backup and system
performance. Any changes should be thoroughly tested to make sure that system
performance does not deteriorate.

See “Viewing storage device properties” on page 442.
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Table 9-2 Configuration properties for devices
Item Description
Enable compression Indicates if hardware compression is enabled.

If this option is available, this device is capable of
supporting hardware compression.

If ajob is configured to use hardware compression, but
is run on a device on which hardware compression is
disabled (even though it is supported), hardware
compression is considered unavailable and is not used.

Block size (per device)

Displays the size of the blocks of data that are written
to new media in this device. The default is the preferred
block size.

Some devices (for example, LTO devices) provide better
performance when larger block sizes are used. The
preferred block size can range from 512 bytes to 64
kilobytes or larger. If you use a device that supports
larger block sizes, you can change the device’s block
size in the Device Configuration tab. However, if the
option to change the block size is unavailable, you must
configure the device to use a larger size.

See the device manufacturer’s documentation for help
in configuring the device.

Backup Exec does not ensure that the requested block
size is in fact supported by that device. You should
check the device specifications to make sure that the
block size is supported. If the device does not support
a block size, it will default to its standard block size.

If the device does not support block size configuration,
this option is unavailable.

Buffer size (per device)

Displays the amount of data sent to the device on each
read or write request. The buffer size must be an even
multiple of the block size.

Depending on the amount of memory in your system,
increasing this value may improve device performance.
Each type of device requires a different buffer size to
achieve maximum throughput.

445



446 | Managing tape drives and robotic libraries
Viewing storage device properties

Table 9-2 Configuration properties for devices (continued)
Item Description
Buffer count Displays the number of buffers allocated for this device.

Depending on the amount of memory in your system,
increasing this value may improve device performance.
Each type of device requires a different number of
buffers to achieve maximum throughput.

If you change the buffer count, you may need to adjust
the high water count accordingly.

High water count

Displays the number of buffers to be filled before data
is first sent to the device, and any time after that if the
device underruns.

The high water count cannot exceed the buffer count.
A value of 0 disables the use of high water logic; that
is, each buffer is sent to the device as it is filled.

The default setting provides satisfactory performance
in most instances; in some configurations, throughput
performance may be increased when other values are
specified in this field. If you increase or decrease the
buffer count, the high water count should be adjusted
accordingly. If a device has a high water count default
of 0, it should be left at 0.

Default Settings

Returns all of the preferred configuration settings to
their defaults.

Read single block mode

Indicates if this device reads only one block of data at
a time, regardless of the size of the buffer block.

Write single block mode

Indicates if this device writes only one block of data at
a time. This option provides greater control over the
handling of data write errors.

Symantec recommends this option if the device is a
shared storage device.

Read SCSI pass-through mode

Indicates if this device reads data without going through
aMicrosoft tape device APIL This option allows the data
to pass directly through the device and allows more
detailed information if device errors occur.
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Table 9-2 Configuration properties for devices (continued)

Item Description

Write SCSI pass-through mode | Indicates if this device writes data without going
through the Microsoft tape device API. This option
allows data to pass directly through the device driver
and allows more detailed information if device errors
occur.

Symantec recommends this option if the device is a
shared storage device.

SCSl information for devices

SCSI information for a device provides properties of the Small Computer System
Interface (SCSI).

See “Viewing storage device properties” on page 442.

Table 9-3 SCSlinformation for a device
Item Description
Inquiry Displays device information read from the device firmware.
Port Displays the identifying number of the port on the server to which

the device is attached.

Bus Displays the identifying number of the bus to which the device is
attached.

Target ID Displays the unique SCSI ID number (physical unit number).

LUN Displays the Logical Unit Number of the device.

Statistics properties for devices

Statistics include the date the device was last mounted, device totals such as the
total number of bytes written and read, and device errors. Error rates are affected
by media, head cleaning, and head wear. Information includes only the statistics
that are gathered after Backup Exec first discovers the device.

The documentation included with your device should list the acceptable limits
for hard and soft errors; if not, check with the hardware manufacturer.

See “Viewing storage device properties” on page 442.
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Table 9-4 Statistics properties for devices

Item Description

Last mount date Displays the last date that media was mounted by this device.

Total bytes written Displays the number of bytes that have been written by this device.

Total bytes read Displays the number of bytes that have been read by this device.

Total mounts Displays the number of times media has been mounted by this
device.

Total seeks Displays the total number of seek operations (performed when a
specific piece of information is being located) that have been
performed by this device.

Total hours in use Displays the total number of hours that this device has been in
use (performing read, write, mount, and seek operations).

Seek error Displays the number of errors encountered while trying to locate
data.

Soft read errors Displays the number of recoverable read errors encountered. If
you receive soft errors, it may indicate the beginning of a problem.
If you receive excessive errors for your environment, check the
device and perform maintenance on it, and check the media for
damage.

Hard read errors Displays the number of unrecoverable read errors encountered.
If you receive hard errors, check the device and perform
maintenance on it, and check the media for damage.

Soft write errors Displays the number of recoverable write errors encountered. If

you receive soft errors, it may indicate the beginning of a problem.
If you receive excessive errors for your environment, check the
device and perform maintenance on it, and check the media for
damage.

Hard write errors

Displays the number of unrecoverable write errors encountered.
If you receive hard errors, check the device and perform
maintenance on it, and check the media for damage.

Cleaning properties for devices

Cleaning properties for devices provide statistics on totals and errors since the
last cleaning. The documentation included with your device should list the
acceptable limits for hard and soft errors; if not, check with the hardware

manufacturer.
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For robotic library drives, the statistics on the Cleaning tab are automatically
updated when a cleaning job successfully completes.

If you want to maintain accurate cleaning statistics for your stand-alone drives,

you can reset the cleaning statistics after the drive has been manually cleaned.

See “Viewing storage device properties” on page 442.

See “Creating a cleaning job” on page 471.

Table 9-5 Cleaning properties for devices
Item Description
Last cleaning date Displays the last date a cleaning operation

was performed on the device.

Hours since last cleaning

Displays the number of hours that the
device has been in use since the last
cleaning.

Reset Cleaning Statistics

Resets all cleaning statistics to zero
(stand-alone drives only). You cannot undo
this operation.

Bytes written

Displays the number of bytes that have been
written by this device since the last
cleaning.

Bytesread

Displays the number of bytes that have been
read by this device since the last cleaning.

Total mounts

Displays the number of times media has
been mounted by this device since the last
cleaning.

Total seeks

Displays the total number of seek
operations that have been performed by
this device since the last cleaning. Seek
operations are run to locate a specific piece
of information .

Hours in use

Displays the total number of hours that this
device has been in use since the last
cleaning.

Seek errors

Displays the number of seek errors
encountered since the last cleaning.

449



450

Managing tape drives and robotic libraries
Viewing storage device properties

Table 9-5

Cleaning properties for devices (continued)

Item

Description

Soft read errors

Displays the number of recoverable read
errors encountered since the last cleaning.
Soft errors may indicate the beginning of a
problem. If excessive errors are reported
for your environment, check the device and
perform maintenance on it, and check the
media for damage.

Hard read errors

Displays the number of unrecoverable read
errors encountered since the last cleaning.
If you receive hard errors, check the device
and perform maintenance on it, and check
the media for damage.

Soft write errors

Displays the number of recoverable write
errors encountered since the last cleaning.
Soft errors may indicate the beginning of a
problem. If excessive errors are reported
for your environment, check the device and
perform maintenance on it, and check the
media for damage.

Hard write errors

Displays the number of unrecoverable write
errors encountered since the last cleaning.
If you receive hard errors, check the device
and perform maintenance on it, and check
the media for damage.

Media type properties for devices

Media types properties display the types of media that you can place in the device.
You can specify the media types to use for read or write operations. By default,
all media type categories are listed, and are allowed for use by both read and write

operations.

See “Viewing storage device properties” on page 442.

Backup Exec’s device and media database maintains a list of media types, such as
4mm, and then further defines the subcategories of a media type. For example, a
4mm media type can include 4mm DDS-1 with a length of 60m and the storage
capacity of 1.3 GB. Another 4mm tape might also be a 4mm DDS-1 but have a
length of 90m and a storage capacity of 2GB.
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If you have bar code support for a robotic library that uses different types of
drives, you can create a bar code rule so that Backup Exec can identify which
media type to use in a drive.

See “Bar code rules in mixed media libraries” on page 233.

Table 9-6 Media type properties for devices
Item Description
Media Types Displays types of media, such as 4mm, and any defined category

of this media type, such as CLN for cleaning tape. Media types that
have numbers appearing in brackets (for example, 4mm [6]) can be
used to define specific bar code rules.

Read Displays Yes if this media type can be read by the device.

Write Displays Yes if this media type can be written to by the device.

About robotic libraries in Backup Exec

Backup Exec’s Advanced Device and Media Management (ADAMM) feature provides
powerful functionality for robotic libraries. With typical robotic library modules,
you divide slots in the robotic library into defined groups, and then target backups
to those groups. This arrangement works as long as there is enough media in the
group to process the jobs targeted there. Problems occur when the data exceeds
the available media in the group, because operations cannot continue until
overwritable media is physically added, and you create an import media job to
insert media into your robotic library. This situation can take place even though
slots in the robotic library assigned to other groups contain usable media.

Backup Exec’s Device and Media Management feature solves the problems
associated with typical robotic library modules. Rather than targeting a backup
job to a specific group of slots with a finite number of media, Backup Exec accesses
all of the media in the robotic library and uses media that belongs to the job’s
targeted media set. If the backup job exceeds the capacity of one piece of media,
Backup Exec searches all media contained in the robotic library, finds a suitable
media, and uses it for the job.

For example, an operator has a robotic library with six slots. The operator inserts
six blank tapes and targets backup jobs to various media sets within the robotic
library. Depending on whether the backups are overwrite or append jobs, Backup
Exec automatically allocates available tapes in the robotic library. If a job exceeds
the capacity of one tape and another overwritable tape is available in the robotic
library, the job will automatically continue on that tape. When Backup Exec runs
out of tapes, it prompts the operator to import overwritable media.
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In arobotic library, Backup Exec selects the oldest recyclable media in the library
to use first. If more than one media meeting the requirements is found, Backup
Exec then selects the media in the lowest-numbered slot; for example, media in
slot 2 would be selected before equivalent media in slot 4.

See “About the Library Expansion Option ” on page 437.

See “About the Virtual Tape Library Unlimited Drive Option ” on page 436.

See “Utility jobs for virtual tape libraries and simulated tape libraries” on page 465.
See “Requirements for setting up robotic library hardware” on page 452.

See “Importing media to a robotic library” on page 472.

Requirements for setting up robotic library hardware

You can configure Backup Exec to work with robotic library drives by making
associations between the robotic library’s drives, robotic arm, and Backup Exec.
Backup Exec supports serialized drives. Manual configuration of serialized drives
is not required.

You can find a list of supported devices at the following URL:
http://entsupport.symantec.com/umi/V-269-2
Ensure that the robotic library hardware is configured as follows:

m Ensure that the robotic arm is set to Random mode. Refer to your robotic
library documentation for more information.

m Ensure the following for a multi-LUN robotic library:
m The controller card is set to support multiple LUNs (if supported).

m The target LUN for the tape drive is lower than the target LUN for the
changer.

m Determine which drive is the first drive in the robotic library (Storage Device
0), and then arrange the SCSI IDs to match the sequence of the drive element
addresses. Refer to your robotic library documentation to determine the drive
element address for each storage device.

m Ensure that the SCSIID of the robotic arm precedes the SCSIIDs of the drives
in the robotic library. Do not use 0 or 1 because these SCSI IDs are typically
reserved for boot devices.

In the following example, if your robotic library has two drives, the drive with the
lowest drive element address should be assigned the lower SCSI ID.


http://entsupport.symantec.com/umi/V-269-2
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Table 9-7 Example configuration for a multi-drive robotic library
Data Transfer Element (Storage Devices) SCSI ID Drive
Element
Address
Robotic Arm 4 N/A
Storage Device 0 5 00008000
Storage Device 1 6 00008001

See “Troubleshooting the display of robotic library devices” on page 453.

Troubleshooting the display of robotic library devices

If the robotic library devices are not correctly displayed in the Devices view, try

the following:
Table 9-8 Troubleshooting the display of robotic library devices
Issue Action

If a robotic library appears in the backup
devices list as a stand-alone drive:

Run the Tape Device Configuration Wizard.
In the Configure Library Drives panel,
correct the association by clicking and
dragging the drive to the appropriate robotic
library.

See “Configuring storage devices by using
the Configure Devices Assistant” on page 427.

If the robotic arm is not shown:

Ensure that you have enabled robotic library
support.

See “About Backup Exec’s standard features”
on page 110.

If you make any changes, run an Inventory operation to update Backup Exec’s

media database.

See “About inventorying media” on page

431.

See “Requirements for setting up robotic library hardware” on page 452.

Initializing robotic libraries when the Back

You can enable Backup Exec to initialize
Exec service starts.

up Exec service starts

a robotic library whenever the Backup
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During startup, if there is media in the storage devices in the robotic library,
Backup Exec attempts to return the media to its original magazine slot. If the
media cannot be returned to the slot, an error message appears requesting that
the media be ejected from the storage device.

You can also create a job to initialize a robotic library.

See “Creating a job to initialize a robotic library” on page 467.
To initialize robotic libraries when the Backup Exec service starts
1 Onthe navigation bar, click Devices.

Expand the server icon.

Select a robotic library.

Under Robotic Library Tasks in the task pane, select Properties.
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On the Configuration tab, click Enable startup initialization.
See “Configuration properties for robotic libraries” on page 455.
6 Click OK.

Enabling bar code rules for robotic libraries

After you create a bar code rule to specify the types of media that Backup Exec
should use in a robotic library drive, you must enable bar code rules for the library.

See “Bar code labeling” on page 232.

To enable bar code rules for robotic libraries

On the navigation bar, click Devices.

Expand the server icon.

Select a robotic library.

Under Robotic Library Tasks in the task pane, select Properties.
On the Configuration tab, click Enable bar code rules.

Click OK .
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Defining a cleaning slot

Before submitting a cleaning job, you must define a cleaning slot that contains
the cleaning tape.

Make sure that the cleaning tape is located in the slot that you defined as the
cleaning slot. After defining the cleaning slot, you can set up a cleaning job for
the robotic library drive.
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See “Creating a cleaning job” on page 471.

Defined cleaning slots are not inventoried when an inventory job runs.

To define a cleaning slot

1 Onthe navigation bar, click Devices.
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Click the drive or robotic library for which you are setting up the cleaning.
Select the slot that contains the cleaning tape.
Under General Tasks in the task bar, select Properties.

Check Cleaning slot, and then click OK.

Configuration properties for robotic libraries

Configuration properties let you enable a robotic library to be initialized when
Backup Exec starts, enable bar code rules, and specify slot base numbering.

See “Viewing storage device properties” on page 442.

Table 9-9

Configuration properties for robotic libraries

Item

Description

Enable startup
initialization

Indicates if Backup Exec initializes the robotic library when the Backup
Exec service is started. Depending upon the type of robotic library,
initialization can determine which slots have media and can read all bar
code labels on media.

The default setting is off.

You may want to enable this option if the library does not initialize itself
when it starts. However, if the library is shared by multiple servers, you
should not enable this option since each server must initialize the library.
Other servers cannot access the library until all of the initialization
processes are complete.

If you do not want to initialize the library at startup, you can run an
initialization job at any time.

See “Creating a job to initialize a robotic library” on page 467.

Enable bar code
rules

Indicates if bar code rules are enabled for the robotic library. If you
create a bar code rule to specify the type of media that Backup Exec
should use in a robotic library drive, you must enable bar code rules for
that library before the rules are used.

The default setting is off.

See “Bar code rules in mixed media libraries” on page 233.
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Table 9-9 Configuration properties for robotic libraries (continued)
Item Description
Slot base Depicts the starting slot for this robotic library. Backup Exec determines

what the starting slot should be for this type of library. Some robotic
libraries have slots that start at 0. Other libraries start at 1. You can
change the starting slot if necessary.

See “Reassigning a slot base number for robotic libraries” on page 461.

Statistics properties for robotic libraries
You can view statistics for a robotic library.

See “Viewing storage device properties” on page 442.

Table 9-10 Statistics properties for robotic libraries
Item Description
Slot count Displays the number of slots in the robotic library.

Driveelementcount | Displays the number of drive elements contained in the robotic

library.
Total mounts Displays the number of times media has been mounted by this device.
Mount errors Displays the number of errors encountered while mounting media
in a drive.

Properties for robotic library slots

You can view information about a slot in the robotic library, and about any media
that is in the slot.

See “Viewing storage device properties” on page 442.

Table 9-11 Properties for robotic library slots
Item Description
Slot number Displays the number of the slot.
Bar code Displays the label obtained from a

bar code reader. Bar code
information only appears if the
robotic library has a bar code reader
and a bar code label is on the media.
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Table 9-11 Properties for robotic library slots (continued)
Item Description
Cleaning slot Indicates if this slot has been

defined as a cleaning slot.

See “Defining a cleaning slot ”
on page 454.

Media label Displays the media label as one of
the following:

B A label that Backup Exec
automatically assigns.

m A label that the administrator
assigns.

B A pre-assigned bar code label.

You can edit the media label, which
is limited to 32 characters. Editing
the label changes the name of the
media in the display, but does not
write the new label to the media
until an overwrite operation occurs.
When you edit a media label, try to
make it a concise identifier that will
remain constant even when the
media is reused. You should write
this media label on a label fixed to
the outside of the physical media.

Duplicate labels can be
automatically generated. For
example, reinstalling Backup Exec
or bringing media from another
Backup Exec installation could cause
duplication in labels. Duplicate
labels are allowed, but not
recommended.

If a bar code is available, and a bar
code-equipped device is used, then
the media label automatically
defaults to that bar code.
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Table 9-11 Properties for robotic library slots (continued)
Item Description
Description Displays the original media label if

the media is imported media.

You can edit the media description,
which is limited to 128 characters,
to make it a more descriptive label.

Media type

Displays the media type and subtype
(if available). Click the button next
to the field to change the media type
or subtype.

Export pending

Displays Yes when a job runs that
has an associated Export Media
template to export this media.

See “About export media templates”
on page 520.

Media set

Displays the name of the media set
this media belongs to.

Media location

Displays the name of the device or
vault where this media is located.

Creation date

Displays the date and time when the
media was first entered into Backup
Exec.

Allocated date

Displays the date and time when the
media was added to a media set as a
result of an overwrite operation.

Modified date

Displays the date and time when
data was last written to the media.

Overwrite protection until

Displays the date and time after
which the media can be overwritten.

Appendable until

Displays the date and time after
which the media can no longer be
appended to.
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Table 9-11 Properties for robotic library slots (continued)
Item Description
Supports HW encryption Displays Yes if this media supports

hardware encryption.

See “About hardware encryption”
on page 400.

About robotic library partitions

Partition
Divider

You can group one or more robotic library slots into partitions. Partitioning robotic
library slots provides more control over which media is used for backup jobs.
When you set up robotic library partitions, Backup Exec creates a device pool for
each partition. Jobs targeted to a partition device pool run on the media located
in the partition’s slots. For example, if you set up a partition that contains slots
1 and 2 and you want to run a weekly backup only on the media in these slots, you
would submit the job to the partition device pool containing slots 1 and 2.

A partition divider lists the range of slots included in the partition.

Figure 9-1 Configure Partitions dialog box

Configure Partitions - SONY 2 §|

Select starting slotz for partitions below:

- SOMY 2 [0007..0004] - Bemaove Partition
Slat 1 o

Slat 2

Slot 3
Slat &

- SOMY 2 [0006..0004] -

Slat Remaove &l
Slat 7

Slat &

I 0k, l [ Cancel l [ Help ]

For example, if you want to create two 5-slot partitions on a robotic library with
10 slots, click Slot 1 and Slot 6. In this example, Slots 1-5 will be included in the
first partition and Slots 6-10 will be included in the second.

Partitions can include any number of robotic library slots; however, the first
partition cannot be moved or deleted when other partitions exist.
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Depending upon the robotic library configuration, the first slot could be numbered
1 or 0. If the robotic library uses a zero-based slot configuration and you assign
the first partition to begin with slot 1, the Partition Utility will actually use slot
0 as the first slot for partition 1 and adjust the starting slot accordingly for all
other partitions.

The partition device pools appear in the Devices view under the Device Pools
icon. If the robotic library is partitioned, Backup Exec searches for the oldest
recyclable media in the targeted partition only. If more than one media meeting
the requirements is found, Backup Exec then selects the media in the
lowest-numbered slot; for example, media in slot 2 would be selected before
equivalent media in slot 4.

In order to fully benefit from Backup Exec’s partition management feature,
Symantec recommends that you create a partitioning scheme that best matches
the manner in which you want to control your backups. For example, some
administrators may feel that network backups are best managed by allowing
access to partitions based on users and groups, while others may want to base
their partitions on operation types.

See “Creating robotic library partitions” on page 460.
See “Removing robotic library partitions” on page 463.

See “About redefining robotic library partitions” on page 462.

Creating robotic library partitions

You can create partitions for robotic library slots to control which media is used
for backup jobs. After you create the partitions, you can submit jobs to those
partitions’ device pools.

The partition device pools appear under Robotic Libraries for the robotic library
on which they were created. All partition device pools for a robotic library have
the same name and display the slot ranges for the partition in parentheses within
the name.

See “About robotic library partitions” on page 459.

To create robotic library partitions

1 On the navigation bar, click Devices.

Expand the server icon.

Select the robotic library containing the slots that you want to partition.

Under Robotic Library Tasks in the task pane, select Configure partitions.
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Select the robotic library slots to include in each partition by clicking the slot
on which each new partition should begin.
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6 Click OK after configuring the partitions.
7 Click Yes to accept the partitions.

Reassigning a slot base number for robotic libraries

Backup Exec automatically assigns slot base numbers for robotic libraries. If
necessary, you can reassign how robotic library slots are displayed in Backup
Exec. Slot base numbers in some robotic libraries start at 0, while slots in other
robotic libraries start at 1. If the robotic library uses a zero-based slot
configuration, you can reassign how the slots are displayed.

To reassign a slot base number for robotic libraries

On the navigation bar, click Devices.

Expand the server icon.

Select the robotic library for which you want to reassign the slot base number.
In the task pane, under General Tasks, click Properties.

On the Configuration tab, in the Slot base field, type the appropriate number.
Click OK.
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Configure Partitions options

You can configure new robotic library partitions, remove paritions, or rearrange
partitions.

See “Creating robotic library partitions” on page 460.

See “Removing robotic library partitions” on page 463.

Table 9-12 Configure Partitions options

Item Description

Select starting Displays the available slots that you can designate as a starting slot
slots for for a robotic library partition.
partitions below

Remove Partition | Removes the selected partition. The slots contained in the partition
you are removing are added to the partition preceding it.

Move Up Moves the selected partition divider up to increase the number of slots
in the partition. (The number of slots in the preceding partition is
decreased.)
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Table 9-12 Configure Partitions options (continued)
Item Description
Move Down Moves the selected partition divider down to decrease the number of

slots in the partition. (The number of slots in the preceding partition
is increased.)

Remove All Removes all partition settings.

About redefining robotic library partitions

You can reassign slots to different partitions or even create or delete partitions
from a partition drive pool by providing different beginning slot parameters. For
example, if your current set-up is a 6-slot robotic library with two partitions
(partition 1 = slots 1-3 and partition 2 = slots 4-6), but you want to have three
partitions with slots 1-2 in partition 1, slots 3-5 in partition 2, and slot 6 in partition
3, you would select slots 1, 3, and 6.

Because the first two partition drive pools maintain the same identity, even though
the slots have been reassigned, jobs submitted to those partition drive pools will
not have to be retargeted.

However, if you change from three partitions to two partitions, any jobs submitted
to the third partition must be retargeted since that third partition no longer exists.
Also, if you create a new partition that completely contains two or more of the
old partitions, jobs submitted to the old partition must be retargeted.

For example, if a robotic library that had been partitioned with the following:

Table 9-13 Robotic library partition example
Partition Slot

Partition 1 Slots 1-2

Partition 2 Slots 3-4

Partition 3 Slots 5- 10

The library is repartitioned as follows:

Table 9-14 Robotic library repartition example
Partition Slot
Partition 1 Slots1-4

Partition 2 Slots 5-6
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Table 9-14 Robotic library repartition example (continued)
Partition Slot
Partition 3 Slots 7 - 10

Then any jobs targeted to the old partition 2 (slots 3-4) must be retargeted.

Note: If a job is targeted to a particular robotic library drive (or a device pool that
is not a partition drive pool), the job defaults to the first partition in the robotic
library.

See “Creating robotic library partitions” on page 460.

See “Retarget Job options ” on page 503.

Removing robotic library partitions

You can remove one or all partitions in a robotic library.

To remove robotic library partitions

1 On the navigation bar, click Devices.

Expand the server icon.

Select the robotic library that contains the partitions that you want to remove.

Under Robotic Library Tasks in the task pane, select Configure partitions.
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Do one of the following:

To remove one partition: Select the partition that you want to
remove, and then click Remove Partition.

To remove all partitions: Click Remove all.

Click OK after you configure the partitions.

N

Click Yes to accept the new configuration.

About creating utility jobs to help manage devices
and media

Backup Exec includes utility jobs that aid in managing devices and media. You
can specify a job priority and a recipient for notification when these jobs run.
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Utility jobs, which are similar to backup and restore jobs, generate job history
records and an XML job log when they run.

Jobs that can be scheduled as recurring jobs are listed in the following table:

Table 9-15 Utility jobs that can be scheduled

Utility job that | For more information
can be scheduled

Vault media job See “Scheduling a job to move media” on page 243.

Catalog media See “Creating a new catalog” on page 236.
Restore data See “Creating a restore job while reviewing media or devices”
on page 238.

Inventory robotic | See “About inventorying media” on page 431.
library or device

Erase mediaina |See “Erasing media” on page 433.
robotic library or

device

Import media See “Importing media to a robotic library” on page 472.

Export media See “Exporting media from a robotic library” on page 473.

Export expired See “Exporting expired media from a robotic library” on page 475.

media (robotic
libraries only)

Lock robotic See “Locking the robotic library’s front panel” on page 476.
library

Unlock robotic See “Unlocking the robotic library’s front panel” on page 477.
library

Clean drive See “Defining a cleaning slot ” on page 454.

Utility jobs that can be created only as run-once jobs, which are jobs that are
scheduled to run now or to run once at a specified date and time, are listed in the
following table:

Table 9-16 Utility jobs that can run once

Utility jobs that | For more information
can run once

Label media See “Labeling media” on page 469.
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Table 9-16 Utility jobs that can run once (continued)

Utility jobs that | For more information

can run once

Format media, See “Formatting media in a drive” on page 468.

including WORM
media

Retension media | See “Retensioning a tape” on page 467.

Eject media See “Ejecting media from a drive” on page 470.

Initialize robotic | See “Creating a job to initialize a robotic library” on page 467.

library

Utility jobs for virtual tape libraries and simulated tape libraries

Backup Exec treats virtual tape libraries and simulated tape libraries as physical

robotic libraries. You can identify virtual tape libraries by the label VTL that

displays on a library's properties pages. You can identify simulated tape libraries

by the label TLS (Tape Library Simulator Utility).

See “General properties for devices” on page 442.

The virtual tape libraries and simulated tape libraries do not support all of the
utility jobs that are available for physical robotic libraries.

The following table describes the tasks that are available for these libraries.

Table 9-17 Utility jobs for virtual tape libraries and simulated tape libraries
Utility job Available for virtual | Available for simulated tape
tape libraries libraries
Lock No No
Unlock No No
Export Yes No
Import Yes No
Label media Yes No
Export expired media | No No
Cleaning slot No No
Bar code rules Yes No
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Table 9-17 Utility jobs for virtual tape libraries and simulated tape libraries
(continued)
Utility job Available for virtual | Available for simulated tape
tape libraries libraries
Cleandrive No No

General options for utility jobs

General options for utility jobs provide the name of the utility job, and the priority
of the access to the devices for the utility job.

Table 9-18 General options for utility jobs
Item Description
Jobname Displays the name for the job.
Job priority Displays the priority of the access to the
devices for this job.
See “About job priority” on page 187.

See “About creating utility jobs to help manage devices and media” on page 463.
See “Inventorying media in a device” on page 432.

See “Creating a new catalog” on page 236.

See “Erasing media” on page 433.

See “Retensioning a tape” on page 467.

See “Formatting media in a drive” on page 468.

See “Labeling media” on page 469.

See “Ejecting media from a drive” on page 470.

See “Creating a cleaning job” on page 471.

See “Locking the robotic library’s front panel” on page 476.
See “Exporting media from a robotic library” on page 473.
See “Unlocking the robotic library’s front panel” on page 477.
See “Creating a job to initialize a robotic library” on page 467.

See “Exporting expired media from a robotic library” on page 475.
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Inventorying robotic libraries when Backup Exec services start

You can set a default so that all robotic libraries are included in the inventory job
whenever Backup Exec services are started. Symantec recommends that you
enable this default if media is often moved between robotic libraries. Backup Exec
may take longer to start.

To inventory robotic libraries when Backup Exec services starts

1
2

On the Tools menu, click Options.
In the Properties pane, under Settings, click Preferences.
See “Default Preferences” on page 188.

Click Include roboticlibraries in inventory job when Backup Exec services
start up.

Click OK.

Creating a job to initialize a robotic library

You can create a job to initialize the robotic library. You can monitor this job on
the Job Monitor.

You can also enable initialization whenever the Backup Exec service is started.

See “Initializing robotic libraries when the Backup Exec service starts” on page 453.

To create a job to initialize a robotic library

1

2
3
4

On the navigation bar, click Devices.
Select the robotic library.
Under Robotic Library Tasks in the task pane, select Initialize.

To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

If you want Backup Exec to notify someone when the job completes, in the
Properties pane, under Settings, click Notification.

See “Sending a notification when a job completes” on page 665.

Click Run Now.

Retensioning a tape

Use Retension media to run the tape in the tape drive from beginning to end at
a fast speed so that the tape winds evenly and runs more smoothly past the tape
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drive heads. Refer to the documentation that came with your tape drive to see
how often this utility should be performed.

Retensioning is primarily for Mini Cartridge and quarter-inch cartridges and is
not supported on most other types of tape drives.

You cannot cancel a Retension operation after it has started; however, you can
use Cancel to stop a queued retension operation.

The job will be submitted as a Run now job, unless you submitted the job on hold.
You can monitor the Retension operation from the Job Monitor.

To retension a tape

1
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On the navigation bar, click Devices.

Expand the server icon.

Select the drive or slot containing the media you want to retension.
Under Media Tasks in the task pane, select Retension media.

To specify a job name or a job priority, on the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

If you want a person or group to be notified when the job completes, in the
Properties pane, under Settings, click Notification, and select the options
you want.

See “Sending a notification when a job completes” on page 665.

Click Run now.

Formatting media in a drive

Use Format media to format the media currently in the drive. Most devices do
not support formatting. If formatting is not supported, the option is not available.

If you use Format on a DC2000 tape, the formatting may take two or more hours
to complete.

Caution: Formatting erases the media. All data on the media is lost.

You cannot cancel a Format operation after it has started; however, you can use
Cancel to stop a queued Format operation.

The job will be submitted as a Run now job, unless you submitted the job on hold.
You can monitor the Format operation from the Job Monitor.
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To format media in a drive
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Labeling media

On the navigation bar, click Devices.

Expand the server icon.

Select the drive or slot containing the media you want to format.
Under Media Tasks in the task pane, select Format media.

The media label that is displayed was read during the last inventory operation.
The media label displayed does not change until another inventory operation
occurs. Therefore, if you changed media in the slot or drive but did not run
Inventory, the media label displayed may not match the actual media in the
slot or drive.

To format the media that is displayed, click Yes.

To specify a job name or a job priority, on the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

If you want a person or group to be notified when the job completes, in the
Properties pane, under Settings, click Notification, and select the options
you want.

See “Sending a notification when a job completes” on page 665.

Click Run now.

Use Label media to immediately write a new media label on the media in the
selected drive. This operation destroys any data on the media. To change the
media label without destroying the data on the media (until an overwrite operation
occurs), use Rename.

Note: Media that use bar code labels cannot be renamed. When you run label media
jobs against the pieces of media that use bar code labels, the job logs report
successfully completed jobs. However, the media label names do not change.

You cannot cancel a Label media operation after it has started; however, you can
use Cancel to stop a queued Label media operation.

To label media

1
2

On the navigation bar, click Devices.

Expand the server icon.
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Select the drive or slot containing the media you want to label.
Under Media Tasks on the task pane, select Label media.
The following warning is displayed:

"This operation will be performed on the current media in the drive or slot.
If the media has been changed since the last inventory operation was
performed, the media label in the next dialog may not match the media in
the drive or slot selected.”

Click OK.
Type the name you want to use as the recorded media label for this media.
Click OK to erase all data on the media and re-label the media.

To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

If you want a person or group to be notified when the job completes, on the
Properties pane, under Settings, click Notification and select the options
you want.

See “Sending a notification when a job completes” on page 665.
Click Run now.

Write this same media label on an external label fixed to the outside of the
physical media.

Ejecting media from a drive

Use Eject media to eject the media currently in the standalone drive.

Some drives do not support a software-driven media eject. If the media is a tape,
the tape is rewound and you may be instructed to manually remove it.

The job will be submitted as a Run now job, unless you submitted the job on hold.

To eject media from a drive

1

2
3
4

On the navigation bar, click Devices.
Expand the server icon, and then select the drive.
Under Media Tasks in the task pane, select Eject media.

To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.



Managing tape drives and robotic libraries
About creating utility jobs to help manage devices and media

If you want a person or group to be notified when the job completes, on the
Properties pane, under Settings, click Notification, and select the options
you want.

See “Sending a notification when a job completes” on page 665.

Click Run Now.

Creating a cleaning job

You can create and schedule a cleaning job for a robotic library drive. Additionally,
Backup Exec automatically cleans a robotic library drive when the drive issues a
tape alert that it requires cleaning.

Before submitting a cleaning job, you must define a cleaning slot that contains
the cleaning tape.

See “Defining a cleaning slot ” on page 454.

You can view cleaning statistics for the drive.

See “Cleaning properties for devices” on page 448.

To run a cleaning job

1
2

On the navigation bar, click Devices.

Click the drive or robotic library containing the drive, and then select the
drive.

Under Drive Tasks in the task pane, select Clean.

To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

If you want a person or group to be notified when the job completes, in the
Properties pane, under Settings, click Notification and select the options
you want.

See “Sending a notification when a job completes” on page 665.

If you want to run the job now, click Run Now. Otherwise, on the Properties
pane, under Frequency, click Schedule to set the scheduling options you
want to use.

See “Scheduling jobs” on page 344.
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About importing media to a robotic library

Animport mediajob inserts media into the robotic library so that the Backup Exec
database is updated.

Before you create an import media job, note the following:

m If the media does not have a bar code, when you create the import job, you
must select the option Auto-inventory after import is completed.

m If your robotic library uses a media magazine, make sure no jobs are currently
running and that all media are ejected from the drive and are back in the
magazine slots before swapping the magazine.

You can select any number of slots to import.

The Backup Exec import media job fully supports robotic libraries with portals.
When this job is run, the slots you selected are checked for media. If media is
found, it is exported to the portals. After all the media has been exported, you are
prompted to insert new media into the portal so it can be imported. This process
continues until all of the requested media has been imported into the robotic
library.

See “Importing media to a robotic library” on page 472.

Importing media to a robotic library

To insert media into a robotic library, you must create an import media job so
that the Backup Exec database is updated.

Before you create an import media job, note the following:

m If your robotic library uses a media magazine, make sure no jobs are currently
running and that all media are ejected from the drive and are back in the
magazine slots before swapping the magazine.

You can monitor this job on the Job Monitor.

To import media to a robotic library

On the navigation bar, click Devices.

Select the robotic library.

Click Slots.

On the Results pane, select the slots you want to import media to.

Under Media Tasks in the task pane, select Import media.
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To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.
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7 If the media does not have a bar code, or if you want Backup Exec to
automatically create an inventory job to run after the import job completes,
under Settings, click Options.

See “Imported Job Properties Options” on page 473.

8 If you want Backup Exec to notify someone when the job completes, in the
Properties pane, under Settings, click Notification.

See “Setting up notification for alerts” on page 645.
9 Do one of the following:
m To run the job now, click Run Now.

m Toset scheduling options, in the Properties pane, under Frequency, click
Schedule.
See “Scheduling jobs” on page 344.

Imported Job Properties Options

If you create an import media job to insert media into the robotic library, the
Auto-inventory after import is completed option allows Backup Exec to create
an inventory job. The inventory job automatically runs after the import job
completes, and updates the Backup Exec database with information about the
media.

See “Importing media to a robotic library” on page 472.

Exporting media from a robotic library

When you want to export media from a robotic library, you must create a job that
updates the Backup Exec database.

The Backup Exec export media job fully supports robotic libraries with portals.
When this job is run on one or more robotic library slots, the exported media is
placed in the portals. If you select more media than there are portals, the robotic
library will fill as many slots as possible, and then you are prompted to remove
the media from the portal. This process continues until all of the selected media
has been removed from the robotic library. You can also export expired media
from a robotic library.

See “Exporting expired media from a robotic library” on page 475.

You can select a media vault that you want the exported media moved to after the
export job has successfully completed.

You can monitor this job on the Job Monitor.
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To export media from a robotic library

On the navigation bar, click Devices.

Select the robotic library.

Click Slots.

On the Results pane, select the slots you want to export media from.

Under Media Tasks in the task pane, select Export media.
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To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

7 Ifyouwant to move the media to a media vault after the export job is complete,
in the Properties pane, under Settings, click Options.

See “Export Media Job Properties Options” on page 474.

8 If you want Backup Exec to notify someone when the job completes, in the
Properties pane, under Settings, click Notification.

See “Sending a notification when a job completes” on page 665.
9 Do one of the following:
m To run the job now, click Run Now.

m Toset scheduling options, on the Properties pane, under Frequency, click
Schedule.

See “Scheduling jobs” on page 344.

Export Media Job Properties Options

When you select the option Upon successful export, move the media to media
vault, the export media job updates the Backup Exec database with information
about the media's location. You must physically move the media to an actual
location that is represented by the vault name.

See “Exporting media from a robotic library” on page 473.

See “Media locations and vaults” on page 238.

About exporting expired media from a robotic library

The export expired media job lets you automate media handling in robotic
libraries. This job removes the media that cannot be written to. You can then add
scratch media to the robotic library to prepare for the next backup window.
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After you export the expired media from the robotic library, the expired media
appears in the offline media location. If the media is in a media set that has an
applicable vault media rule, then the media appears in the vault location.

You can export cleaning media with the export expired media job. You can include
all cleaning media, or all cleaning media that has been used more than a specified
number of times.

You can choose to be reminded to import new media after an export expired media
job completes successfully.

See “Exporting expired media from a robotic library” on page 475.

Exporting expired media from a robotic library

The export expired media job removes media that cannot be written to.

You can monitor the export expired media job through the Job Monitor.

To export expired media from a robotic library

1 Onthe navigation bar, click Devices.

2 Select the robotic library.

3 Under Robotic Library Tasks in the task pane, click Export expired media.
4

To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

5 Tosetoptions for the export expired media job, in the Properties pane, under
Settings, click Options.

6 Select the appropriate options.
See “Options to export expired media” on page 476.

7 If you want Backup Exec to notify someone when the job completes, in the
Properties pane, under Settings, click Notification.

See “Sending a notification when a job completes” on page 665.
8 Do one of the following:
m To run the job now, click Run Now.

m To set scheduling options, on the Properties pane, under Frequency, click
Schedule.

See “Scheduling jobs” on page 344.
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Options to export expired media

Options for the export expired media job let you automate media handling in
robotic libraries by removing the media that Backup Exec cannot write to.

See “Exporting expired media from a robotic library” on page 475.

Table 9-19 Options to export expired media
Item Description
Include cleaning media in export Includes cleaning media in the export of expired
media.

Export cleaning media used more than | Displays the number of times that the cleaning
x times media can be used before it is exported by this

job.

After export, automatically prompt for | Displays a prompt to import new media to the
new media to be imported slot after the export expired media operation

has completed.

Uponsuccessful export, move the media | Displays a vault to logically move the media to
to media vault after the export job successfully completes.

See “Creating media vaults” on page 239.

Locking the robotic library’s front panel

You can create a job to lock the robotic library’s front panel. You can monitor this
job on the Job Monitor.

To lock the robotic library’s front panel

1

2
3
4

On the navigation bar, click Devices.
Select the robotic library.
Under Robotic Library Tasks in the task pane, select Lock.

To specify a job name or a job priority, in the Properties pane, under Settings,
click General

See “General options for utility jobs ” on page 466.

If you want Backup Exec to notify someone when the job completes, in the
Properties pane, under Settings, click Notification.

See “Sending a notification when a job completes” on page 665.
Do one of the following:

m To run the job now, click Run Now.
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m Toset scheduling options, in the Properties pane, under Frequency, click
Schedule.
See “Scheduling jobs” on page 344.

Unlocking the robotic library’s front panel

You must create a job to unlock the robotic library’s front panel. You can monitor
this job on the Job Monitor.

To unlock the robotic library’s front panel

1 On the navigation bar, click Devices.

2 Select the robotic library.

3 Under Robotic Library Tasks in the task pane, click Unlock.
4

To specify a job name or a job priority, in the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

5 If you want Backup Exec to notify someone when the job completes, in the
Properties pane, under Settings, click Notification.

See “Sending a notification when a job completes” on page 665.
6 Do one of the following:
m To run the job now, click Run Now.

m To set scheduling options, on the Properties pane, under Frequency, click
Schedule.
See “Scheduling jobs” on page 344.
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Managing backup-to-disk

folders

This chapter includes the following topics:

About backup-to-disk folders

About sharing backup-to-disk folders

Changing the path of a backup-to-disk folder
Deleting a backup-to-disk folder

Recreating a backup-to-disk folder and its contents
Changing the status of a device to online
Renaming a backup-to-disk file

Deleting a backup-to-disk file

Recreating a deleted backup-to-disk file

Erasing backup-to-disk files

Recommendations for using backup-to-disk folders with backup jobs that use
Granular Recovery Technology

How to reclaim disk space for backup jobs that use Granular Recovery
Technology
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About backup-to-disk folders

The backup-to-disk feature enables you to back up data to a folder on a hard disk.
You can also use it as part of a backup process where you back up data to disk first
and then transfer the data to a tape when more time is available.

On devices that have non-removable media, create a backup-to-disk folder. On
devices that have removable media such as a zip drive, create a removable
backup-to-disk folder. Backup-to-disk folders that are created on devices that
have non-removable media support concurrent jobs from one or more media
servers.

When you create a new backup-to-disk folder, Backup Exec automatically assigns
the name Backup-to-Disk Folder x, where x is a number that is incremented by
one each time a new backup-to-disk folder is created. You can rename the
backup-to-disk folder at any time. You can also set defaults for backup-to-disk
folders that will apply to every new backup-to-disk folder that is created. If you
have the Central Admin Server Option (CASO) or the SAN Shared Storage Option
installed, you can share backup-to-disk folders between computers.

When you back up to disk, Backup Exec places the data in a backup-to-disk file in
the backup-to-disk folder you specify. Backup-to-disk files are virtual media where
backed up data is stored. Backup-to-disk files are like any other type of media, so
you can inventory, catalog, erase, and restore them.

Since Backup Exec recognizes the backup-to-disk folders as devices, you can view
them by selecting Devices on the navigation bar. You can view the backup-to-disk
files from both the Devices view and the Media view.

In Windows Explorer, the backup-to-disk folders display in the path you specified
when you added the folders. The backup-to-disk files display with a .bkf file
extension. Each backup-to-disk folder also contains a file named changer.cfg and
a file named folder.cfg, which store information about the backup-to-disk files.

Note: Do not delete or edit the changer.cfg or folder.cfg files.

A subfolder with a prefix of IMG in the name may display under a backup-to-disk
folder.

Backup Exec creates this subfolder when the following conditions are met in a
backup job:

m The option to enable Granular Recovery Technology (GRT) is selected.
m A backup-to-disk folder is selected as the backup device.

Disaster recovery from backup-to-disk folders must be done by remote Intelligent
Disaster Recovery using a media server with access to the backup-to-disk folders.
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See “Requirements for creating a backup-to-disk folder” on page 481.

See “Requirements for creating a removable backup-to-disk folder” on page 482.

See “About the Virtual Tape Library Unlimited Drive Option ” on page 436.

Requirements for creating a backup-to-disk folder

You can create a backup-to-disk folder in any of the following locations to which
you can write a file:

NTEFS partitions (local or remote)

The backup-to-disk folder must exist on an NTFS partition for backup jobs in
which the Granular Recovery Technology (GRT) option is selected. This option
is available for Microsoft Exchange databases and storage groups, Microsoft
Active Directory, and Microsoft SharePoint content database and Team
database.

See “Recommendations for using backup-to-disk folders with backup jobs that
use Granular Recovery Technology” on page 495.

DFS shares

FAT/FAT32 partitions (local or remote)
Veritas™ Volume Manager partitions
RAID drives with any configuration
NFS volumes

Network Attached Storage (NAS) devices

If a NAS device is emulating a Windows operating system, contact the NAS
manufacturer for assistance before creating backup-to-disk folders on the
NAS device. Symantec does not certify NAS devices. If the operating system
is a proprietary operating system and not a true Windows operating system,
Symantec cannot properly troubleshoot the device.

You should create a backup-to-disk folder on a different physical disk than the
disk you want to back up. For example, if the Backup Exec Advanced Open File
Option (AOFO) is used to snap volumes during a backup, and if the destination
device is a backup-to-disk folder, the backup-to-disk folder should be on a separate
volume that is not being snapped.

Similarly, when making selections for backups that you are targeting to a
backup-to-disk folder, avoid including that folder in the selections for the job. For
example, if you create a new backup-to-disk folder in C:\Backup Folders and then
select the entire C:\ volume for backup, make sure that you exclude C:\Backup
Folders from the selection list.

See “Requirements for creating a removable backup-to-disk folder” on page 482.
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See “Creating a backup-to-disk folder by using the Backup-to-Disk Wizard”
on page 482.

See “Creating a backup-to-disk folder by setting properties” on page 483.

See “Recommendations for using backup-to-disk folders with backup jobs that
use Granular Recovery Technology” on page 495.

Requirements for creating a removable backup-to-disk folder

A removable backup-to-disk folder works as follows:

m Supports spanning of backup sets from one piece of media to another.

m Does not support concurrent operations.

You should not share removable backup-to-disk folders between media servers.

You can create removable backup-to-disk folders on any device that has removable
media, provided the device appears as a drive letter and is formatted with a file
system.

Devices with removable media can include the following:
m CDR-RW

m DVD-RW

m ZIP

m REV

m Removable hard disk

Note: You must use Microsoft's Live File System to format new CDR-RW and
DVD-RW media before you can create backup-to-disk folders on the media. you
can also use erased CDR-RW and DVD-RW media that were previously formatted
with Live File System. For more information about Live File System, see your
Microsoft documentation.

Creating a backup-to-disk folder by using the Backup-to-Disk Wizard

If you are new to Backup Exec or are uncertain about how to set up a backup-to-disk
folder, you can use the Backup-to-Disk Wizard. The wizard guides you through
the process of creating a backup-to-disk folder or editing an existing one. While
the wizard prompts you to select some options, most of the settings are based on
the default settings.
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To create a backup-to-disk folder by using the Backup-to-Disk Wizard

1
2

On the menu bar, click Tools> Wizards> Backup-to-Disk Wizard.
Follow the on-screen prompts.
See “Requirements for creating a backup-to-disk folder” on page 481.

See “Creating a backup-to-disk folder by setting properties” on page 483.

Creating a backup-to-disk folder by setting properties

You must create at least one backup-to-disk folder or removable backup-to-disk
folder before you can use the backup-to-disk feature.

To create a backup-to-disk folder by setting properties

1
2
3

6

On the navigation bar, click Devices.
Right-click the server for which you want to create a backup-to-disk folder.
On the shortcut menu, click one of the following:

To create a backup-to-disk folder on a Click New Backup-to-Disk Folder.
hard drive or on a network drive

To create a backup-to-disk folder on a Click New Removable Backup-to-Disk
removable device Folder.

On the General tab, enter the appropriate information.

See “General properties for backup-to-disk folders” on page 486.
On the Advanced tab, enter the appropriate information.

See “ Advanced properties for backup-to-disk folders” on page 485.
Click OK.

Default options for new backup-to-disk folders
Default options apply to new backup-to-disk folders that you create.

See “Editing default options that apply to new backup-to-disk folders” on page 489.
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Table 10-1 Default options for new backup-to-disk folders
Item Description
Maximum Displays the maximum number of backup sets to be written to each
number of backup | backup-to-disk file in this folder. The maximum number can range
sets per from 1 to 8192. The default is 100.

backup-to-disk
file

Fewer backup sets in a backup-to-disk file may allow the overwrite
protection period to expire sooner, and disk space to be reclaimed
faster.

Maximum size for
backup-to-disk
files

Displays the maximum size for each backup-to-disk file contained in
this folder. You can select either MB or GB as the unit of size. The file
size can be from 1 MB to 4096 GB. The default is 4 GB.

If you create smaller but more numerous backup-to-disk files,
performance may be slower. If large backup-to-disk files are created,
file system limitations could cause memory allocation problems or
network issues, especially if the backup-to-disk files are stored across
a network.

This option works with the option Maximum number of backup sets
per backup-to-disk file.

Allocate the
maximum size
when creating the
backup-to-disk
file

Creates the backup-to-disk file at the maximum size to reduce disk
fragmentation.

You may want to increase the append period. However, increased
append periods can cause an increase in the overall overwrite
protection period since the overwrite protection period starts at the
end of the last append job. This can result in fewer backup jobs being
targeted to this backup-to-disk folder. To avoid this, set the maximum
size for backup-to-disk files to an appropriate size.

When the backup-to-disk file is initially created at the maximum size,
the backup job may be delayed while Backup Exec creates the file. The
backup job remains in a running state until the backup-to-disk file is
created and data can be written to it.

When you select this option, Backup Exec hides the option Maximum
number of backup sets per backup-to-disk file. As a result, all of the
space that is allocated to the backup-to-disk file is used.

This option is not available for removable backup-to-disk folders.

Allow x
concurrent jobs
for this
backup-to-disk
folder

Displays the number of concurrent operations that you want to allow
to this folder. This number can range from 1 to 16.

This option is not available for removable backup-to-disk folders.
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Table 10-1 Default options for new backup-to-disk folders (continued)

Item Description

Low disk space Indicates if backup operations to the backup-to-disk folder are
threshold suspended when the amount of free space on the disk reaches a specific
level.

When the disk’s free space reaches this threshold, Backup Exec places
current jobs on hold until disk space is available. The low disk space
threshold prevents disk-full errors and provides early warning. This
threshold prevents jobs from being submitted to a backup-to-disk
folder that does not have enough disk space to allow the job to
complete. Backup Exec can instead submit the jobs to backup-to-disk
folders that do have enough disk space.The backup-to-disk status
displays Low Disk Space. You must free some disk space to allow job
submission to resume.

Backup-to-disk | Displays the default path for new backup-to-disk folders.
default folder
location

Advanced properties for backup-to-disk folders

Advanced properties for backup-to-disk folders provide information about disk
space management and device settings.

See “Creating a backup-to-disk folder by setting properties” on page 483.

Table 10-2 Advanced properties for backup-to-disk folders

Item Description

Low disk space threshold (at which | Indicates if backup operations to the backup-to-disk
backup operations are suspended) | folder are suspended when the amount of free space
on the disk reaches a specific level.

When the disk’s free space reaches this threshold,
Backup Exec places current jobs on hold until disk
space is available. The low disk space threshold
prevents disk-full errors and provides early warning.
This threshold prevents jobs from being submitted
to a backup-to-disk folder that does not have enough
disk space to allow the job to complete. Backup Exec
can instead submit the jobs to backup-to-disk folders
that do have enough disk space.The backup-to-disk
status displays Low Disk Space. You must free some
disk space to allow job submission to resume.
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Table 10-2 Advanced properties for backup-to-disk folders (continued)
Item Description
Auto detect settings Indicates if Backup Exec automatically detects the

preferred settings for this device.

Buffered reads

Indicates the following:

® You do not want Backup Exec to automatically
detect settings for this device

m You want this device to allow buffered reads,
which is the reading of large blocks of data.

Enabling buffered reads may provide increased
performance.

Buffered writes

Indicates the following:

® You do not want Backup Exec to automatically
detect settings for this device

m You want this device to allow buffered writes,
which is the writing of large blocks of data.

See “General properties for backup-to-disk folders” on page 486.

General properties for backup-to-disk folders

General properties for backup-to-disk folders provide information about the

folders.

See “Creating a backup-to-disk folder by setting properties” on page 483.

Table 10-3 General properties for backup-to-disk folders
Item Description
Name Displays the name of the backup-to-disk folder.

Backup-to-disk folder names must not exceed 128
characters.

See “Renaming storage devices” on page 431.
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General properties for backup-to-disk folders (continued)

Item

Description

Path

Displays the path where the backup-to-disk folder is
to reside. For a removable backup-to-disk folder, the
drive on which the folder is located appears.

The backup-to-disk path name, which includes the
backup-to-disk folder name, must not exceed 512
characters.

A browse button next to the Path field lets you browse
to other paths.

See “Changing the path of a backup-to-disk folder”
on page 490.

Pause

Indicates if the backup-to-disk folder is paused.

Enable

Indicates if Backup Exec has exclusive use of this
backup-to-disk folder. If the check box is clear, the
device is disabled and cannot be used by Backup Exec.
The device is available for other applications.

Online

Indicates that the backup-to-disk folder is online if a
dimmed check box with a check mark appears. If the
folder is offline, a check mark does not appear. No
operations are allowed on the folder until it is online
again.

The folder appears as offline if the following occurs:

m  The backup-to-disk folder is on a remote computer
and connectivity is not available.

m The access rights to the folder or to the remote
computer are incorrect.

m The backup-to-disk folder is write-protected.

See “Changing the status of a device to online”
on page 492.
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Table 10-3 General properties for backup-to-disk folders (continued)

Item

Description

Maximum size for backup-to-disk
files

Displays the maximum size for each backup-to-disk
file contained in this folder. The file size can be from
1 MB to 4096 GB. The default is 4 GB.

Backup-to-disk folders that were created with earlier
versions of Backup Exec continue to use the default
file size of 1 GB.

If you create smaller but more numerous
backup-to-disk files, performance may be slower. If
large backup-to-disk files are created, file system
limitations could cause memory allocation problems
or network issues, especially if the backup-to-disk files
are stored across a network.

This option works with the option Maximum number
of backup sets per backup-to-disk file.

Allocate the maximum size for
backup-to-disk files

Creates the backup-to-disk file at the maximum size
to reduce disk fragmentation.

You may want to increase the append period. However,
increased append periods can cause an increase in the
overall overwrite protection period since the overwrite
protection period starts at the end of the last append
job. This can result in fewer backup jobs being targeted
to this backup-to-disk folder. To avoid this, set the
maximum size for backup-to-disk files to an
appropriate size.

When the backup-to-disk file is initially created at the
maximum size, the backup job may be delayed while
Backup Exec creates the file. The backup job remains
in a running state until the backup-to-disk file is
created and data can be written to it.

When you select this option, Backup Exec hides the
option Maximum number of backup sets per
backup-to-disk file. As a result, all of the space that is
allocated to the backup-to-disk file is used.

This option is not available for a removable
backup-to-disk folder.
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Table 10-3 General properties for backup-to-disk folders (continued)

Item

Description

Maximum number of backup sets
per backup-to-disk file

Displays the maximum number of backup sets to be
written to each backup-to-disk file in this folder. The
maximum number can range from 1 to 8192. The
default is 100.

Fewer backup sets in a backup-to-disk file may allow
the overwrite protection period to expire sooner, and
disk space to be reclaimed faster.

Allow x concurrent jobs for this
backup-to-disk folder

Displays the number of concurrent operations that you
want to allow to this folder. This number can range
from 1 to 16.

This option is not available for a removable
backup-to-disk folder.

See “Editing default options that apply to new backup-to-disk folders” on page 489.

See “Default options for new backup-to-disk folders” on page 483.

Editing default options that apply to new backup-to-disk

folders

You can edit the default options that apply to new backup-to-disk folders that you

create.

To edit default options that apply to new backup-to-disk folders

1 On the Tools menu, click Options.

2 Onthe Properties pane, under Settings, click Backup-to-Disk.

3 Edit the default settings as appropriate.

See “Default options for new backup-to-disk folders” on page 483.

4  Click OK.

About sharing backup-to-disk folders

You can share backup-to-disk folders between computers if the Central Admin
Server Option (CASO) or the SAN Shared Storage Option is installed.

Note: You cannot share a removable storage device.
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In the Devices view, shared backup-to-disk folders are listed under each computer
that has access to that backup-to-disk folder. All of the logical groupings of the
backup-to-disk folders are displayed in the Devices view, under Device Pools.

To stop sharing a backup-to-disk folder, delete it from the computer that you
don’t want to share it with.

A backup-to-disk folder that was created by a previous installation of Backup Exec
cannot be shared, and is considered unknown by Backup Exec. If Backup Exec
finds an unknown backup-to-disk folder at the specified path, you are prompted
to create a new backup-to-disk folder at that path.

See “Sharing an existing backup-to-disk folder” on page 490.

Sharing an existing backup-to-disk folder

If you have the Central Admin Server Option (CASO) or the SAN Shared Storage
Option installed, you can share backup-to-disk folders between computers.

See “About sharing backup-to-disk folders” on page 489.
To share an existing backup-to-disk folder

1 Onthe computer on which you want to add the folder for sharing, on the
navigation bar, click Devices.

2 Right-click the server on which you want to add the folder for sharing.
On the shortcut menu, click Add Shared Backup-to-Disk folder.

Type or browse to the path of the shared backup-to-disk folder that you want
to add to this computer.

5 Click OK.

Changing the path of a backup-to-disk folder

To change the path of a backup-to-disk folder, you must first create a new
backup-to-disk folder, and then move the backup-to-disk files from the original
backup-to-disk folder to the new backup-to-disk folder.

To change the path of a backup-to-disk folder

1 Add anew backup-to-disk folder with a name and path that is different than
the original backup-to-disk folder.

2 InWindows Explorer, copy and paste the backup-to-disk files from the original
backup-to-disk folder to the new folder.

3 On the Backup Exec navigation bar, click Devices.
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4 Right-click the new backup-to-disk folder, and then click Scan on the shortcut
menu, or select the new folder and press <F5>.

5 Click the new backup-to-disk folder and verify that the backup-to-disk files
appear in the results pane.

6 Torename the new backup-to-disk folder to match the name of the original
folder, delete the original backup-to-disk folder.

See “Deleting a backup-to-disk file” on page 493.
7 Rename the new folder.

See “Renaming storage devices” on page 431.

Deleting a backup-to-disk folder

When you use the Backup Exec Delete option to delete a backup-to-disk folder,
the folder is removed from Backup Exec, but the backup-to-disk folder and the
files in it remain on the disk so you can recreate them later. If you also want to
delete the folder from the disk, use the Windows Delete option. However, you
cannot recreate the backup-to-disk folder or files after you delete them from the
disk.

Note: If you want to delete the folder from the disk, use Windows Explorer to
navigate to the folder and delete it. When the folder is removed from the disk
using Windows Explorer, you cannot recreate the folder or the files in Backup
Exec.

To delete a backup-to-disk folder

1 On the navigation bar, click Devices.

Expand the icon for the computer where the backup-to-disk folder is located.
Select the backup-to-disk folder that you want to remove.

Under General Tasks in the task pane, select Delete.

Click Yes.

o A W N

Recreating a backup-to-disk folder and its contents

If you have deleted a backup-to-disk folder from Backup Exec, but have not deleted
it from the disk, you can recreate the backup-to-disk folder and the files in it. You
must know the name and path of the original backup-to-disk folder in order to
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recreate it. If you deleted a backup-to-disk folder from the disk, you cannot recreate
it.
To recreate a backup-to-disk folder and its contents

1 Addanewfolder to Backup Exec using the same name and path as the deleted
folder.

When you are prompted, click Yes to recreate the folder at the specified path.
On the navigation bar, click Devices.
Expand the icon for the computer where the backup-to-disk folder is located.

Select the new folder.

A U~ W N

Under Media Tasks in the task pane, select Inventory and create and run an
inventory job.

See “Requirements for creating a backup-to-disk folder” on page 481.

See “About inventorying media” on page 431.

Changing the status of a device to online

If a device goes offline, you can change the status to online after you correct the
problem.

To change the status of a device to online

1 Onthe navigation bar, click Devices.

2 Expand the icon for the computer where the device is located.
3  Select the device that is offline.

4  Under General Tasks in the task pane, click Online.

See “Troubleshooting hardware-related issues” on page 771.

Renaming a backup-to-disk file

When you rename a backup-to-disk file, the name changes in Backup Exec, on the
disk, and on the media label.

To rename a backup-to-disk file

1 Onthe navigation bar, click Devices.

2 Expand theicon for the computer where the backup-to-disk folder is located.
3  Select the folder that contains the file you want to rename.
4

On the results pane, select the file you want to rename.
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5 Under General Tasks in the task pane, select Rename.

6 Type a new name for the file, and then click OK.

Deleting a backup-to-disk file

You must move backup-to-disk files to the Retired Media set before you can delete
them. When you delete a backup-to-disk file from the Media tab in Backup Exec,
it is deleted from Backup Exec but the Windows folder and files still exist in
Windows Explorer. You can recreate the deleted backup-to-disk files.

If you want to delete the file from the disk, use Windows Explorer to navigate to
the file and delete it. When the file is removed from the disk using Windows
Explorer, you cannot restore it in Backup Exec.

To delete a backup-to-disk file
1 Onthe navigation bar, click Media.
2 Click the media set that contains the backup-to-disk file.

3 Usethe Windows drag-and-drop feature to move the backup-to-disk file into
the Retired Media set.

On the results pane, select the backup-to-disk file you want to delete.
Under General Tasks in the task pane, select Delete.

When prompted to delete the backup-to-disk file, click Yes, or if you selected
multiple backup-to-disk files, click Yes to All.

Recreating a deleted backup-to-disk file

If you deleted a backup-to-disk file from Backup Exec, but did not use Windows
Explorer to delete the file from the disk, you can recreate it by running Inventory.

To recreate a backup-to-disk file
1 On the navigation bar, click Devices.
2 Expand theicon for the computer where the backup-to-disk folder is located.

3 Select the folder where the backup-to-disk file was located before you deleted
it.

4  Under Media Tasks in the task pane, select Inventory and create and run an
inventory job.

See “About inventorying media” on page 431.
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Erasing backup-to-disk files

Erasing backup-to-disk files removes the data from both the backup-to-disk folder
and the disk, and removes the file references from the catalog. However, the
backup-to-disk file remains for use with future backup jobs. You cannot restore
the data after you erase it. If you want to remove data from Backup Exec and
restore it later, delete the file from the Media view.

See “Deleting a backup-to-disk file” on page 493.

Unlike other types of devices, when you erase a file from a backup-to-disk folder
you cannot choose whether to perform a quick erase or a long erase. Backup Exec
performs only a quick erase on backup-to-disk files in backup-to-disk folders.

Caution: You cannot restore the data that you erase. Before you erase files, be sure
that you no longer need them.

To erase a backup-to-disk file
1 On the navigation bar, click Devices.
2 Expand theicon for the computer where the backup-to-disk folder is located.

3 Under Backup-to-Disk Folders, click the backup-to-disk folder that contains
the file you want to erase.

On the Results pane, select the file you want to erase.
Under Media Tasks in the task pane, select Erase media, quick.
Click OK to continue.

Click Yes, or if more than one file was selected, click Yes to All.

0 N O U b

To specify ajob name or a job priority, on the Properties pane, under Settings,
click General.

See “General options for utility jobs ” on page 466.

9 If you want a person or group to be notified when the job completes, on the
Properties pane, under Settings, click Notification and select the options
you want.

See “Setting up notification for alerts” on page 645.

10 If you want to run the job now, click Run Now. Otherwise, on the Properties
pane, under Frequency, click Schedule to set the scheduling options you
want to use.

See “Scheduling jobs” on page 344.
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Recommendations for using backup-to-disk folders
with backup jobs that use Granular Recovery
Technology

The following recommendations help ensure that you do not run out of space for
the backups that use Granular Recovery Technology (GRT):

Table 10-4 Recommendations for using backup-to-disk folders with GRT
operations

Recommendation Description

Create a separate You must manage the media that is created by GRT-enabled
backup-to-disk folder jobs differently than other backup-to-disk media because
specifically for all of the IMG files. For best results, you should create a
GRT-enabled backup jobs separate backup-to-disk folder specifically for all
GRT-enabled backup jobs.

Select the specific You should specifically select the backup-to-disk folder
backup-to-disk folder you that you want to use when you create GRT-enabled jobs. If
want to use for GRT-enabled | you do not change the default device setting of All Devices
backup jobs you could accidentally send your GRT job to a tape.

Do not allocate the maximum | If you select the Allocate the maximum size when creating
size for backup-to-disk files | the backup-to-disk file option, Backup Exec creates a
backup-to-disk file that is as large as the size that you
specified. Since GRT information is stored in IMG media,
the backup-to-disk file does not hold backup data. The extra
space that the backup-to-disk file occupies can often lead
to failed jobs because of low disk space.

See “Creating a backup-to-disk folder by setting properties”
on page 483.
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Table 10-4 Recommendations for using backup-to-disk folders with GRT
operations (continued)

Recommendation

Description

Calculate your disk space
requirements carefully before
you assign a low disk space
threshold

The low disk space threshold is the amount of free space
on the drive at which Backup Exec suspends backup
operations to the backup-to-disk folder. If you assign a low
disk space threshold to the backup-to-disk folder, you may
avoid using all of the available disk space.

You should be careful with low disk space thresholds. The
amount you specify as a low disk space threshold is
unavailable to Backup Exec for backup-to-disk backups. If
you create a large threshold for low disk space, you may
quickly run out of disk space. Be aware of your low disk
space threshold before you run backup jobs.

You should consider the low disk space threshold when
you calculate the total amount of space available to a
backup-to-disk folder. Remember to also consider any other
data that exists on the volume. As the amount of other data
that is contained on the volume increases, the amount of
space available to the backup-to-disk folder decreases.

See “ Advanced properties for backup-to-disk folders”
on page 485.

Do not fill up a drive that
hosts a backup-to-disk folder
that is used for GRT
operations

When you calculate the total amount of available space on
avolume, remember to consider the size of any other data
that resides on it. This amount can include other
backup-to-disk files or data from other applications.

If the drive fills up or if the low disk space threshold is met,
you have to reclaim disk space to run backup jobs.

See “How to restore individual items by using Granular Recovery Technology”

on page 309.

See “How to reclaim disk space for backup jobs that use Granular Recovery

Technology” on page 497.

See “Requirements for creating a backup-to-disk folder” on page 481.
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How to reclaim disk space for backup jobs that use
Granular Recovery Technology

When a job that uses Granular Recovery Technology (GRT) creates a backup set,
Backup Exec erases an IMG media that has an expired protection period. Backup
Exec automatically erases the expired media to reclaim disk space for the new
media that the backup job creates. Backup Exec erases the oldest IMG media for
each backup set in a GRT-enabled job. For example, if a GRT-enabled backup job
creates three backup sets, Backup Exec erases three IMG media that have expired
overwrite protection periods.

If you want to erase more than one IMG media per backup set, see the following
Symantec knowledge base article:

http://entsupport.symantec.com/umi/V-269-8

If Backup Exec runs out of disk space during a GRT-enabled backup, it deletes any
expired media and continues the job. If no expired media is available, the job is
queued and the backup-to-disk folder is paused. To resume the job, you must
reclaim disk space or wait for media to expire. Backup Exec automatically checks
the amount of available space periodically. When enough space is available, Backup
Exec automatically resumes the job.

The Job Monitor provides information about the GRT-enabled backup jobs that
cannot run due to low disk space. The Job Monitor displays "Queued" as the job
state and "Ready; No idle devices are available" as the job status. When Backup
Exec checks for available space, the job state changes to "Mounting Media."

You can reclaim disk space by using any of the following methods:

Table 10-5 How to reclaim disk space for GRT backup operations

Method Description

Erase IMG media | Delete any IMG media or backup-to-disk files you no longer n