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THE ROLE
OF SECURITY

Risk and Compliance

Business Enabler

Limited Budget
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The Risk

Customer Data

Social Security Numbers

Credit Card Numbers

Protected Health Info

Corporate Data

Financials

Mergers and Acquisitions

Employee Data

Intellectual Property

Source Code

Design Documents

Pricing

1:400 messages contains confidential data

1:50 network files is wrongly exposed

4:5 companies lost data on laptops

1:2 companies lost data on USB drives

Confidential 

Data Types

The Risk

Data Loss Prevention Drivers



Insider vs. The Hacker Inadvertent vs. Malicious

Hacker 
48%

Insider
52%

46%
of leakage 
is due to 
employee 
oversight

50%
of leakage 
is due to 
business 
process

Breaches since 2005:

1380 and counting

> 318M records

96% of leaks are due to  
faulty processes or oversight

1% 
manager 
approved

1% malicious
Other

Data compiled from industry sources 

including EPIC.org and PerkinsCoie.com. 
Source: Symantec Data Loss Prevention 

Risk Assessment findings.

The Shift in Data Security Threat
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Key Data Security Regulations

Regulation Overview Amendments Fines and Penalties

GLBA

Mandates financial institutions 

to enact board-approved 

security policy that supports 

privacy and protection of NPPI

•Financial Privacy Rule, 16 CFR 313

•Safeguards Rule, 16 CFR 314

•Pre-texting Rule, 15 USC 6821

•$500K for a felony

•$200K for Class A misdemeanor

•$10K for Class B or C misdemeanor

•$10K for an infraction

PCI

Requires all members, 

merchants, and service 

providers that store, process 

and transmit cardholder data 

to keep that data secure 

•v1.1 revised in Sept .2006 

•v1.2 revised in Oct. 2008

•Violation of any one of 12 

requirements will trigger overall PCI 

non-compliance

HIPAA

Requires any organization 

entrusted with PHI to 

safeguard that data against 

misuse or disclosure

•In effect since 2003

•Supplemental regulations around 

ePHI took effect in 2005

•$50K and/or imprisonment for wrongful 

disclosure

•$100K and/or imprisonment for 

offense under false pretenses

•$250K and/or imprisonment for 

offense with intent to sell information

State Data Privacy 

Requires agency, person, or 

business to notify state 

residents if there was a PII

security breach

•CA 1386 went into effect in July 2003

•To-date, 43 states have enacted  

security breach notification laws

•Varies depending on state

•Civil fines

•Injunctions and notice requirements

•Damages

MA. Chapter 93H

Authorizes state to set and 

enforce standards for 

processing / destruction of PII

•In effect since 2007

•Executive Order  to take into effect on 

Jan.1, 2009

•Civil penalty of $5K per violation

•Civil fine of $100 per data subject for 

wrongful disposal  up to $50K per 

incident
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What is Data Loss Prevention?

DATA LOSS PREVENTION (DLP)

DISCOVER PROTECTMONITOR
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How best  to

prevent its loss?

How is it 

being used?

Where is your

confidential data?



Management Platform

Symantec Data Loss Prevention Enforce Platform

Symantec Data Loss Prevention

Storage

Symantec                  
Data Loss Prevention            
Network Discover

Symantec             
Data Loss Prevention              
Network Protect

Endpoint

Symantec            
Data Loss Prevention 
Endpoint Discover

Symantec                 
Data Loss Prevention             
Endpoint Prevent

Network

Symantec                  
Data Loss Prevention 
Network Monitor

Symantec                  
Data Loss Prevention 
Network Prevent
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Secured Corporate LAN DMZ
Disconnected

Symantec DLP Architecture

Vontu
Network 
Discover

Vontu
Network 
Protect

Vontu
Endpoint 
Discover

Vontu
Endpoint 
Prevent

MTA or Proxy

SPAN Port or Tap

Vontu
Enforce
Platform

Vontu
Network 
Monitor

Vontu
Network 
Prevent



Symantec DLP TrueMatch™ Detection
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Complete Coverage: Discover

• Find data wherever it is stored

– File servers

– Distributed machines

– Document and email repositories

– Web content and applications

– Databases

• Create inventory of sensitive data

– Scheduled scanning

– Incremental scanning

– “Out of compliance” scan mode

• Manage data clean up

– Incident match count

– File details (date, owner)

– Access control information

– Data owner look up
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Discovery (and quarantine) of a large file with credit card data
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DLP Network Discover Deployment
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Secured Corporate LAN

Administrator    

Finance Marketing

Desktops/laptops File servers/web servers

Secure, Encrypted Channel 

Vontu 
Enforce

Internet
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Vontu 
Network 
Discover

Vontu 
Network 
Protect

 
File Sharing Protocols (e.g. NFS, CIFS)



• Understand how data is being used

– Network protocol coverage

– Endpoint event coverage

– Content- and context-aware detection

– Automated sender/manager notification

• Monitor on the network

– Standard hardware

– Signature-based protocol recognition

– Gigabit monitoring without “sampling” 

or dropped packets

– Queue incidents

• Monitor at the endpoint

– Online and offline

– Unmanaged devices and OSes

– On-screen pop up notification

Complete Coverage: Monitor
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DLP Network Monitor Deployment 
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Corporate User

Email FTP Web OtherChat

F
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Secured Corporate LAN DMZ

Administrator

Span/Tap 
Port

Internet

Vontu 
Enforce

Vontu 
Network 
Monitor

Secure Encrypted 
Channel



Complete Coverage: Protect

• Proactively secure stored data

– Relocate data to an encrypted location

– Automatically quarantine, copy, or remove data

– Broadest scan target coverage

• Prevent confidential data loss

– Real-time blocking on network and endpoint

– Conditionally quarantine/route emails for encryption

– Selectively remove content from web postings

– Certified ICAP integration with leading web proxies

– Support for all SMTP compliant MTAs

• Enforce confidential data policies

– Real-time email notifications

– Seamless interaction with Web 2.0 sites

– On-screen pop-up notification on the endpoint

– “Ransom note” in place of relocated stored data
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Incident Blocked and Email Notification



Customizable Pop-up dialog box for notification
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DLP Network Email Prevent Deployment 
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DLP Email Prevent Integration
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DLP Network Web Prevent Deployment 
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Web
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DLP Endpoint Deployment
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Complete Coverage: Manage

• Universal DLP Policy

– “Define once, enforce everywhere”

– 60+ pre-built policy templates

– Custom detection and response rules

• Accurate TrueMatch Detection

– Content and context, enterprise scale

– Comprehensive EDM, IDM, and DCM

• Automated Remediation and Workflow

– Automated action and response

– “5 second incident triage” 

– “One-click response”

• Comprehensive Reporting

– 40+ pre-configured reports

– Business unit risk assessment

• Scalable and Secure Management

– Distributed architecture with high-availability

– Advanced security design
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Symantec DLP Success Model

ACCUMULATED 

KNOWLEDGE 

Focus
Target High-Risk Data and 

Identify Exposure 

Implement
Protect and Prevent: 

Engage Users 

Communicate
Manage Risk, 

Deliver Results

Design
Prepare Data Loss Policy,

Remediation and 

Risk Reduction Blueprint
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Characteristics of Successful DLP Programs

Vontu: Now Part of Symantec

– Executive Level Involvement

– Prioritized Approach

– Employee Education

– Measurable Risk Metrics

– Incident Response Workflow
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Keys to Success – People & Process

• Engage business units and data owners to define data protection 
priorities

• Define and gain consensus on project goals and success metrics

• Determine awareness and communication program for DLP

• Focus initial deployment on 3-5 key policies

– Storage: target high-access, high-volume repositories

– Endpoint:  target users with access to highly-sensitive data and at-risk 
employees (high turnover)

– Network:  target high-volume and high-risk protocols (SMTP, HTTP, FTP) 
and high-access, high-volume repositories

• Train team prior to implementation

• Design policies and remediation based on current processes

• Configure policies and incident response workflow based on team 
capacity

• Regularly report results to key stakeholders and executives

27



28

Target Most Sensitive Data First

28

Storage - high-access, 

high-volume, 

repositories

Endpoint - users with access to 

highly sensitive data

Network - high-volume, high-risk 

protocols and exit 

points

Strategically 
add policies

Strategically add 
protocols and 
exit points

Strategically 
add 
repositories

Strategically 
add users 
and 
endpoints

Recommended

Starting Points
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Manage Risk Reduction Over Time
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Prevention/Protection

Employee and 

Business Unit 

Communication

RemediationBaseline

Sender Auto 

Notification

Notification

Business Unit Risk 

Scorecard

Refine Policies
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DLP Implementation Timeline
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Deployment

(Implementation)

Risk Reduction

(Business 

Enablement 

Consulting)

Month 1 Month 2 Month 3 Month 4 Month 5 Month 6 Month 72007

Deploy

Design

Discovery

Baseline

Phase 1:  First 

Priority Policies, 

Targets, Endpoints

Phase 2:  Second 

Priority Policies, 

Targets, Endpoints

Core Implementation Services US Data Centers (Locations)

Health Check/

Tune up

Engagement Management/Planning

Phase 3:  Third 

Priority Policies, 

Targets, Endpoints

Baseline

Training

Remediation

Notification

Prevent/Protect
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DLP Deployment Requirements
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Enforce Network Monitor Endpoint Server

NICs: Communicate with Network 

Monitor/Discover/Endpoint

1 Copper or Fiber 1Gb/100MB Ethernet

Communicate with Enforce:

1 Copper or Fiber 1Gb/100MB Ethernet

1 Endace model 4.5 G2 for Copper or 

Fiber  

Communicate with Enforce:

1 Copper or Fiber 1Gb/100MB 

Ethernet

Disk Space: Recommended: 500 GB Ultra-

fast SCSI 

Recommended If Oracle DB on 

server: RAID 0+1

Recommended: 100 GB Ultra-fast SCSI

OS: Microsoft Windows 2003 Enterprise Edition (32-bit) OR 
Red Hat Enterprise Linux 5

Processor: Recommended: (2) 3.x GHz Dual Core CPUs

Memory: Recommended: 8 GB RAM 
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