
Database node / Cluster Master (physical)

Cluster Master maintains
 The Cluster information of 

the distributed system
 Coordinates actives 

between Case homes
 License info, evidence rep 

and export template files
 All processes run under AD 

accounts when in a Domain

MySQL database
 Shared by all the 

appliances in a cluster
 Centralized location, 

where MD5 checksums, 
tag values, other 
metadata and system 
management-related 
information is kept

 All processes run under 
AD accounts when in a 
Domain
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Case Node 1 (Case Home 1, physical)

Case Home maintains
 Coordinated all activates including 

processing, review and export as well as 
system jobs such as archives, backups, 
etc.

 Maintains master indices of cases it 
hosts

 Default location where review and 
export af a case will take place

 Default location where review and 
export af a case will take place

 All processes run under AD accounts 
when in a Domain
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FileServer MS Exchange ADEnterprise Vault

Direct MAPI connection
Port 1024-65535

OR
EWS

Direct network connection, 
Standard Windows File System,

Access/ authentication
CIFS SMB/445 and TCP/UDP 135 - 139

EV API

135/ 1024-65535

SAN Storage location
on Case Home
Separate LUN

TCP 3306/2595 (negotiation) 
/ dynamic UDP

Nodes 1-X (physical or virtual)

Processing & Review nodes maintain:

Used for supporting multiple concurrent 
reviewers

Used for farming out CPU intensive work 
such as text and index building

All processes run under AD accounts when 
in a Domain

TomCat Server

SPNEGO
Protocol

STTG
TomCat
Agent

Query
ServiceTopic

Classifier
Service Search 

EngineIndexer
(Apache 
Lucene)

Storage location
Separate SAN LUN

Direct network connection
Standard Windows File System

Access/ authentication

CIFS SMB/445

Https://Appliance.company.com
Port 443/80

everybody

Only legal and 
administrators

Confirmation server

TomCat Server
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Protocol
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TomCat
Agent

Windows 2008 R2
16 CPU Cores
32 GB RAM
1TB HDD

Restricted security zone

SMTP Gateway

Outbound connection 
Port 25/587/2595

TCP 3306/2595 (negotiation) 
/ dynamic UDP

TCP 3306

443/80

eDiscovery Platform Architecture

IBM ConnectOpenText LiveLink

Admin
Service

Outbound connection 
Port 25/587/2595

80/443

Utility Nodes 1- X (virtual or physical)

Utility Node maintains: 

 Used for farming out CPU intensive work 
during tiff-ing, exports and productions

 All processes run under AD accounts 
when in a Domian

TomCat Server

SPNEGO
Protocol

STTG
TomCat
Agent Windows 2008 R2

4 CPU Cores
8 GB RAM
500GB HDD

Admin
Service

LDAP

389/636

TCP 2595 (negotiation) 
/ dynamic UDP

- 21 ftp
- 22       SSH, SCP/SFTP
- 53         DNS
- 88         kerberos - Required for user authentication
- 123       ntp - When using a cluster so all servers have time synced
- 7070   IGC logging - Used for Native Rendering logs and information
- 9001   Part of our configuration and it can be used from time to time

Client Machines

Direct network connection
Standard Windows File System 

Access/ authentication
CIFS SMB/445 and TCP/UDP 135 – 139

OR
 agent-less  OnSite Collect 

to external drive

Direct network connection, 
Standard Windows File System,

Access/ authentication

CIFS SMB/445

Access Accounts required:

1. EsaEVCrawlerService - This is 
a Windows service and requires Read 
permission to the EV archives.  This account 
is used to discover the EV Archives. 
2. EV Collection Source Account - This is 
configured when setting up your EV Source 
for EV Collections and requires Read 
permissions to the EV archives.  This account 
can be the same account used to start the 
EsaEVCrawlerServer.  The Vault Service 
Account can be used, but not required.

Source Account must:
  –have permission to open other mailboxes
  –belong to a Local Administrator group (on the eDiscovery 
appliance)
  –include the following "admin account" permissions 
according to your setup:
For an individual target mailbox setup:
  –Read
  –Open mail send queue
  –Execute
  –Read metabase properties
  –Read permiss ions
  –Read properties
  –Receive as
For mailbox store access, add these permissions to those 
above:
  –List contents
  –List objects
  –Create name properties in the information store
  –Administer information store
  –View information store status

Windows 2008 R2
48 CPU Cores
128 Gbyte RAM
2TB HDD

80/443
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