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Enterprise Vault 9.0 Archiving from Exchange Server 2010

Introduction

Microsoft Exchange Server 2010 is the latest release in Microsoft’s messaging and collaboration
software, offers customers many new features and an enhanced client experience. With the release of
Enterprise Vault 9.0 Symantec introduced full support for Exchange Server 2010 SP1. Enterprise Vault
supports Mailbox, Journal and Public Folder Archiving, as well as support for Outlook Web App and PST
Ingestion.

The purpose of this document is to:
e Provide a high-level overview of changes in Exchange Server 2010 that affects customers using
Enterprise Vault
o Describe the interaction between Enterprise Vault 9.0 and Exchange Server 2010
e Provide a typical customer scenario that highlights steps required to migrate to Exchange
Server 2010 from an earlier release of Exchange, including considerations for Enterprise Vault
both pre and post migration.

Documentation and further Deployment Resources

This whitepaper is not aimed at providing detailed implementation or configuration steps, please refer
to the documents listed below. The documents below are located in the Enterprise Vault installation
media.

e EV 9.0 Release Notes - ReadMeFirst_en.htm - Ensure that you read this first for the latest
information regarding Enterprise Vault 9.0;

e Introduction and Planning - Review this for high level Enterprise Vault component
architecture. This document is helpful for understanding how Enterprise Vault works at a high
level and will help with planning the deployment of an Enterprise Vault environment;

e Deployment Scanner - Use this for confirming minimum requirements and prerequisites
before installing Enterprise Vault;

¢ Installing and Configuring - This document describes common installation and configuration
tasks and provides pointers to component specific “Setting Up...” guides;

o  “Setting Up...” Guides — Several “Setting Up...” guides are provided for each major component
such as File System Archiving, Exchange Server Archiving, etc. These provide component
specific installation and configuration guidance;

e Administrators Guide - This document provides steps for common administrative tasks.
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Support for Exchange Server 2010
Enterprise Vault 9.0 offers support for Exchange Server 2010 SP1. Only the Exchange Server 2010 SP1
release will be supported, no support will be offered for Exchange Server 2010 OR (Original Release).

In addition to support for Database Availability Groups (DAG) and Client Access Server (CAS) proxying
for clients, Enterprise Vault 9.0 also introduced support for archiving of clear text journal copies of
rights management protected messages. Full support is also offered for the Outlook Web App interface.

Overview of changes in Exchange Server 2010
This section will cover some of the changes in Exchange Server 2010 that affects customers using
Enterprise Vault 9.0.

Exchange Server 2010 introduces a number of architectural changes including Database Availability
Groups (DAG) and Client Access Server (CAS) proxying for clients.

Database Availability Groups are defined as a group of Exchange Servers hosting a set of Exchange
Mailbox databases, with each member server hosting a copy of a database within the group. Only one
database can be active at a time, and DAGs can spread geographic locations to provide disaster
recovery.

To facilitate the automatic re-redirection of Outlook clients to the correct Exchange Mailbox Server in
the event of a database failover, a new access model has been introduced in Exchange Server 2010
whereby email clients (such as Outlook and Enterprise Vault') connect to the CAS servers instead of the
traditional direct connection to the Exchange Mailbox Server. The following diagram shows the
traditional client connection model used Exchange Server versions prior to Exchange Server 2010.

Figure 1 - Older versions of Exchange used a direct MAPI connection

! From a connection standpoint Enterprise Vault simply operates as an Outlook client when connecting to an
Exchange Mailbox Server
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To support the DAG architecture the Exchange 2010 Client Access Server is used to proxy all client
connections. Clients no longer connect directly to the Exchange Mailbox servers, and similarly
Enterprise Vault will no longer have direct communication with the Exchange Mailbox servers.

The following diagram shows the Exchange Server 2010 client connections being proxied by the Client
Access Servers.

Figure 2 - Exchange Server 2010 Proxied MAPI connection

In a DAG environment a mailbox can be hosted on any of the Exchange Mailbox Servers within the
group, and the CAS server will direct the client connection to the mailbox server hosting the active copy
of the database where the mailbox resides. This client re-direct is seamless, without having to change
the Outlook profile the user can be redirected to the appropriate server in the event of a database
failover.

Enterprise Vault will still target the Mailbox servers in the Vault console, but the Outlook MAPI profile on
the Enterprise Vault server will automatically be configured to connect to the CAS server.

Enterprise Vault System Mailbox Requirements

In Exchange Server 2010 Microsoft introduced client throttling policies to prevent a single user from
using too many resources on the Exchange Server. This restriction will prevent Enterprise Vault from
achieving optimum archiving throughput, and one of the new pre-requisites for Exchange Server 2010
archiving is to disable this throttling policy for the Vault Service Account?.

Before you can disable the throttling policy, you need to ensure that the Vault Service account has an
associated Exchange Server 2010 mailbox. Once a mailbox has been created, you can disable throttling
for the account’s security identifier, see Appendix B for necessary steps.

20r any other service account used by the Enterprise Vault archiving tasks
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Note that in cross-forest environments the service account should have a linked mailbox associated.

Support for Exchange Server Data Availability Groups (DAG)

When configuring Enterprise Vault to Archive from an Exchange mailbox server, a mailbox archiving task
is associated with each mailbox server. Only active copies of databases are archived on that server,
Enterprise Vault does not archive from passive database copies.

It is unlikely that the databases will remain active on the Exchange Mailbox server where they were
initially attached to when the Mailbox Archiving task were created. For this reason a new tab has been
added to the properties pages of any mailbox archiving task that targets an Exchange 2010 server. An
example of this is shown in figure 3 and shows that the task is currently able to process mailboxes in 3
mailbox databases A-DB1, B-DB1 and Mailbox Database 0045851297.

Task Properties - Exchange Mailbox Archivin |

General I Settings I Schedule I Synchronization I LogOn Targets |

The task will process the following:

Targets: |
FlaoB1
Fllsoe1

Bl Mailbox Database 0045351227

QK I Cancel Anply Help

Figure 3 - Mailbox Archiving Task Properties Targets tab

The provisioning task is responsible for keeping the locations of mailboxes up to date, and is able to
update the targets list above in the mailbox archiving task. By default the provisioning task runs once a
day with the option to run twice a day. Itis recommended that the provisioning task is scheduled to run
immediately prior to an archive run so the archive task has the most up to date information about the
mailboxes it is processing.

In the event of a database failure, Exchange will make another passive copy of the database active on a
different Exchange server. The Enterprise Vault mailbox archiving task that processed the failed copy of
the database will continue to process the new active copy of the database (the Exchange Client Access
server will re-route the MAPI connections) until the Provisioning Task has run. Once the Provisioning
Task has run, the Targets container for that task will be updated, and the database that failed over will
from that point onwards be processed by the Mailbox Archiving task associated with the new Exchange
Mailbox Server.

If an administrator is made aware of a mailbox database failover they should run the provisioning task
to update the mailbox locations. If a DAG is failed over to a node that is not added to the Vault console
as an archiving target and no Mailbox Archiving task for that server exists, the mailbox will become

4
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orphaned as Enterprise Vault has no means to connect and archive from that mailbox>. Should this
situation occur the Provisioning Task will detect the mailboxes in this state and will log an event in the
“Symantec Enterprise Vault” container within the Vault server’s event log. To fix this behavior the
administrator can add the new Exchange server in the Vault administrator console as an archiving target
and create a task for that Mailbox server, or alternatively fail the databases back to the original server.

If a MAPI error occurs due to the failover of a database, the archiving task will pause for 1 minute before
attempting the connection again. It is expected that in the event of a failover that the new target
Exchange Mailbox Server will have the DAG group active within 30 seconds.

Once the failover has occurred, the CAS server will automatically route connections to the new Exchange
Server. If the database is still unavailable the task will pause again until the database becomes
available. For archiving tasks targeting older versions of Exchange the retry sleep interval is set to 10
minutes.

Additionally a task can now continue to process requests even if the targeted member of the DAG is
unavailable (server is down). This functionality only works if the system mailbox for the task is hosted
on a database that has more than one copy and has successfully failed over to another server.

Customer Scenario

This section will focus on a common customer scenario and what the effect of database failover will be
at any given time. The customer described in this scenario requires high availability and disaster
recovery within their Exchange environment. The Exchange design states that the mailboxes should be
evenly spread across two Exchange Mailbox servers in the Primary data center, with a third Exchange
Mailbox server in a remote site capable of hosting mailboxes from both primary Exchange mailbox
servers.

Environment description:
- APrimary Data Centre and a DR Data Center

- 100Mbit LAN Extension between data centers

- 5,000 active Exchange Server 2010 mailboxes

- Mailbox Journaling enabled for all users

- 2 Exchange Mailbox servers in the Primary data center

- 1 Exchange Mailbox server in the DR site

- An existing Enterprise Vault 9.0 environment, consisting of one Mailbox Archiving Server and
one Journal Archiving server

The Exchange storage databases are set out as follows:
- One Database Availability Group, DAG1

- MailboxServerl, MailboxServer2 and MailboxServer3 are members of DAG1
- Mailbox databases on MailboxServerl are set to copy to MailboxServer2 and MailboxServer3

3 This situation can be avoided by ensuring all potential DAG owners of the mailbox database are added in the Vault
console as archiving targets, and associated archiving tasks are created for the nodes. In order to add the server as
an archiving target and create the mailbox archiving task, it may be required to perform a temporary database
failover to the server you wish to add, in the event of that server not hosting any active databases
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Mailbox databases on MailboxServer2 are set to copy to MailboxServerl and Mailboxserver3

JournalDatabasel is hosted on MailboxServerl, and configured to copy to MailboxServer3

The customer is in the process of migrating from Exchange 2007, and at this point they have not moved
any mailboxes across to the new environment.

The diagram below details the customer’s Exchange 2010 configuration.

Copy of Mailboxdatabased

JournalDatabasel )

Exchange 2010 Hub  Exchange 2010

Transport Server MailboxServer3 (DA
DR Server

Copy of -

MailboxDatabasel

Mailboxdatabase2

MailboxDatabase3

MailboxDatabased

Figure 4 - Customer Scenario

The Enterprise Vault administrator performs the following tasks before any mailboxes can be moved to
the new environment:

Create a mailbox for the Vault Service account if one doesn’t already exist.
The administrator confirms that both Enterprise Vault 9.0 servers have minimum Outlook 2007
SP2 with hotfix KB968858.
As per best practice recommendation a service mailbox should be created for every Exchange
Mailbox server that will potentially host one of the databases. A total of 3 System Mailboxes will
therefore be required. The Vault Administrator requests that the following mailboxes are
created:

- zz_EV_System_MailboxServerl to be placed in the MailboxDatabasel database

- zz_EV_System_MailboxServer2 to be placed in the MailboxDatabase3 database
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- zz_EV_System_MailboxServer3 to be placed in the MailboxDatabase4 database
- The administrator runs the required PowerShell scripts, detailed in Appendix B of this
document. The scripts can be run from any Exchange 2007/2010 server.

At this point the administrator is able to add MailboxServerl and MailboxServer2 to the Vault Console
as archiving targets and create the Mailbox Archiving tasks, as both servers are hosting active
databases. However in order to add the DR Exchange MailboxServer3, MailboxDatabase4 (which hosts
the system mailbox for that server) must first be failed over to this server.

The administrator performs the failover of MailboxDatabase4 to MailboxServer3 and adds
MailboxServer3 to the Exchange Targets section of the Vault Console and also adds the Mailbox
Archiving Task, using zz_EV_System_MailboxServer3 as the system mailbox for the archiving task. The
administrator performs a failback so databases are active on MailboxServer2 again.

The Vault console should now show that there are three Mailbox Archiving tasks, one for each Mailbox
server potentially hosting Exchange Mailboxes. All three tasks should be started and will remain in the
“Running” state.

Configuring Journal archiving tasks and targets should be approached differently. Journal archiving
requires that a single target and task are created for each server within the Enterprise Vault console.

For example in the above scenario JournalDatabasel is active on MailboxServerl, so only a single
Journal Archiving Task for MailboxServerl is required. In the event of a failover to MailboxServer3, the
Client Access Server will automatically re-direct MAPI connections to the appropriate server where the
database is now active. Enterprise Vault will log a warning event stating that a re-direct is occurring but
archiving will continue as normal.
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Journal Archiving Integration

Exchange Server 2010 provides Information Rights Management (IRM), a new feature that allows
Outlook and Outlook Web Access users to protect their messages. Exchange Server 2010 also offers the
ability to decrypt the IRM protected messages when Journaling is enabled, this feature is known as
Journal Report Decryption.

If Journal Report Decryption is enabled, both protected and clear-text messages are put in the Journal
mailbox but only the clear text copy is used to build the index for that item. The clear text message is
shown when message preview is enabled, and will also be used in Discovery Accelerator Export. With
Journal Report Decryption disabled only the protected messages will be archived and only the metadata
will be indexed.

The below example shows a Journal message when Journal Report Decryption is enabled, both
protected and clear text copy of message are attached.

(u™ H @ F = Here's the salary spreadsheet you asked for - Message (Plain Text) -
0
= Message OutlookSpy (7]

. L3 Move to Folder ~ e = 3 | 34 Find
_'ﬁ] _“ﬁ\l\\l _‘$ x % Q/ safe Lists _IE ? 1 J % Related ~

[ Create Rule
Reply Reply Forward || Delete Block Categorize Follow Mark as

to All ] Other Ations ~ || sepder — - Up~ Unread || Wi Select~
Respond Actions Junk E-mail L] Options IF] Find
From: Microsoft Outlock on behalf of HR User1 Sent: Wed 10/02/2010 14:58
To: Sales User1
Cc
Subject: Here's the salary spreadsheet you asked for

-] Message | -] Here's the salary spreadsheet you asked for (41 KB) -] Here's the salary spreadsheet you asked for (10 KB)

Sender: HR Useril@mail.edemo.local

Subject: Here's the salary spreadsheet you asked for

Message-TId: <A77B6DO2E1255742B50E687B3835B5868801E75F@mbxB81.mail. . edemo. local>
To: Sales Userlf@mail.edemo.local

Figure 5 - Example Journal message with decryption enabled

By default Enterprise Vault does not require any additional configuration to support Journal Report
Decryption. The following option appears in the Vault Console under the Advanced properties of the
Exchange Journal Policy.

* Note that attachments that are RMS protected before they were attached to the email will not be indexed by
Enterprise Vault. The EV SMRM adapter may be necessary to decrypt previously encrypted or protected content.
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Exchange Policy Properties - Default Exchange Jc |

‘General Advanced |Targe1s|

E
=]

List settings from: IArchiving General
9 Setting Name:
Sethng I VE|E ClearText i f RMS Protected itel
[ ClearText copies of RMS Protected items  Treat as Primary eartext copies o e fems
2 Expand distribution lists On Select a value for this setting:
£ Failed DL expansion behaviour Move to 'Failed DL Ex...
£ Inherited permissions Off |Treat as Secondary j
A Maximum message size to archive in MB 250 :
/% Pending shortcut timeout Off Treat as Primary
£ Queue Journal items Multiple threads Wh_en ClearText copies ofRMS_Proteched items are a\tallabl_e this
&\ Reset archi o option controls which message is used for indexing and retrieval.
S5t archive names n See the documentation. [ClearTextPrimary]
£ Return failed items to inbox Off

Reset Al | IModify: |
rDescription Reset | QK I Cancel

When enabled any messages stored in the failed folders are moved
back into the inbox to be reprocessed, this happens at task startup
[MoveFailedl temsToInbox]

oK I Cancel Aol Help

Figure 6 - Vault Administration Console option to index decrypted messages

The option “Treat as Primary” will enable full indexing of RMS Protected items.

Selecting “Treat as Secondary” will prevent Enterprise Vault from indexing the body and contents of the
protected message. This option should be selected if you use the SMRM adapter (a separate Enterprise
Vault module) to perform decryption.

Note that Exchange Journal Report Decryption is only available when using Microsoft Exchange
Enterprise Client Access licenses; it’s not offered on the Standard Client Access license.
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Outlook Web App Integration
Outlook Web App 2010 support is configured by installing the Enterprise Vault Outlook Web Access
extensions on the Exchange server hosting the Client Access Server role. The install package is an MSI
file, and similar to Exchange 2007 no installation or configuration is required on the Exchange Mailbox

Servers.

The new Enterprise Vault icons are highlighted in the screenshot below, as per previous versions the
client functionality is controlled in the Exchange Desktop Policy settings.

S

B search archives

0] Mike Smith - Outiook Wb App | | Xy - Bl - 0 b - Page- Safety- Toos- @~
Qutlook Web App sign out ‘ Mike Smith -
Mail > Inbex B Options ~ @

4 Favorites New - Delete - Move - Filter + View - ) H H

( w
&3 Inbo (50 1, Your mailbox is now set up to use
8 Unread Mail (100 SO —— Enterprise Vault
3 sentltems ArEngs by bee T Hewesien Tep
4 Mike Smith 4 zz_evservl ' 14 7z_evservl @ @ »
. L_:i Inbox (50 Your mailbox is now set up to use Enterprise Vault 6/16/2010 . [
G2 Drafts 23 Anne Jackson o 2 oM
3 Sentltems Old NetBackup Admin Guide 7/9/2009
o - This message was sent with High importance.
@ Deleted tems & Anne Jackson )
» B3 Imported PST Files FW: This is a Quattro Pro Spreadsheet 7/9/2009 ! - B
3 Junk E-Mail 2 Ann Anderson@example.com Welcome to Enterprise Vault
b 02 Managed Folders Dec 2000 - meter 1351 12202008
] Notes a P Your Microsoft® Exchange Server™ mailbox has been enabled for
Antonio Martin@example.com ) Enterprise Vault archiving.
[ Old Files On-Call Notes 1/10/2008
g D g::ﬂ ;Tgu:?f[ 3 AmandaDavis@example.com This document does the following:
i Other Object Types Escalation Procedures - Gas Logistics 1/4/2008 o
L RSS Feeds — + Gives a brief description of what Enterprise Vault does.
> BB Search Folders & BeverlyRodriguez@example.com
& o Enron / HPL Actuals for December 19, 2000 121772007 + Tells you how to get started with Enterprise Vault
3 ortcut Examples
& Beverly.Rodriguez@example.com .
HPL NOM FOR DECEMBER 21, 2000 121772007 What does Enterprise Vault do?
@ E?”T”ie‘wa!ké"@a"lfm?‘_e:"m 10700 Enterprise Vault archives items from your mailbox. The archived items
te: Tuesday, December 26t (A are stored safely in Vaults_f you ever need an item that has been
@ Arthur.Thompson@example.com archived from your mailbox, you can easily view it or restore it to your
Tuesday, December 26th 12/10/2007 mailbox ynur_self, Also, you are less likely to have problems with running
B out of space in your mailbox
@ AmyMiller@example.com
[ Mail cPa&l 12/10/2007 Enterprise Vault archives all types of information stored in private
ﬁ calend & Andrew.Moore@example.com folders and public folders on the Microsoft Exchange Server computer,
+# Calendar 4 - a i i i
HPL Meter #989648 TRAM/HPL - TRANSTEXAS THOMPSON 12/10/2007 \:ﬁ;\ﬁldmg messages, documents, spreadsheets, graphics, and voice
@ Mike Smith@example.com

HPL Meter #986290 INDIAN HILLS PLANT -TEJAS 12/10/2007

9 pubic rolders & Mike Smith@example.com What do | do next?

- Re: cannon assignment 12/10/2007

B2 Archive Explore - The following sections tell you how to get started with Enterprise Vault.

&) Archive Explorer @ Alice.Brown@example.com The topics ngered are: ¥ g P
HPL Nomes, for Jan, 20-22, 2001 12/6/2007 .

Figure 7 - Outlook Web App integration
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Additional context (right-click) functionality has been built into the Outlook Web App interface for

Enterprise Vault, an example is show below in figure 8.

On-Call Notes

=1 Amanda.Davis@
Escalation Proced a

@ Beverly.Rodrigue
Enron / HPL Actu; @:)

&b Beverly.Rodrigut
HPL MOM FOR DE

| Antonio.Martin@example.com

(= Reply

Reply All

Forward
Forward as Attachment

Mark as Unread

o Bonnie.WaIker@l o

Archive

Re: Tuesday, Dece @,

@ Arthur.Thompso [a
Tuesday, Decemb
X

&) AmyMiller@exa ]
CP&l

&) Andrew.Moareg
HPL Meter 208964 15

=
& Mike.Smith@exa
HPL Meter #29862€ 2

Create Rule...

Junk E-Mail v

Delete
Ignare Conversation
Cancel Ignore Conversation

Maove to Folder...

Copy to Folder...

Open Delivery Report

ﬂ Beverly Rodrinnezimavamnle rom

HPL NOM &

o Bonnie.Wi@

Re: Tuesdal (5

&Y Arthur.The =

Reply
Reply all

Forward

Mark as Unread

Tuesday, @
Amy.Millg
& i %

CP&l

Restore
Delete

&b Andrew. &

HPL Meter g

B Mike.Smit %
HPL Meter
®

& Mike.Smit [
Re: cannor
k3

@) Alice Brow
HPL Noms| 3

& Amy.Mille

Create Rule...

Junk E-Mail ¥

Delete
Ignore Conversation

Cancel Ignore Conversation

Move to Folder...

Copy to Folder...

Figure 8 - Vault Context menu functionality within Outlook Web App
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Appendix A - Frequently Asked Questions

1.

2.

Is it possible to archive the Secondary Mailbox in Exchange Server 2010?
- No, it’s not possible at this point in time.

Is Outlook 2010 supported on the Enterprise Vault server?
- Testing is still under way, please check the Compatibility Charts at
http://www.symantec.com/business/support/index?page=content&id=TECH38537

Can the PowerShell scripts be run from any Exchange Server, or does it have to be the Mailbox
Server?
- The scripts can be run from any Exchange 2007/2010 server; it does not have to have
the Mailbox Server role installed.

When migrating from Exchange 2003/2007 to Exchange 2010 what should | do with the original
Vault Service Account mailbox?

- The existing Vault Service account can be used for both Exchange environments but
will need to be mail enabled (if not already) and that mailbox should be hosted in the
Exchange 2010 environment. Once this has been done the Powershell scripts to disable
throttling can be run against the account.

Do | have to run the Enterprise Vault Provisioning Task after performing an Exchange database
fail-over to another Exchange server?

- Providing all potential Exchange Mailbox Servers have mailbox archiving tasks assigned
you don’t have to run the provisioning task for archiving to continue. Consideration
should however be given to CAS redirection and additional Enterprise Vault server load
Refer to FAQ #7 and the Support for Exchange DAG section in this document for more
information.

Can Enterprise Vault be configured to archive from passive Exchange database copies?
- No, only active databases can be archived.

Are there any performance issues that might occur when an Exchange database fails over to
another server within the DAG?

- Yes, it is possible that performance would be affected. For example if you have a
scenario where you have a 1:1 relationship of 1 Enterprise Vault server per Exchange
Mailbox Server and with a DAG configuration similar to that of the customer scenario in
this document, if MailboxDatabasel fails over to MailboxServer2, once the provisioning
task has run, the mailboxes in MailboxServer2 will now be processed by the second EV
server as that is the server that hosts the archiving task for MailboxServer2. In addition
to already archiving mailboxes in MailboxDatabase3 and MailboxDatabase4, the
second EV server now has to process mailboxes in MailboxDatabasel and
MailboxDatabase2. In that event the Enterprise Vault server will have more mailboxes
to process, and because the storage service associated with archives relating to
mailboxes in MailboxDatabasel and MailboxDatabase2 will reside on the first EV
server, archived data will have to be transferred over MSMQ to the first EV server.

12
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Appendix B - New Prerequisites for Exchange Server 2010 and Enterprise Vault
2.0

In order to archive from an Exchange Server 2010 environment the following pre-requisites are
required:

e Minimum version of Outlook on the Enterprise Vault Server®
Outlook 2007 SP2 + KB968858 is the minimum supported Outlook version on the Enterprise
Vault server when targeting Exchange Server 2010 SP1.

e The Vault Service Account requires a mailbox with throttling disabled®
The account used to run the archiving tasks (typically the Vault Service Account) will require an
associated mailbox. Previously this mailbox was optional, and generally used for testing.
New to Exchange Server 2010 are throttling policies which can be used to control the Exchange
resources used by a client, this policy must be disabled for the account under which the
archiving task runs. A PowerShell script is provided with the Enterprise Vault media that will set
the policy setting “RCAMaxConcurrency” to $Null, effectively disabling throttling.
If using PowerShell 2.0 the script can be run remotely, alternatively copy the
EVThrottlingPolicy.psl to the Exchange Server server.

In the Exchange Server 2010 management shell run:
“SetEVThrottlingPolicy.ps1 —user <domain\username>"
where domain\username is the account that runs the tasks.

To succeed, the script must be run by a user that has the following minimum management
roles: Active Directory Permissions, Exchange Servers and Organization Configuration. By
default the Organization Management role group are assigned these roles.

When the cmdlet has been run successfully a new throttling policy will be created with the
name "EnterpriseVault_DOF41A15-9E91-D111-84E6-0000F877D428"

e New Permission requirements for Vault Service Account’
Exchange Server 2010 updates the Active Directory schema with a new permission model. As a
result of these changes the permissions for the account that runs the archiving tasks needs to
be updated.
A PowerShell script is provided with the Enterprise Vault media that will automatically apply the
appropriate permissions. The script has the following usage:

SetEVExchangePermissions.ps1 -User <domain\username> [-Server <ExchangeServerName>] [-
Action {Add | Remove}] [-Level {All | Provisioning}] [-Verbose {True | False}]

For example:

“SetEVExchangePermissions.ps1 -User mydomain\vsa —Server MailboxServerl —-Action Add”

This script must be run from Exchange Server 2010 (or Exchange 2007) Management Shell. It
can also be run remotely using PowerShell v2.0 and providing the —-Server parameter pointing
to an Exchange 2010 server. The script must be run as a user who has sufficient permissions to

For more details refer to the “Installing_and_Configuring.pdf” guide section 1.6, page 60
For more details refer to the “Installing_and_Configuring.pdf” guide section 1.6, page 63
” For more details refer to the * ‘Installing_and_Configuring.pdf” guide section 1.6, page 65
13
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execute the Add-ADPermission, Get-ExchangeServer and Get-OrganizationConfig Exchange
cmdlets.

The below section summarizes the permissions should the administrator prefer to manually apply
the permissions instead of running the PowerShell script.

Permissions requirements for account running the Exchange Archiving Tasks

- Container: CN=Configuration -> CN = Services -> CN=0rganization -> CN=Administrative
Groups -> Databases
Permission: Mailbox Access Permissions (This object and all descendant objects)

- Container: CN=Configuration -> CN = Services -> CN=0rganization -> CN=Administrative
Groups -> Servers (if in mixed server mode)
Permission: Mailbox Access Permissions (This object and all descendant objects)

Permissions for account running the Exchange Archiving and Provisioning Tasks

- Container: CN=Configuration -> CN=Services -> CN=Microsoft Exchange
Permission: Read

- Container: CN=Configuration -> CN=Services -> CN= Microsoft Exchange -> CN =Transport
Settings
Permission: Read

- Container: CN=Configuration -> CN=Services -> CN= Microsoft Exchange -> CN =Transport
Settings -> CN= Rules
Permission: Read

- Container: CN=Configuration -> CN=Services -> CN= Microsoft Exchange -> Organization -> CN
= ELC Folders Container
Permission: Read (with inheritance)

- Container: CN=Configuration -> CN=Services -> CN= Microsoft Exchange -> Organization -> CN
= Global Settings
Permission: Read (with inheritance)

- Container: CN=Configuration -> CN=Services -> CN= Microsoft Exchange -> Organization ->
CN= Transport Settings ->CN = Rules -> CN= Journaling
Permission: Read (with inheritance)

- Container: CN=Configuration -> CN=Services -> CN= Microsoft Exchange -> Organization ->

CN= Transport Settings -> CN= Rules -> CN= JournalingVersioned
Permission: Read (with inheritance)

Permissions for Enterprise Vault System Mailbox®

& For more details refer to the “Installing_and_Configuring.pdf” guide section 1.6, page 65
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Enterprise Vault 9.0 Archiving from Exchange Server 2010

As per previous versions of Exchange the administrator will still be required to grant Send As
permission to Enterprise Vault System Mailboxes. This can be done manually via the Exchange
Management console, or by running the following Exchange PowerShell command:

Add-ADPermission —Identity <SystemMailbox> -User <TaskAccount> -AccessRights ExtendedRight -
ExtendedRights “Send As”
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