v Symantec.

Symantec NetBackup Blueprints
Blueprint for Bare Metal Restore (BMR)

Symantec Backup and Recovery Technical Services

Symantec NetBackup Blueprints



Symantec NetBackup

Preface/disclaimer

Notice @

This NetBackup Blueprint presentation includes example diagrams that contain objects
that represent applications and platforms from other companies such as Microsoft and
VMware. These diagrams may or may not match or resemble actual implementations
found in end user environments. Any likeness or similarity to actual end user
environments is completely by coincidence.

The goal of the diagrams included in this blueprint presentation is not to recommend
specific ways in which to implement applications and platforms from other companies
such as Microsoft and VMware; the purpose of these diagrams is to illustrate NetBackup
best practices only.

For guidelines and best practices on installing and configuring applications and
platforms from other companies, please refer to best practice documentation and other
resources provided by those companies.
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Symantec NetBackup

How to use ?

These Blueprints are designed to show customer challenges and how
NetBackup solves those.

e Each Blueprint consists of:
— Pain Points: Explain the current challenges a customer faces.

— Whiteboards & Example Diagrams: Describe the implementation
of NetBackup solution.

— Best Practices: Present NetBackup best practices to avoid
common pitfalls

* Use these Blueprints to present the NetBackup best practice
implementation example
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NetBackup Blueprints:

Today’s challenges

When a server must be recovered from bare metal, the recovery
process presents several challenges to the IT staff:

e System recovery takes too long.

e Nonintegrated methods for system recovery are complex and
require highly skilled staff.

e Dissimilar system restore and Dissimilar disk restore.

e Recovery procedures and tools vary from platform to platform.
e System configurations and changes are often not tracked.

e Quickly performs a diskless boot from the network.

e Physical to Virtual conversion.
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NetBackup Blueprints:

What is NetBackup Bare Metal Restore ? @Symantecw

e NetBackup Bare Metal Restore (BMR) is the server recovery
option of NetBackup. BMR automates and streamlines the
server recovery process, making it unnecessary to reinstall
operating systems or configure hardware manually. You can
restore servers in a fraction of the time without extensive
training or tedious administration.

e BMR restores the operating system, the system configuration,
and all the system files and the data files with the following
steps:

— Run a single command or a single mouse click from the NetBackup
master server.

— Reboot the client to get client recover automatically.
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NetBackup Blueprints:

Bare Metal Restore features

e Support of Windows, Solaris, AlX, HP-UX, and Linux platforms

— One option addresses the demands of multiple platforms, eliminating the need for
customized restore procedures on each platform.

e Dissimilar system restore (DSR)
— The capability to restore a machine into a complete different hardware (Windows only).
e Dissimilar disk restore (DDR)

— The ﬁ_apability to restore to a machine that has a different disk configuration than the original
machine.

e Point-in-Time Restore
— Restore systems back to the point of the last successful backup or to previous backup images.
e External procedures

— Insert custom scripts within the restore process to help automate operations such as
database recovery or application recovery

e Rapid-Fire recovery
— Execute multiple server restores in parallel to accomplish mass recovery.

e Support network boot and media boot
e Physical to Virtual conversion (P2V)
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Whiteboards and Diagrams
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White Boards:

Terminology

Shared Resource Tree | A source of system resources, including the means to rebuild the
(SRT) client system and restore all system files.

Media boot This is the process of booting a client using a CD or a DVD.

This is the process of downloading boot code to enable a client to

Network Boot boot out of RAM. The details are different for Windows and UNIX.

A logical grouping of BMR servers and clients that includes the
Protection domain following: one BMR master server, one or more BMR boot servers,
and one or more protected clients.

Operation that runs on the master server and prepares all the

Prepare to restore .
resources necessary to restore the client.

Operation that runs on the master server and prepares all the

Prepare to discover . ;
resources necessary to do a discovery boot of a client.

A collection of information about the system. This information
includes the following: the number of disk drives, volume and file
system information, number and type of network adapters, network
properties, drivers, and other system software components.
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White Boards:

Example Protection Domain

(
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Whiteboards:

Shared Resource Trees

e A shared resource tree (SRT) is BMR system recovery critical
software which is a collection of the following:

— Operating system files
— NetBackup client software

— Programs that format drives, create partitions, rebuild file systems, and
restore the original files using the NetBackup client software

e For UNIX and Linux systems, each client type and operating
system version requires its own SRT; for Windows systems, a
single SRT can restore all Windows versions of the same

architecture.
e For UNIX and Linux systems, the boot server must run the same

version or a later version of the operating system that is
installed in the SRT; for Windows systems, any version of

Windows can host the SRT.
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Whiteboards:

BMR Client Backup Workflow

n Scheduled backup begins.

BMR
database

bmrsavecfqg collects client
n configuration information

Send client information to the
media server

Media Server

The media server passes client configuration
n information to the BMR Master server

The BMR Master server stores client
configuration information to BMR database

H Normal backup begins

]

BMR Client
bmrsavecfg

X
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Whiteboards:

BMR Client Restore Workflow

_ NetBackup and -
[ BMR Master Server retrieves the ] BMR Master Server
client configuration

BMR
database

n The BMR Master Server creates the
restore procedures

The BMR Master Server allocates
\ the BMR Boot Server

Prepare to restore
e

The client boots from network or
/n media

The client accesses the SRT and create

temporary restore environment _
Media Server

Restore

n The restore procedures are retrieved from
the BMR Master Server and executed

. ey \’ ‘ v'.,.
\ The restore procedure initiates a restore of )
BMR Client (S

the client’s data from NetBackup.
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Whiteboards:

Installation and Licensing

e The BMR master server is bundled with NetBackup master
server and is installed along with NetBackup master server.

e The BMR boot server software is installed when you install the
NetBackup client. No separate installation is required.

e The BMR client software automatically installed with the
NetBackup client software. No special installation or
configuration is required.

e Previously, the BMR Master Server acted as the license server
for BMR clients. As of the 6.5 release, no separate BMR license
is required. Both the NetBackup Enterprise Client and the
Standard Client licenses include BMR.
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Whiteboards: @ﬁl:Syma ntec

Network services on boot Server for Network Boot

For Network boot based recovery, BMR leverages OS specific NW
boot protocols to start recovery. Different NW configurations like
PXE, bootp, DHCP, or TFTP, would need to be done for network
boot recovery depending on the type of OS.

Redhat v v v

SUSE v v v

Solaris v v v v

HPUX v v v

AIX 4 v v

Windows v v v
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Whiteboards:

Configuring BMR

Configure BMR Master server

Configure BMR Boot Servers

Create Shared Resource Trees (SRTs)

Build BMR boot medias

Configure Backup Policies
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Example Diagram :

Configure BMR Master server on UNIX/Linux

-

Symantec.

Log on as the root user on Master and run the following command:

# bmrsetupmaster

root@Inxmaster:/usrfopenv/db/data

File Edit View Search Terminal Help

[root@Lnxmaste datal# bmrsetupmaster

[Imfo]l W-127-4 Setting up BMR Database
[Imfo] W-127-3 Initializin
[Imfo]l] W-127-3 cading —
[Imfo]l VW-127-68 Loading data fror nattend.txt into BMR database

[Info] VW-127-68 Loading data fro "B.install.sql into BMR database ...
[Info]l V-127-68 Loading ds*— =~ Toeem et S e e At abase ...

[Imfo]l VW-127-68 Loading d: database ...
[Info] VW-127-68 Loading d: database ...
[Info]l VW-127-68 Loading d: Cl‘eate the BMR database database ...
[Imfo]l VW-127-68 Loading d: database ...
[Info] VW-127-68 Loading da +/ database

[Imfol]l V-127-68 Loading data fTrom PnpDBE WinPE 20035Pl.xml into BMR database ...
[Imfol] V-127-68 Loading data from PnpDB XP.xml into BMR database .

[Imfo] V-127-68 Loading data from PnpDBE XPSPl.xml into BMR database ...

[Imfol V-127-68 Loading data fTrom PnpDB XPSP2Z.xml into BMR database ...

[Imfol V-127-68 Loading data from PnPDB 20032.xml into BMR database ...

[Imfo] V-127-68 Loading data from PnpDBE 2003s5P2.xml into BMR database ...

[Imfol]l V-127-68 Loading data fTrom PnpDB WinPE 20035P1 X64.xml into BMR database
[Imfol V-127-68 Loading data fTrom PnpDBE WinPE 2008.xml into BMR database ...
[Imfo] V-127-68 Loading data from PnpDBE WinPE 2008 X64.xml into BMR database ...

[Imfo]l V-127-68 Loading data from unattend.xml inmto BMR database ..
[Infol W-127-68 Loading data from PnpDB WinPE 2008 R2 sSPO.xml into BMR database .
[Imfol]l V-127-68 Loading data from PnpDBE WinPE 2008 R2 SPO X64.xml into BMR database
[Imfol V-127-68 Loading data from PnpDB 2008 R2 SPO X64.xml into BMR database ...
Verifying the running wversiom of BMRDEB ...
BMRDE wversion 7.6.0.0 wverified.
Upgrading BMRDE (7.6.0.08) to (7.6.0.1) ...
Re-verification of BMRDBE at new wversion, 7.6.0.1
Verification succeeded.
SuccessTully upgraded BMRDB to wersion 7.6.08.1
Starting BMRDB database self-tuning. This may take some time. ..
Found @ fragmented records in database.
BMRDB database self-tuninmg is complete.
Database [BMRDB] walidation successful.
[Inmfo] VW-127-66 Setting up BMR master serwver completed successfully.
[root@lnxmaster datal# |

[Info]l VW-127-68 Loading data from RuLEDE_winPE_Compatibility.xml into BMR database ..
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Example Diagram :

Configure BMR Master server on Windows @Symantecw

Use the Master Server Setup Wizard to set up the Bare Metal Restore

master server on a Windows system.

1. On the Windows BMR master server, select Programs >
Symantec NetBackup > Bare Metal Restore -- Master Server
Setup from the Start menu.

2. Follow the prompts to Set . welcome to the Symantec

’J “-.ulljm_'l-éup I:lur‘:i* Metal Restore
- aster Server Setup IZare
up the BMR master Master Server Setup Vizard
server.

This wizard belps yvoud bo sebup or updats Bhe MNetBasclug
P Mk sl REshors Served

M > L ancs] Hslg:
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Example Diagram :

Configure BMR Master server on Appliance @Symantecw

* BMR can be enabled from Manage > Hosts > Advanced in the
NetBackup Appliance Web Console when the appliance is
configured as a master server.

Symantec NetBackup Appliance Web Console

* B M R iS d isa bled Connected to: Master 5230: nb5230113
by d efa u |t . Home Monitor Manage Settings

Storage Host Appliance Restore License Migration Utility Software Updates Additional Servers

Advanced Settings

Save

Data Buffer Enable EMR on this Appliance w
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Example Diagram :

Configure BMR Boot server

To set up a BMR boot server, run the bmrsetupboot —register
command on the boot server host.

[Eo Aadministrator: Command Prompk — O] =]
— o a ﬂ
(I-::;xgg?rﬁe—iggljggtsgtzgigtﬁ; IBI"‘IR boot sexrwver completed successfollg_
F
-~ hpps P ’
S ST REE il
Eilel Edit Yiew Actions Help
=] | f B e 28
Irxmas 2t example.com Bare Metal Restore Boot Servers For Inxmaster.example. com
= Inxiaster example.com (Master Ser | Name | Operating System I Architecture Yersion
Bickivity Monitor |3 Iremedia. example. com Linux RedHat 6.1 %66 7.6.0.1

>4l winserver,example.com Windows 2003 R2 amndéd 7.6.0.1

¥ é WiatRakun Manansmant

+-2= Media and Device Management

+ :ﬁ} Yaulk Management

- Access Management

=|-i Bare Metal Restore Management
|- I0l Hasts

") Dt File Edit View Search Terminal Help
Eg'; Bare Metal Restare Clisnl

@\!MCnnversinnCIients mﬂt@lnﬁmﬁdia Packa 3]# . ‘ .
£ 5 Resources root@lnxmedia Packajes]# bmrsetupboot -register

[
[ :
) Bare Metal Restors Tasks [Info] V-127-76 Setting up BMR boot server completed successtully.
[
;
[

root@Inxmedia:/usr/openv/netbhackup/bin

2, VM Converson Tasks root@Lnxmedia Packages]# bpps -a | qrep bmr ]

#9tongno dsstn oot 25246 1 106:357 80:00:0q /usr/openv/netbackup/bin/brhd
root@lnxmedia Packages]# ,,
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Whiteboards:

Creating UNIX/Linux SRTs Using bmrsrtadm @Symantecm

root@Inxmedia:/usr/openv/netbackup/bin

1. Enter the name Of the SRT. File Edit View Search Terminal Help
o e [root@lnxmedia Package =
2. Enter a description of the SRT. |iroot@lnxmedia Packageﬁ; onrsrtadn

Select one of the following options:

3. Enter the level of OS and

. 1. Creat Shared R T .
ArChItECture (32/64) = "‘[:2:: i Ez f“a:msource Tree.
3. Copy an existing Shared Resource Tree to a new location.
4 SpEley the path to the 4. Import a Shared_Resource Tree.
° 5. Modify an existing Shared Resource Tree.
directory in which to create 6. Delete an existing Shared Resource Tree.
the SRT 7. List Shared Resource Trees available on this server. E|
e . 8. Quit.
Enter your selection (1-8) [1] :
5. Enter the path to the OS Enter the name of the SRT to create : redhat6l
. . . Enter the description of the new SRT : for lnxclient
InSta"atlon flles' Enter the desired RedHat level (3/3.8 or 4/4.0 or 5/5.0 or 6/6.08) [6.0] :
Enter the desired architecture (1686 or x86_64) [x86 64] :
6. Enter the name of the device in |enter the directory in which to place the new SRT [/export/srt] : ~
WhiCh the BMR Third-Pa rty PrOdUCts root@Inxmedia:/usrfopenv/netbackup/bin
CD (Linux On|Y). File Edit View Search Terminal Help
h k 1i i 1lati ipt h leted s
The NetBac up C lent iInstallation script has completed.
7' Er.‘ter Fhe path. to tl:‘e NetBaCkup L[nggg?tirjgzg?gég SRT ?}:édhatﬁl" has been initialized successfully.
client installation files. | .
. Ezl—agi:gﬁ; ;::gg:iisrtiredhatﬁl
8. Answer the various NetBackup Description: for lnxclient
. . s ve s Mmoo B
installation prompts. =
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Whiteboards:

Creating Fast Restore SRTs for Windows @Syma htec.

{3 Shared Resource Tree Administration Wizard [}S |

1- From the Start menu On the WindOWS Create a Shared Resource Tree L
BMR boot server that iS to host the SRT’ Provide a name, description and a target path. 3
select Programs > Symantec NetBackup > architectre;

Bare Metal Restore Boot Server Assistant. oot e 21

Marne: Descripkion:
| Wit | For G4bit OS5

2. Click Shared Resource Tree Administration

Wiza rd . Target location to create the Shared Resource Tree:

I C:\Users)Administrator Browse I
3. Select the option to create a shared =

Create a Shared Resource Tree -
reso u rce t ree Fleaze provide path to base SED MWk image file] of the selected architecture, . g
L] shipped with NEU Client package install.

4. Select the type of Shared resource tree: Sousce ocain o 50 it pot:
Fast Restore SRTS or Legacy SRTS. ID:'l,Addons'l,x64'l,EiMRBS'l,srd_x64.W|m Browse I

[ Description ]

x|
5. Select Architecture, enter the name, N o pah o s et Shom o, o oo e g
description and target location for SRT.

Shared Resource Tree:

IW|n_>c64 LI

6. Specify the source location of SRD. — e —

Descripkion

7. Enter the path of NetBackup client A iteacop clene tatution e reqtc i e et e
software image.

restoration of the client.

< Back, | M et > I Cancel | Help
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Example Diagram :
Creating a UNIX/Linux Boot Media from SRT @Symantecm

root@Inxmedia:—

File Edit View Search Terminal Help
[root@lnxmedia ~]1#4 bmrsrtadm Kl

Select one of the following options:

et e TS e R st e
Create a new CD image based Shared Resource Tree. !
Copy an exiscting ar e EsouUrce 1ree Lo a new Locatlion.

Import a Shared Resource Tree.

Modify an existing Shared Resource Tree.

Delete an existing Shared Resource Tree.

List Shared Resource Trees avallable on this server.
Quit.

U=l LM H

Enter your selection (1-8) [1] : 2 SpeCIfy an existing SRT

Enter the name of an existing SRT : redhaté6l

Enter the name of the new S5RT to create : rh6l CD

Enter the description of the new SRT [for Llnxclient]

Enter the directory in which to place the new SRT CD image [/export/srt]
[Info] V-125-718 Media image has been successfully created.
[root@lnxmedia ~]#

[root@Lnxmedia ~]#

[root@lnxmedia ~]# 1ls -la Sfexport/srt

total 717240

drw<r-xr-x. 3 root root 4096 Junm 2 02:42

drwx<r-xr-x*. 3 root root 4096 May 29 08:07 =
drwx<r-xr-x. 15 root root 4096 May 29 08:44 reomareor

-rw-r--r--. 1 root root 734437376 Jun 2 02:42|rh6l CD.1iso

[root@lnxmedia ~]1# | .
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Whiteboards:

Creating a Windows Boot Media from SRT @Symantecw

it2 shared Resource Tree Administration Wizard |
1. Prepare to restore the client. Shared Resource Tree =
Select a Shared Resource Tree to uze for the restore. . 8
2. From the Start menu on the Windows
BM R bOOt server that is to hOSt the Select the Shared Resource Tree to burn inko a bootable CO/OYD image.
SRT, select Programs > Symantec 0 based shared Resource Tress are marked Legacy)’
NetBackup > Bare Metal Restore Boot
Server Assistant. s
3. Click Shared Resource Tree x|
Administration Wizard. Elea;zv?dgggga?p:?:?;the 150 image. g
4. Select the option for Create a iy the name For the new botable 150 nage:
Bootable CD/DVD from a Shared Ci\UsersiAdminstratariBR_FastBaot.iso Browse |
Resource Tree. Clienks that this image will automatically restors/discover:
mee e[ Confaraten |
5. Select the SRT to use for the bootable - &
the Admin Console, before crez [0 [ooot from meds

restares are possible with all Fa

6. Select a target directory to be used in
the create ISO process.

7. Enter the SRT name and description.

<Back [ Mewt> | Cancel | Hep |
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Example Diagram :
SRT States

'E Bare Metal Restore Management - Inkmaster.example.com - NetBackup Admini

File Edit Wiew Actions Help

= - m ¥ EaRIE> < S =

Imxmaster. example. com Bare Metal Restore Shared Resource Trees For Imxmaster, example. com

=1 Inxmaster . example. com (Master Server) | Name | Operating ... | architecture || State | Tvpe | Path | BootServer Ciescripkion
Activity Monibor ﬁ redhatsl Linux RedHa... x36_64 Ready Metwork Based fexparkfsetfe, .. Inxmedia.ex,..  For Inxclient

+ E—:J) MetBackup Management ﬁ rh&l_CD Linux RedHa,,. =86_64 Ready D Based lexpartisrtfr... Inxmedia.ex... For Inxclient

+== Media and Device Management ﬁ wing<_CD Windows 20.,,  amdéd Ready D Based CUsershad. .. winserver.e...  boot from m.

* @ ¥ault Management B win_xe4 Windows 20,.,  amd6d Ready Metwork Based CiiUsersiad, ., winserver.e,.. For 64bit ©5

+|- 1= Access Managementk

=ty Bare Mekal Restore Management
—I- |2l Hosts
Z| Book Servers
B3y Bare Metal Restore Clients
E WM Conversion Clients

-8 Resources READY: SRT can be copied, deleted, modified, or allocated to

¥4 Shared Resource Trees

(fh Packages a restore task.

@ Discovered Configurations

- ik frchivad Baok Flopgies LOCKED_READ: SRT is being copied.
ﬂ;f:';:;fﬁﬂtn Tasks LOCKED_WRITE: SRT is being created or modified.
BAD: SRT is completely unusable.

DAMAGED: You might still be able to repair the SRT.

ul MAREN | B

(9} [Master Server: Inxmaster.example.com  [Cannected
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Example Diagram :

Configuring policies for BMR clients

'B3 Policies - Inkmaster.example.com - NetBackup Administration Console O] =]
File Edit Wiew Actions Help
= = Sl Ealin >SN R e & & P &
Irrnaster, exarnple. com BMR-win: Atkribukes ﬂ
=l Inemaster . example.com (Master ¢ || Mame | Cf Tvpe Storage | | | | | | E | | | | | Collect Bare Metal Restore Information | | | | | | | Dl
Activity Monitar EZ] BMR-win A Ms-wWindows | adwdsk-sk.., ... Yes
=l MetBackup Management
+--E] Reparts 4 ﬂ
=M policies B =] Dl
F all Policie: | = i
? E;ET;TXD all Policie i POIICy type mUSt be | Freq... | Ml Starage | Valurne Poal | F| S.. | Media ... | In... |
_Iﬁv BMFL-win € MS-Windows or twesk 1 o
+|-{=2] Storage
& caraog _ Standard — Must set the Collect disaster
+ aﬁL Hosk PerErtIES T | [= ¥ = il
Et = 'f:"pp“':ati':'”fs Clienk narme | Hardwars Operating Swskern recovery |nf0rmat|on for Ba re Metal :l
== Media and Device Managemer %,J winclient Windowes-x6d Windowsz 005 g
5] Device Monitar Restore attribute
+- B Media
i %i ErE:-;;E:tlals BMR-win: 1 Selections = | I:Il
+ @} Yaulk Management AckOp Selections |
+- {5 Access Management l K= allL_LoCal _DRIVES
—l-%gh Bare Metal Restare Manage
= |2 Hosts
f Book Servers
gy Bare Metal Restore Cl
B W1 Comversion Cloris To ensure complete system recovery, use the
- ALL_LOCAL_DRIVES directive to back up all
are Metal Restore Tasks — —

5 WM Conwversion Tasks i Iocal d r|VeS

| %8 Logging Assistant | -
4 »

o Master Server: Inxmaster.example.com  |(Connected
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Example Diagram : BMR

Restoring UNIX/Linux clients using network boot Symantec.

'E] Bare Metal Restore Management - Inkmaster.example.com - NetBackup Ad =10l x|

Fil= Edit Yiew Actions Help

J-1m| & EAR < - iR = e

In:zmaster. example. com all Bare Metal Restore Clients For Inxmaster.e | Detailed information For configuration current
=] Inxmaster . example.com {Master Server) S5y Bare Metal Restare Clients =) Hosts
Ackiviky Monitor —-E8 Ireclient EEd Mebwork Interfaces
+ E—,_J) MetBackup Management —]- 43 m‘,‘ 8 retwork. Routes
+=) Media and Device Managenent = Hax Mews Client Configuration. .. Ins
+-8%1 Yault Management B0 Mel
+-I Access Management EH nel = Prepare to Restore...
=I5 Bare Metal Restore Managernent =2 Yol
53 Hosts o8, pIT x
] Boot Servers +-F2 winclient Client:

55y Bare Metal Restore Clients
% WM Coneersion Cli

. - F  Configuration:
—|- 5@ Resources {'\. . . M
\ k -
% Shared Resource Symantec NetBackup™ Bare Metal Restore \3} [curren =]
[’Qj Packages Configuration Architecture:

5:)5 Discovered Config
L as s ynantec Bare Metal Restore is ready to begin. Shared resource bres:
F Bare Metal Restore T e |redhat61 j
&5, WM Corwersion Tasks boot =erver ...... lnxmedia.exanple. con
%8 Logging Assistant zelected SRT ..... redhatbl [ Restore system disksfvolumes only
restore client ... Inxclient

| X866

[ Make available volurmes on non-restored disks after the system is restored

[ Run external procedures

[V Enable logging
____________ Bootclient @& ...

Loading redhat6l-initrd. img. . ac | =l

------------------------------------------------------ OK | Cancel | Help |

(93 [Master Server: Inxmaster. example.com  [Connected
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Example Diagram : BIVIR

Restoring Windows clients using network boot

ﬂSyma ntec.

'El Bare Metal Restore Management - Inkmaster.example.com - NetBackup Admin

File Edit Wiew Ackions

3 -||m &

Help

2| B | B

R
@ | =

Z,

Imxmaster . example, com

__1 Imxmaster.example,com [Maskter Server)

Ackivity Monitar
é MetBackup Managernent
=4 Media and Device Management
& vaulk Management
&Y Access Management
iz Bare Metal Restore Management
=I- /&l Hosts
.| Book Servers
550 Bare Metal Restore Clients
@ WM Convversion Clients
—-E# Resources
¥ Shared Resource Trees
() Packages
g.:}:) Discovered Configurations
* Archived Book Floppies
F3 Bare Metal Restore Tasks
25} WM Conversion Tasks
‘g.ej Logging Assistant

F--[F- [

2]

&ll Bare Metal Restore Clients For Inxmaster.e

Detailed information For configurakion current

[5a) Bare Metal Restore Clients
+-ER Imclient
=|--F8 winclient

toh Devices and Drivers
=] Hosks
EQ Metwork, Inkerfaces

+-- 437 {ul[y=lgln I

¥, Mew Client Configuration. ..

B0 Metwoark Routes

3= Prepare to Restare, .,
EH Prepare to Discover...

[#] Refresh

\1/&,

Prepare to Restore Client: winclient

Clienk:

Canfiguration:

|current

FS

Symantec NetBackup™ Bare Metal Restore

Bare Metal Restore in Progress...

58 fully establi

hed

restore envir
~*Successfully partitioned disks
~3uccessfully formatted drives

» Restoring files...

Finalize Restore

Details
Restoring C:\*...

Boot client

| Configuration Architecture:

| amdes
3

Shared resource tree:

|win_x64

I~ Restore system disks/valumes only
-

I Run external procedures

Iv Enable logging

¥ Use quick formatting

[~ Use Palicy

| 4
oK |

Cancel ‘ Help |
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Example Diagram : S :
Monitorng BMR Tasks ymantec.

'E Bare Metal Restore Management - Inkmaster.example.com - MetBackup Administra

File2 Edit Wwiew Ackions Help

= IR lli=0l ) 2 R B OE | 2 =,

Inmaster. example. com Bare Metal Restore Tasks For Inxmaster.example.com
=l Inxmaster.example.com (Master Sery | Clisnt | Configura, .. | Shared R... | Skate | Opetakion | Skatus | Skark Tirne | End Tirne | Type :|
ﬂcti*’it‘e’k':":“it':"' W Ineclient current redhate Lage Q S5/29/2014 ... 5/29/2014 ... Restore
+ MetBackup Managermenk = . . . .
H % Media and Device Managemenk —;ﬁ' winclienk Current wWin_x64 Ackive Finalizing gfzarzold .., Reskore
=3l Dervice Monitor
+- B Media
+ __ﬂf Devices

+-%2 Credentials
+ @ VYaulk Managenmenk
+-{3Y Access Managernenk
—|-ign Bare Metal Restare Managerent
=113l Hosts
.#] Boot Servers
Eq) Bare Metal Restore Clienl
% Wi Conversion Clienks
—-E# Resources
¥4 Shared Resource Trees
L&j Packages
ﬁ Nicrowered Confiour akine
4 =& nrchived Boot Floppies
ke e Metal Restore Tasks
DT D

1;.3! Lagging Assistant

4 | o

o Master Server: Inxmasker.example.com  (Connecked
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Whiteboards:

Restoring to a Point in Time

]
1. Open Bare Metal Restore Clients view.
|F"IT
. . - [ [ [ Cperakion
2. Right-click the current configuration for a
client and select New Client Configuration. " Copy & configuration
_ , | -
3' Enter d New Conﬂgurat'Oh Name. {* Retrieve a "Point in Time" configuration
Paolicy:
. . . . |test—|:|mr j
4. Click Retrieve a PIT Configuration. Eed date:
5. Select the Policy and End Date for the
restore. i
6. Click OK.
]xas_s:l - I
7. Prepare to restore the client using the new == . 4
C O n fi g u ra t i O n . [T Make available wolumes on non-restared disks after the syskem is restaored

[T Run external procedures
[+ Enable loaging

[ Use Policy

8. Perform the restore. | =
[ x| caco |  rep |
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Whiteboards:

Dissimilar Disk Restore (DDR) workflow ®Symantec”

Prepare to Discover

1. Discover the client using Prepare to st to discover
discover procedure.

Opetating system:

: | =
2. Boot the client to start the hardware ~ __
discovery operation. o 0 =]
Architecture:
3. Copy the configuration to a new [andss -
editable One. MetBackup master server IP address:

|1n.1u.2.13

4. Open the Change configuration dialog rate“’a‘f“t“i“EtBa“f””‘“t”SE”’E“
box for the new configuration.

5. Initialize and map the volume layout |
in the new Configu ration_ Mew configuration narme:

| DOR

Metwork properties

Pre-load values From interface:

Local Area Connection

IP address:

|10.10.2.101 |

Mebwork mask:

|255.255.255. 0

Default gakeway:
| w . w . 2z .1

Hardwate MAC address:
| 00-0C-29-52-56-E7

6. Prepare to restore the client using the  un Extemalrocsdres |~ Enabl Looging
new configuration. = -

7. Boot the client to begin the restore.
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Whiteboards: @ﬁdsyma ntec

Dissimilar System Restore (DSR) workflow

Discover the configuration of the target system.
Create an editable DSR configuration.

Add NIC and MSD drivers.

Change network interfaces.

Map the disks.

Create boot media If you use media to start the target
system.

AN A O O

Restore the client.

Log on to the client as an administrator.
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Whiteboards:

Client-VM conversion workflow

Start Preface How to Use Advaritages Whiteboards and Diagrams Life Preservers

Inxmaster.example.com (Master Server)

1. Take BMR enabIEd Cllent Inxmaster.example.com (Master Server)

BaCkup. E:a-:_lq_up, ,-ir-:_hive, ancd Restore
Activity Monitor

. . o= MetBackup Management
2' Rengter HyperVIsor server T Media E_m-_'l Dev_i-:e Managemeant
and NetBackup recovery host [ &% pevice Monitor
in NetBackup master(Single o % Devices
. . . T Creclentials
time registeration). & Disk Array Hosts

_@; MODMFP Hosts

3. Run “Backup to virtual
machine conversion” wiward

or run the command line. o @ vault Management
o gk Bare Metal REestore Management
4. Find selected client VM 7 @ Hosts
created and powered-on the 4
VM.

WM Conwversion Tasks|
sz 1 11 g D0 3 LS A AL
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Whiteboards:

BMR Logs

Following are the originator IDs for the BMR processes that

perform logging:

119: bmrd and bmrbd

121: bmrsavecfg

122: bmrc

123: bmrs

125: bmrsrtadm

126: bmrprep

127: bmrsetupmaster and bmrsetupboot
128: Miscellaneous

129: bmrconfig

Symantec NetBackup Blueprints

130: bmrcreatepkg.exe
(Windows systems only)

131: bmrrst.exe and bmrmap.exe
(Windows systems only)

142: bmrepadm

152: bmrovradm

248: bmrlauncher

433: bmrb2v

434: bmrb2vrst

v Symantec. B



Life Preservers
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Best Practices:

General Best practices

e |f you use more than one policy to back up a client, use the
exact same name for the client in each policy.

e Ensure that client restore requests are allowed by the BMR
Master Server and BMR client.

e The boot server must be on same subnet as their clients or have
bootp relays configured depending on the intricacies of the
specific platform.

e To avoid incomplete client backup operations:

— For UNIX clients, retry file backups if a file changes during the backup
attempt.

— For Windows clients, use the Windows Open File Backup option.

e Ensure that no other network boot services except the valid one
providing BMR client network boot is running in the same
subnet.
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Best Practices:

Top Support Technotes

e NetBackup 7.6 Bare Metal Restore Administrator's Guide
http://www.symantec.com/docs/DOC6472

e NetBackup 7.x hardware compatibility list (HCL)
http://www.symantec.com/docs/TECH76495

e NetBackup 7.x operating system compatibility list
http://www.symantec.com/docs/TECH76648

e Requirements for Bare Metal Restore (BMR) Boot Servers

http://www.symantec.com/docs/TECH87607
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Thank You!
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