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High-availability solutions are essential to maintain business continuity in today’s 24x7
environment. This article discusses strategies for high availability and how IT
departments can determine the right solutions for their critical applications.

According to IDC, the market for highly available servers and high availability itself is
growing, reflecting an enterprise demand for solutions that strive to maintain business
continuity. As a result, IT departments are under increasing pressure to preserve
application availability. This article discusses strategies for high availability and how IT
departments can determine the right solutions for their critical applications.

Key considerations for high availability

Companies today are implementing high-availability solutions for many reasons: to
minimize planned downtime for maintenance and upgrades, to enable rapid recovery
from unplanned downtime, and to meet compliance requirements that ensure continued
end-user access to business-critical applications.

Two key questions companies need to consider, when initiating high-availability
planning, include: which applications are mission-critical to my business users, and what
are the acceptable levels of downtime for these applications?

Recent Symantec studies indicate that approximately one-half of a company’s
applications are deemed mission-critical with an average recovery time objective (RTO)
of 8 hours or less. Typical mission-critical applications today include a company’s email
system, ERP and financial systems, transactional systems, and CRM tools. And the
current trend shows more and more applications shifting to a mission-critical status.

Traditionally, restarting applications has largely been a manual process, a matter of
reinstalling the software from disk. Fortunately, today’s provisioning tools enable critical
applications to be back up and running on a more automated basis. A manual rebuild can
take a day or so, but provisioning tools can reduce that startup time to 6 to 8 hours.

An even higher level of protection, the “platinum level,” involves moving applications to
a clustered environment. This allows IT departments to monitor the health and status of
applications and their relevant components (including the associated database, operating
system, network, and storage resources) along with the ability to restart those applications
on another server (or at another site) when needed. Therefore, if an issue were to occur,
software automatically takes care of the process of restarting the application and all of its
dependencies, making sure users are redirected to the new server. Typically, RTOs for
these kinds of applications are measured in minutes rather than hours.

Downtime and change



When IT departments put together their high-availability plans, they outline possible
scenarios that will need to be addressed, such as major hardware failure, a critical
application shuts down, a storage or networking component becomes unavailable, or a
natural disaster takes down an entire data center.

But according to survey results by Symantec customers, the leading cause of downtime is
change, along with human error caused by administrators themselves.

Given the heterogeneous nature of today’s data centers, frequently a company fails to
recognize which systems or applications are dependent on each another. Change
management tools enable IT departments to determine the impact of a change on multiple
systems (not just on the system where the change was made). These tools can tell who
made a change, when it was made, and what was actually changed. As a result, when
downtime does occur, diagnosing the problem does not take nearly as long.

In a clustered environment, so-called configuration drift (changing one server but not
making the change on a backup server) can cause these expensive systems to fail.
Installing change management tools can prevent such drift and ensure that an
organization gets the most out of its high-availability investments.

High availability in the era of virtualization

Today, high-availability solutions are becoming even more important for operational
viability as organizations increase their adoption of virtualization technologies. With
virtualization technologies, multiple virtual machines are commonly hosted on a solitary
physical server. A failure of that physical server can lead to a loss of availability for
several applications. As a result, the importance of providing business continuity rises as
the impact of virtualization technologies increases.

A critical challenge for data centers is securing adequate IT skill sets in-house to deploy
and maintain clustered and highly available software solutions. For enterprises large and
small, increasing pressure on IT budgets means that simplified administration, so-called
“single-pane-of-glass” management, and increased automation are becoming more
important to next-generation high-availability solutions.

Ultimately, most organizations will need a unified management console that supports
both high-availability software and virtualization software that helps them discover,
manage, and visualize both physical and virtual servers.

Veritas Cluster Server

Veritas Cluster Server is Symantec’s clustering solution for reducing both planned and
unplanned downtime. Veritas Cluster Server can detect faults in an application and all its
dependent components, including the associated database, operating system, network,
and storage resources. When a failure is detected, Veritas Cluster Server shuts down the
application, restarts it on an available server, connects it to the appropriate storage device,
and resumes normal operations.



Because data center servers and applications are constantly changing, regularly testing a
disaster recovery strategy is critical to guarantee a successful recovery in the event of a
system or site-wide outage. To better guarantee the success of a disaster recovery
strategy, Veritas Cluster Server includes Fire Drill, a tool that automates disaster recovery
testing, reducing the time and expense associated with DR strategies. Administrators can
make frequent changes to the IT infrastructure and simultaneously reflect those changes
at a remote site. Because Fire Drill does not disrupt production applications, it can be run
as often as necessary.

Veritas Cluster Server also provides a single solution for clustering both physical and
virtual systems. With Veritas Cluster Server, administrators can monitor an application
running within a virtual machine and recover it in the event of a failure.

Symantec Global Services help maximize the value of an investment in Veritas Cluster
Server. Symantec’s highly skilled consultants leverage best practices from thousands of
engagements to accelerate rollouts, minimize deployment risks, and help achieve high
levels of operational efficiency. To deliver an optimal high availability and disaster
recovery solution for your enterprise application and resources, Symantec specialists can
thoroughly assess your infrastructure and design, and deploy and integrate Veritas Cluster
Server into your environment.

Conclusion

High-availability solutions are essential to maintain business continuity in today’s 24x7
environment. But these solutions must be evaluated for their ability to address the
business and technical needs of the organization in which they will be deployed.

Through central management tools, automated failover, features to test disaster recovery
plans without disruption, and advanced failover management based on server capacity,
Veritas Cluster Server allows IT managers to maximize resources by moving beyond
reactive recovery to proactive management of application availability.

Related Links
Veritas Cluster Server
http://www.symantec.com/business/cluster-server

White Paper: Using Availability and Clustering Software to Maintain Business
Continuity in the Era of Virtualization
http://www.symantec.com/business/products/whitepapers.jsp?pcid=pcat _business cont&

pvid=20 1




